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4 GS LABS
GS GROUP PeBususa: 1.0

1. AHHOTauwMA

[aHHbIN JOKYMEHT ABSIETCS PYKOBOACTBOM MO UCNOJ/Ib30BaHM0 "CucteMbl reHepauun katodelt Keys Generation
System (KGS)" (ganee no tekcty - KGS nam Cucrema). PykoBOACTBO cOaepXuT obLume cBeseHns O NPOAYKTe,
cucTeMHble TpeboBaHMs, OCHOBHbIE FPyMnbl 3a4ay, pelaemblix CUCTEMOM, NpoLeaypbl paboTbl C NPOrpamMMOii.

JoKyMeHT npesHa3HayeH A4 Noib3oBaTeNeil, ocyLecTBaAAoWwmnX paboTty B KGS. PyKoBOACTBO OPUEHTUPOBAHO Ha
nosib3oBaTesien, obaagarownx NoApPobHbIMU 3HaHMAMK O cucteMe KGS, nMerowwmx npakTMyeckme HaBblku paboTbl €
KoHcosbto (KVM) 1 ¢ FTP-cepsepom. [Nonb3oBaTenu A0/KHbI UMETb JOCTYM B 3aKPbITOE NOMeELLlEHWe, B KOTOPOM
yCTaHOBJ/IEHa cMcTeMa.

!'" B cBA3M C MOCTOAHHbIM COBEPLUEHCTBOBAHMNEM MPOAYKTA, MOTYT MMETb MECTO He3HauuTe/lbHble
HeCoOTBETCTBMA OnncaHmsa 1 GakTnyeckoro GyHKLMOHNPOBaHWS/BHELLHEro BUAa NHTepdelica y KOHeUYHOro
none3osatens, HE BJINAOLLME HA OCHOBHOW ®YHKLIMIOHAJ.
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My6anyHeli - LO

2. TepMUVHbI 1 COKpaLLeHnA

TepMuHBI, McnosiblyeMble B nHTepdence KGS, nogpobHO onuncaHbl B OTAENbHOM JOKYMEHTE, AOCTYN K

KOTOpPOMY OrpaHun4yeH.

TepmuH
ADEC
ADEC knroum

Batch

Black Box

CAS

CAS KomaHabl
(CAS Commands)

CoT kntoum (chain-
of-trust keys)

Derived Key

DRM-kntounm

ECSA

ECSA xntoumn

OnpeaeneHue
TexHonorna AONOJHUTENBHOTO WKdPOBaHMA TpaHCNOopTHOro notoka (TS).
Kntoum, koTopble MCNOAB3YHOTCA B airOpuTMe AOMOAHUTENbHOTO WndpoBaHma TS.

Mauka — cny>xebHbIN TEPMUH, NCMOb3YEMbIV A8 OKaAM3aLMK NaKeTHbIX onepauui B
cucteme. Bece onepauun, KOTopble NPON3BOAATCA C YMMaMK, BHYTPU CUCTEMbI BbINOAHAOTCA B
pamKkax Kakomn-1mbo nauku. NMaykm NCNoab3yoTcs Npu OTKaTe OTYETOB O
NpOorpamMmMmpoBaHMM YMMNOB UM NPON3BOACTBa STB yCTPOMCTB.

Cepsep nepesgauun knrouenn Keys Transfer Server.

C Touku 3peHus cuctembl KGS, 310 BHewwHuin cepsep ¢ Tnom 'Black Box'.
Cucrema YcnosHoro [octyna.

KomaHabl ana B, CAS, ncnonb3ytotcs npu cosgaHum Mactep Knrouel.

Ces3b Mexgy CAS KomaHgamun n onvcaHmem Mactep Kntoua - "oAMH KO MHOTUM™: A5t OAHOM
KOMaHZbl MOXET UCMOJIb30BaTbCs HECKObKO MacTep Kntoueli (Hanpumep, ¢ pasHbiM
processing_type: _ENC n _MAC), Ho oanH MacTep Kntou He MOXeT MCnoab30BaThCA
OfHOBPEMEHHO ANl HECKONBKUX KOMaHA,

Kntoun, ncnonbsyemeolie B Lienouke secure boot uvna ana nognucn n wWndposaHmns
MPOLMBKN AN FeHepaLmm NPon3BOAHbIX Karouen. Gaktnueckn GyHKLMOHaNbHOE
HasHaueHue CoT kitodva aHanornyHo "Karouam npowwmnskm”, OTANYAETCS TONbKO CNocob
reHepaummn. CoT-Kntoun reHepupyroTCa Ha NePBOM WK BTOPOM ypoBHe uepe3 KDF n
asastoTca "derived key".

Mpown3BOAHbIV KoY, paccumTaHHbIn no anroputmy RK KDF.

Kntoun, renepupyemble ¢ nomoupto Initialization Vector n BbibpaHHoro OTP-katoya.
Wcnonb3ytotca naptHepom (CnepaCodrt) A8 NPOLUMBKM B UTPOBbIE MPUCTABKY, C LIebIO
3alLMTbl KOHTEHTA Ha Ha3e Npou3BeAeHHbIX YCTPONCTB/umnnoB. Ha 6a3ze 3tux gaHHbix (DRM-
katouw, Partner IV, OTP-kntou) napTHep reHepupyeT COBCTBEHHYHO NECTHULY KOYEN.

TexHonOrMs AONONHUTENBHOTO WKGPOBAHUA KOHTPOAbHbIX cnoB (CW) ana anroputma CSA
Mo NeCTHULE KNHOUen.

Kntoun, kotopbimu wingpyrotca CW.
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Fusemap
KoHoburypaumsa
(Fusemap Config,
FMCQ)

HWRK-kntoumn

Initialization
Vector (tTakxe
initVector, Partner
V)

JTAG-kntou

KDF (Key
Derivation
Function)

KOF (key
obfuscation
function)

KVM-
nepektoyaTesb
(keyboard video
mouse)

LE-Habop

KGS-UG
PeBususa: 1.0

My6anyHeli - LO

MogpobHoe onucaHne obnactn OTP-namATV Ynna ¢ agpecamu, NOAAMU N UX pa3Mepamm,
BkAtoUas OTP-kntoum n KOHOUrypaumoHHble BUTbI.

Kntoun (public + private), ncnonb3yemble B necTHuLEe katouen. FeHepupyroTcs (BMecTe ¢
DBMK-kntouamun) nogcuctemonn KMI_FW_DBMK (ytuautoii DBMK Generator), npuyem Ha Tom
dm3MyecKomM cepBepe, Ha KOTOPOM ByAyT NCMOb30BaTbLCH.

O6partuTte BHMMaHue! 3secb 1 Aanee NCNOb3YHTCA BHYTPEHHWE CUCTEMHbIE
0603HaueHns kKoMnoHeHToB (Hanpumep, KMI_FW_DBMK). CooTBeTCTBUE MeXAY
Ha3BaHWAMUK KOMNOHeHTOB (noacuctem KGS) 1 BHyTpeHHUMY 0603HaYeHUAMN
npuBeaeHo B AokymeHTe "Cuctema reHepauum kntouelt Keys Generation System
(KGS). Obuee onncaHue", B pasgene "Apxutektypa".

Public HWRK-kntou, creHepupoBaHHbIA Ha BHeLLHeM cepBepe, UCMOAb3YyeTcs Npu 3KCHopTe
darina KoHPUrypaLmm Ha 3TOT cepBep.

BekTop uHMLUMaNM3aLmm - cneumnanbHO reHeprpyeMblii MaccuB AaHHbIX (16 6ant = 32
cumBoOAa, B hex-popmare), BMecTe ¢ nHaekcom OTP-katoua Mcnonb3yeTcs Ans NOATOTOBKM
DRM-knrouen. 3HaveHre BEKTOPa YHMKaNbHO 1 MOCTOAHHO B paMKax [MapTHep+Tun naptuu.

YHUKaNbHbIA KNHOU, NPUBA3aHHbIN K umny (device). MpeactaBaseT coboin cBOeobpasHbIn
Napoib, KOTOPLIN UCMONb3YETCA AN TECTUPOBAHMWA YMNa, T.€. YMMbl C AaHHBIM KIHOUOM
MCNONb3YOTCA TOIbKO AN TECTUPOBAHMA.

®yHKLMA (QArOpUTM), FEHEPUPYOLLLAa KAHOUM.
KDF npumeHsercs:
®  ans reHepauunmn JTAG karoya ans SRISC (tonbko ans Tuna Yctpoiictea = 'Secure SoC
GS2").

npun o6¢yckaunmn OTP-karouen.
ansa reHepaumm CoT KatoYen.

CneumanbHas GyHKUMA (M anropuTMm), KOTopas AeNCTBUTENbHO "3anyTbiBaeT" 3HayeHus OTP-
KAtouel u ucnonbsyet pesynbtat OVDF kak BXogHOM napaMeTp 415 HEKOTOPbIX 3ajau
(Hanpumep, B kauecTBe KatoUYa ob6dyckaumm 1 1.4.). MoxeT BbiTb HacTpoeHa ans Buaa
MNaptun.

YcTpolicTBO, NpesgHa3HaYeHHoe /18 KOMMYTauumn OAHOTo KOMMJIeKTa yCTPOMCTB BBOAA-
BbIBOZAA MeXAY HECKONbKUMU KOMMbIOTEPaMU.

Habop kitouel, XxpaHALWMXCA B cMCTeMe U MPUBA3aHHbIX K 0OAHOMY U3 Bugos MapTuii.
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LE-650k

OTP Kapra
kntoyven (Keymap,
Takke OTP
keymap)

OTP-kntou
OTP Root key

OVDF
(obfuscation value
derivation
function)

Pairing

PGP kntou
nosib3oBaTens
(User key)

RK KDF

Sign Server

STB (Set Top Box)

STB Mogaenb (STB
model)

Workflow (WF)

B4, CAS (CASDB)

KGS-UG
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Bnok gaHHbIX, cogep>Kalmnin katoum kakoro-ambo LE-Habopa, 3awmdpoBaHHble OAHMM U3
o6wmx OTP kntouer unna n cogepkawnin nHdopmaumio o Buge Maptun, nnaekce OTP
katoua n noanuce SHA-256 s Bcero 610ka.

KapTa k/itouein — KNKOUEBOW 3/1EMEHT, XapaKTepusyoLwmnin onpegeneHHbI TMn unna. Kaprta
KNHOUEn Bcerga npvBs3aHa K KaKoMy-Mb0 TUMY UMMOB U HE CyLLeCTBYET BHE €ro KOHTEKCTa.

Kapta kntouein, no cytu, aBaseTca aHanorom fuse map ¢ Tem otamumem, 4to Habop
3/1€MEHTOB B KapTe KAtouve MOXeT ObITb NOAMHOXeCTBOM fuse map, NOCKObKY COAEP>XKUT
TOJIbKO T€ 3NE€MEHTbI, /15 KOTOPbIX BbINOAHAETCS reHepaL s 1 COXpaHeHve Kitoyen B
cncTeme.

Kntou, nepcoHanmaunpoBaHHbii B OTP-namsaTts (One Time Programmable memory).
OTP-k/1t04, KOTOPbIN NCMOAb3YETCA TONbKO Kak KOPHEBOW KJHOY B IECTHUMLLE KNHOYEN.

CneumnanbHas GyHKUMA (M anropuTMm), pe3y/ibTaToM KOTOPOW ABASETCA HEKOTopoe
CreHepunpoOBaHHOE 3HaYeHNe, KOTOPOeE, B CBOO OYepesb, MOXET ObITb NCMOAb30BaHO B
kauectBe 6a3bl / kitouva ans 0bdyckaumm ("3anyToiBaHmaA") 3HaueHnn OTP-kntouert. Cama no
cebe PyHKLMA He BbINOAHAET 0bdycKaLMio, OHa TOIbKO reHepupyeT 3HaueHue Ans
MCMNoAb30BaHNA B peanbHbiX GyHKUMAX 06dyckauum (KOF).

MoxkeT 6bITb HacTpoeHa ans Buaa Maptun.

Pexxum CAS, obecneunBatonini paboTty cMapT-KapTbl TOJbKO C OAHUM KOHKPETHbIM
NPUEMHUKOM.

PGP-kntoy, ncnonbsyemblin cuctemoinn KGS ana wndposaHms gaHHbIX Npun akcnopTe Ha FTP-
cepsep nan gewmdpoBaHna Npu MMMNopTe.

PGP-knrou MoxeT BbITb creHepupoBaH B cucteMe KGS (reHepupytoTcs private + public uactu
katoua) ambo nmnopTpoBaH ¢ FTP-cepBepa (MMNoOPTUMpPYeTCA U XpaHUTCA ToNbko public-
4yacTb KJIHOYa).

MpumeHeHne KDF k OTP-root-karouy nepes AeCTHULEN KIOYen.

CepBep, ocyLLecTBAAOLWMA WKdpOBaHME U MOAMNUCH NEPefaHHbIX Ha HEro NPOLIMBOK As
NPUEMHUKOB.

Pecuep undpoBoro TeneBngeHums.

Mogenb pecnBepa LMPPOBOro TENEBUAEHNS, B KOTOPbIA YCTaHaBANBAeTCS
MepCcoHaNN3MpPOBaHHbIN Y.

MyHKT KOHCONbHOrO MeHto KGS ¢ waramu, obecneynBaroLLMMK BbINMOJHEHWE TOFO WU MHOTO
npouecca paboTbl C KOHOUTYpaLMAMMY CYLLLHOCTEN UK KIKOUYaMU YMMOB.

CyLLHOCTb, BOKPYT KOTOPOW rpynnupyroTcs napaMeTpbl A5 NoAAep>KKN reHepaumm,
XpaHeHWs 1 3KCNopTa KAKUelr AN CUCTEMbl YCNOBHOTO AOCTyNa 3aZaHHOM BepCum.
"YcnoBHas 6a3a gaHHbix CAS", a5 KOTOPOW rOTOBATCA U 3aTEM 3KCNOPTUPYHOTCSA KUY U
napameTpbl.
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Bug Maptum

BHewwHwWI cepBep
(External Server)

BcrnomorartenbHble
Kntoum (AUX keys)

Knacc yctporicts
(Device class)

Knrouun npowmskm
(Firmware keys, fw
keys)

Macrep Knrou
(Macrtep-kntou
CAS, Master Key)

Howmep Maptun
(Part Number, PN)

Ob6dyckauus
(Obfuscation)

Onepartop
(Operator)

Onwucanve
Fusemap
KOHOUrypaumm
(Fusemap config
decription, FMCD)

MaptHep (Partner)

KGS-UG
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Cm. Tvn NapTun.

Jlroboin cepBep, Ha KOTOPbIV 3KCNOPTUPYHOTCA Katoum 13 cucteMbl KGS.
BcnomoratenbHble (auxiliary) kntoum, ncnonbsyemble B paboTe BHELIHMX YCTPOWUCTB U CUCTEM.
Mogzenb unna, B KOTOPbIV NPOLUMBALOTCS creHepupoBaHHble KGS katoum.

Kntou ans 3awmtel npowwmekm 1 obecneyeHuns 6esonacHom 3arpy3km MO umna (Secure boot).
HekoTopble katoum otHocaTcs k OTP keys, HekoTopble He 3anucbiBaroTcs B OTP.

Bce kntoun, KoTopble MCNOL3YHOTCSA A5 WINdPOBaHUS U paclundpoBaHMs MPOLLUMBKY, a
TaKXKe 4SS CO3aHNsA U NMPOBEPKMN MOAMUCH NPOLWMBKU. KAroum NpOLLIMBKY MOTYT Kak
MepCcoHann3npPoBaTbCs B UMM, Tak U HE MepCOHaNN3NPOBATbCS.

OCHOBHbIE KHUM 3alLUTbl CAy>KeBHbIX coobueHunii CAS.

Kntoun pazgenstorcs no dpyHKUMm obpaboTku (wndpoBaHme, NOANUCE) U agpecaunm
coobLeHus (MHANBUAYaNbHbIE, FPYNNoBble, 0blwme ana Buga MapTtum, rnobanbHble (06wue)
ans akzemnnapa CAS).

CywHOCTb, KOTOpas XapakTepm3yeT 3aKa3bl YNMOB y NPon3BoAnTens (Ymn-seHgopa). Kak
npaBuIO, B UMMax NCNONb3yeMOe MMA NapTuK, BbirpaBMpoBaHHOe Ha kopnyce. B KGS
CYWHOCTb KPOME MMEHU UMEET BHYTPEHHUIA naeHTUdMKaTOP.

B KGS nmsa 3asaetcs nonb3oBaTenemM M MOXET He COBMaAaTb C MapKMPOBKOM Ha uune.

HeobszatenbHas onepauud, npuMeHAaeTca, eci 4mn He nMmeet 36LLI,I/ILLI,€HHOI‘/JI obnactu
NnamMATn ANA XpaHEHUA KAtouen.

Onepatop BelaHua, 419 TPaHCAALUM NPOrpaMM KOTOPOro npeAHa3HavyeH Npov3BeAeHHbIV
npuemMHuk (STB Mogenb). MoxeT 6bI1Tb MpuBA3aH K Ynny B npotiecce paboTsl Mo GpakTy
06paboTkM OTUETOB O NPOM3BOACTBE STB-yCTPOMCTB.

CywHoctb B KGS ana xpaHeHusa onmcanna FMC.

Mpoun3BoamnTeb HEKMX YCTPOWUCTB Ha Npom3BeseHHbIx KGS unnax (B faHHbIA MOMEHT Nogj,
YCTPOMCTBaMM NOApa3yMeBatOTCs UFPOBbIE MPUCTABKM), KOTOPbIE MCMOJb3YHOT NECTHULY
KAtouel, ocCHoBaHHYyto Ha OTP-karoyax, creHepmpoBaHHbIx cuctemoin KGS.
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Monb3oBartenb
(User)

[MomMoOLWWHWK
(Wizard)

[MocTaBLumk
(Vendor)

MpoussoguTesb
(Manufacturer)

Mpogunb RK KDF
(RK KDF Profile)

Pecypc (Resource)

TecToBble KAHOUM
(Test keys)

Tun Maptum (Part
Type, PT, PTTP)
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Monb3oBatens cucteMbl KGS. XapakTepumsyerca MMeHeM, CUCTEMHbBIM UMEHEM W BHYTPEHHUM
naeHTndGMKaTopom. Vima nonb3oBaTens NCNONb3yeTCsa TONbKO AN OTOBpaxeHns B cucteme,
CUCTEMHOE UM$ UCMONb3YeTCs ANs CBA3KM C YUETHOM 3anucblo Ha Processing Server un
FTPcepsepe.

[na kaxxaoro nonb3osaTens B cMcteMe MOryT ObiTb 3arpy>eHbl O4UH WU HECKObKO
oTKpbITbIX (public) PGP-kntouel (User keys), KoTopble MCNOb3YHOTCSA NPW BbIrpy3Ke AaHHbIX
13 cuctemsl Ha FTP-cepsep.

ApmunHunctpatop KGS 3agaet BceM OCTanbHbIM NO/b30BaTENAM MpaBa AOCTyNa Ha OTAe/IbHble
onepaunn (Workflows) B cucteme.

"TMoMOLLHMK" A5 BbIFPY3KM AaHHbIX 13 KGS.

MoMoLLHKK dakTUYeckn NpeacTaBaseT cobon cneumansHyro onepaumio (MyHKT MEHH),
KoTopasi 06beAMHAET B cebe oTae/bHble onepaummn (MyHKTbl MEHHO), UCMO/Ib3yeMble ANs
3KCMopTa AaHHbIX (HaNnpuUMep, 418 NePCOHaAN3aLMN YMMOB).

npOI/I3BOAMTe]]b 4nnos..

MpowussoamnTenb STB ¢ NnepcoHanM3npoBaHHbIMK YMnamMu. XapakTepusyeTcs HAUMEHOBaHNEM
N BHYTPEHHUM naeHTUdMKaTopoM. Mpom3BoaUTENL MOXET UMETb OAHY UK Bonee Moaenen
yctporicts (STB Mogenb).

CneunanbHas CyLLHOCTb, CO3jaHHas Aaa XxpaHeHuns napametpos npoduaa RK KDF. Mog
npodunamum RK KDF noHumaetcs nmeHHo Hactporika KDF gns OTP Root Key B KGS.

Pecypcbl (06bekTbI), ncnonbsyemsie B KGS.
Bce pecypchbl genatcsa Ha ciefyroline Kateropum:

1. FTP-connection. MapameTpbl coegnHeHnin c FTP-cepsepom: FTP_URL, port, login,
password.

2. Workflow. JobaeneHve HoBoOW onepauun (MyHKTa MeHto) B KOHCob KGS.
WNcnonb3yetca ansa naeHtnourkaumm npouecca (workflow) B cucreme, ynpaeneHus
npaBaMu Ha VX BbINOJHEHWNE AN OTAENbHbIX NMOAb30BaTeNeN U TOUEUHON HaCTPOMKM
KaXkoro npoLecca ¢ NOMOLLbH HACTPOEYHbIX MapaMeTpPOB.

3. Component. MNoacucrema B pamkax KGS. Micnonb3yeTtca kak KOHTENHEpP AN XpaHEeHWs
HaCTPOEUHbIX MapaMeTPOB, YTOUHAIOLWMX PaboTy KOMMOHEHTOB (HaNpUMep, PEXNM
OT/NIaJKN ANt KaXKA0ro 13 KOMIMOHEHTOB).

HewndpoBaHHble 3HaueHus kntoven (OTP root-kntouen n Knrouen npolumekm),
TpebytoLwmxca A TeCTOBbIX MapTWiA YyCTPONCTB (mecmoseix Budos Napmuli) u NpyemMHMKOB.

CylHoCTb, KOTOpas xapakTepusyeT Habop o6wwmx OTP-katouelt B UmMnax og4HOM NapTuu: y
BCeX UMnoB ogHon PT oguHakoBble obLyme karoun. B umnax ncnonb3yeTcs TOAbKO
naeHtndukatop Buga Maptum, B KGS Takxke MCnonb3yeTcs noib3oBaTeNbCcKoe UMS

He nytatb ero ¢ Homepowm lMaptuw.
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Tvn YcTpoicTea
(Device type)

CokpalueHue
ADEC
AUX
BBX
CAS
CoT
any
DRM
ECSA
FMC
FMCD
ID
v
JTAG
KDF
KOF
KVM
LE
MK
OTP
OVDF
PK
PN
PT

PTTP

PeBususa: 1.0

Tun umna. Xapaktepusyet Knacc ycTpoicTs.

PacwumgppoBka
ADditional EnCryption
Auxiliary
Black Box
Conditional Access System
Chain-of-Trust
Control Word
Digital Rights Management
Enhanced CSA
Fuse Map Config
Fuse Map Config Description
Identifier
Inintialization Vector
Joint Test Action Group
Key Derivation Function
Key Obfuscation Funcion
Keyboard Video Mouse
Link Encryption
Master Key
One Time Programmable
Obfuscation Value Derivation Function
Pairing Key
Part Number
Part Type

Part Type

My6anyHeli - LO
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RK KDF Root Key KDF
STB Set Top Box
TS Transport Stream
WF Workflow
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3. Obwume cBeaerHunn

Cuctema reHepauum kntoderi Keys Generation System (KGS) npegHa3sHaueHa ans paboTbl € KarouYamu,
npoLnBaeMbiM1 B OAHOKPATHO NporpamMmmupyemMyto o6aactb Ymna B npoLecce ero nepcoHanmsaumu. NMporpamma
npeAocTaBAseT UHPPACTPYKTYPY, HEOOXOAMMYHO pa3paboTumkaM CUCTEM, UCMOJb3YHOLLMX NEPCOHANMN3NPOBAHHbIE
kntoun. MporpaMmma peanvsyet MexaHW3Mbl reHepaLmy, 6e30MacHOro XpaHeHWs 1 3KCMopTa KAtouen ans
BO3MOXHOCTU JajibHENLLIEro NX NCMOAb30BaHWA B NpoLecce NepCcoHanm3aLmm YMNoB Ha NPOU3BOACTBEHHOM IMHUN.

Twun 2BM: IBM PC-cosmecT. MK; OC: Debian.
A3bik nporpammupoBaHms: C++, Python 3

Ob6wme cBeseHus o Keys Generation System, Takue Kak HazHaueHWe, GyHKLMOHa/IbHbIE BO3MOXHOCTM, apXUTEKTYpa,
CXema pa3BepTbIBaHUSA, MPUHLMN paboTbl, OnncaHbl B AoKyMeHTe "Cuctema reHepaunn kntoderi Keys Generation
System (KGS). Obuiee onuncaHue".

3.1. TpeboBaHNA K BBOAMMbIM JaHHbIM

Ha BBoA aaHHbIx yepe3 workflow (KMI_CONSOLE) n coxpaHeHue BBegeHHOM nHbopmauum B B/ cyliectsyrot
orpaHuyeHus. KGS Bo3BpalyaeT ownbKy anmbo He NO3BOAAET BCTaBUTh AaHHbIE B CEAYHOLLMX CAyYasX:

npwv otnpaske 50 n 6onee cumeonos kupuanuupl (UTF-8);
npu Beoge 100 n 6onee cumeonos natuHuubl (UTF-8);
npuv BBOAE CMMBOJOB Kupuanunubl (ANSI);

npw Beoge 100 1 6onee cMMBONIOB NaTMHMLbI (ANSI).

HecmoTpsa Ha BO3MOXHOCTb, B MHTepdeince KGS HE PEKOMEHAYETCA ncnonb3oBath KMpUAAULY NPU HAUMEHOBaHUN
06BHEKTOB W CyLHOCTEW, MOCKObKY 3TV HAMMEHOBaHMWA YaCTUYHO UCMOb3YHOTCA B OTHETaX, MOCTynaroLmx ot
NPOV3BOAMTENEN YNMOB U NMPUEMHMKOB, KOTOPble MOTYT ObITb PacrnofoXeHb! B Apyron ctpaHe. Kpome Toro,
Knpuannua 3aHMmaeT 60/1bLLINMK 06beM AaHHbIX B CUCTEME W, TaKMM 06pa3oM, CHUXKAET AOMYCTMMOe KONNYECTBO
CUMBOJIOB NpW BBOAE. ECnn BBECTM 3HaueHWe, 6obllee YeM NO3BoOJIeHO B b/], TO nosBuTca owmnbka, T.e. cuctema KGS
He NO3BOJUT OrnepaTopy 3TOro cAenatb.

BBoas nMeHa painnioB (0COBEHHO NPU IKCNOPTE-UMMOPTE AaHHbIX), CeAyeT yunTbiBaTb pernctp ¢aina: 8 OC
cemelicTBa Linux file_ name v File. Name 310 fBa pa3HbIX UMEHMW.

Mepeiitn k CogeprkaHuio...

3.2. HactpoeyHble napametpbl KGS

[ns kaxzaoro n3 PecypcoB, HE3aBUCMMO OT UX TUMA, B CUCTEME MOXET OblTb COXPaHEHO MPOM3BOJILHOE KOMUYECTBO
HaCTPOEUYHbIX NapaMeTPOB TUMa CTPOKa UAN YNCO.

I'IapalvleTp MO>KeT OTCYyTCTBOBaTb B CNPaBOYHUKE, B 3TOM Caydae CHUTAETCA, YUTO noBejeHNE CUCTEMbI COOTBETCTBYET
ciyyvaro, Korga OH nNnpucyTCcTByeT CO 3HavyeHneM, KOTOpOoe yKa3aHO KaK 3HayeHne no yMmoa4aHuto.

Bce noasaep>xvnBaeMble HaCTpOeUHble NapaMeTpbl AN TekyLero HanoaHeHna CUCTeMbl, a Takxke UX NpejHa3HavyeHne
npuBeaeHbl B JOKYMeHTe "PykoBOACTBO agMuUHMCTpaTopa” (AOCTyn NpesocTaBAseTca no 3anpocy).

AnAa HacTpoMKM NapameTpoB HEOHXOANMO:
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1. B KMI_CONSOLE neperigute B CepBUC N HacTpoiiku -> KoHdpurypauums -> N3ameHeHne napameTpa 1
BblOepuTe COOTBETCTBYHOLLMIA Tun pecypca.

2. Ha 3kpaHe oTobpa3nTcs Tabauua napamMeTpoB JaHHOrO pecypca.

Begute naeHTMdmnKaTop NapameTpa, KOTOPbIN HYXXHO OTpeAakTMpPOBaTh.

4. BBeguTe HOBOe 3HayeHWe napameTpa, HaxmuTte Enter.

w

Mepeiitn k CopeprkaHuto...
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4. PaboTta ¢ nporpamMmmom

4.1. OrpaHunyeHus

4.1.1. Pa3zpelueHHble CUMBOJIbl

1. Mpw pabote B KMI_CONSOLE, Bo BCex 3anpocax No/ib30BaTeNbCKOro BBOAA, paspelueHbl: a-z A-Z 0-9 - _ .,
@ () []1 v npo6en.
2. B nmeHax paiinos (T.e. Npu BBOAE NoJb30BaTeNEM):
a. 3anpeLleHbl cieayrowme CMMBONbL: *@&+= /.
b. pa3pelleHbl cnegytowime cMMBoAbl: * 2 ; \ - **
3. Mpobenbl B MMeHax $haiioB 3aMEHAOTCA Ha NOAYEPKMBAHWSA C BbIBOLOM COObLLEHMSA BUAA:
File name 'some name#!%$' contains forbidden symbols. New name is 'some_name___'
4. Ecnum BBeAEH HEBEPHBIM CUMBOJI, TO MOJIb30BaTENO BbIBOAUTCS COODLLEHME C OLLNOKON:
Input contains invalid symbols. Please provide input again
5. B Ha3BaHMAX CyLLLHOCTEN U UMeHAX $aliioB peKOMEHAYETCA NCMOAb30BaTb TOJbKO HobLUME U Mable
naTtuHckue 6ykebl, LMdpbl, NoguepkmBaHue "_" n geduc "-".
6. Mpwu aKCcnopTe-MMMOpPTe AaHHbIX CleAyeT yumnTbiBaTb pernctp danna: B OC cemeiictsa Linux file_name n
File_Name 310 fBa pa3HbIX UMEHWN.

4.1.2. PGP-windpoBaHne nmnoptupyemsix ¢aiinos

Mpwn pabote ¢ WF Pa6orta ¢ kntouamu OTP n npownBkn -> Umnopt katoueit OTP (yctapeBwue STB), Pabota ¢
knaouamu OTP 1 npowmBku -> [lo6aBneHne 3HaUeHU ANA KAroUeid npolmsBkn (MMnopT) 1 UHTerpaums
CTOPOHHMX cuctem -> LLnppoeaHue SSL-cepTudukaros cnctema KGS BbINOAHAECT NPUHYANTENBHYIO
paclundpoBKy MMNopTupyemMbix $Gannos Bcemm private PGP-karouamu Bcex nosib3oBaTesie, KOTopble 3aHeCeHbI B
6a3y gaHHbix KGS. MpuHyanTensHas paclundpoBKa BbIMOAHAETCA HE3aBMCKMMO OT pacluMpeHns nMeHn danna. Ecan
NMNOPTUPYEMBI dalin He 3almndpoBaH Nan TpebyeMblil KAKOY He HalAeH, TO cucteMa BblgacT owmnbky, a WF byaet
npepBsaHo.

B octanbHbIX cayuasax Gpaisibl, KOTOpble NaHMpyeTca MMNopTnpoBaTb B KGS, MmoryT 6bITb Kak wndpoBaHbl PGP-
KNHOUOM, Tak U He WndpoBaHbl UM: CUCTEMa onpesensieT HeoHbX0AMMOCTb PacLMPPOBKU MO PACLLMPEHNIO UMEHW
danna.

4.2. 3anyck nporpamMmsl

YnpaeneHue cuctemori KGS ocyuectasietcs ¢ koHconun (KVM), pacnosioXeHHON B 3aKpbITOM KOMHaTe €
OrpaHNYeHHbIM AOCTYMOM.

4.2.1. ABTOMaTUUECKUIA 3anycK
Ons 3anycka NnporpaMMbl HEOBXOANMO:

1. OtkpbITb KOHCOAb (KVM).
2. MponTtn aBTOpM3aL MO, BBEASA UMS NOJIb30BaTENs U NapoJib, BblAaHHbIE aAMUHUCTPATOPOM CUCTEMBI.

Mocne 3anycka KMI_CONSOLE oTkpoeTcs rnaBHOe MeHH Nporpammel.
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4.2.2. 3anycK KOHCOJIM BPYU4HYIO
Ecnn He HacTpoeH aBToMaTnyeckuin 3anyck KMI_CONSOLE, To g 3anycka nporpamMmmbl HEO6Xo0AMMO:

1. OtkpbITb KOHCOAb (KVM).
2. MNponTtn aBTOpM3aL Mo, BBEAS UMS NOJb30BATENs U NapoJb, BblAaHHbIE aAMUHUCTPATOPOM CUCTEMBI.
3. BbinonHWUTL KOMaHAy:

a. 4NA 3anycka KOHCOM Ha PYyCCKOM A3blKe:

pyt hon3 /opt/km /consol e/ km _consol e. py --1ang=rus

b. Ans 3anycka Ha aHMNACKOM A3bIKE:

pyt hon3 /opt/kni/consol e/ knmi _consol e. py --Iang=eng

Mo yMOAYaHWIO NCNONb3YETCA aHINNINCKNIA A3biK. T.e. ecan He yka3aTb NnapameTp --land=<rus/eng>, T0 byaeT
3anyLleHa KOHCOJb Ha aHTIMNCKOM fi3bIKe.

4.3. [naBHOEe MeH

nNpEpEa

9
5

-1

[naBHOE MeHto nporpamMmmMbl COAEPXKUT chelyrolme NyHKTbI:

1. YnpaBneHue.

Onepauuu ynpasaeHus (1obasneHve/pegaktmpoBarHue/yaaneHme Onepatopos, MNMpounssoantenen, STB

Mogaeneii n 1.4.).
2. Pa6ora c karouamu OTP u npowmBku.
3. Pa6ora c oTueTamu.
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4. YnpaBsieHUe BHEWHNMMU cepBepamMu.
MNHTerpauma cTOpOHHMX cUCTEM.
6. CepBMC U HaCTPOIKMN.
JaHHbIN NYHKT rNaBHOTO MEHIO A0MKeH BbiTb JOCTYMNeH TOAbKO NOAb30BaTeNAM C MpaBaMy agMUHUCTPaTopPa.
7. Knroum ansa 1eCcToBbIX YCTPOMCTB.

v

BbI6Op NyHKTa MEHHO OCYLLLeCTBASETCA HaXkaTUeM COOTBETCTBYHOLEeN Lindpbl 1 BBoAa (Enter). Beixog 13 gouyepHnx
MeHto / paboumnx npoueccos (workflows) B rnaBHoe MeHto ocyLecTeaseTca BbibopoM nyHKTa Bbixoga (knasumwwa 0
), BbIXOZA W3 I1aBHOTO MeH0 (3aBepLueHne paboTbl) NporpaMMbl - BbIGOPOM NMyHKTa Bbixoa, 1 noATBepXAeHNEM
onepauuu (knasuwa "Y"). Bbixos U3 rnaBHOro MeH NpUBOAUT K aBTOMaTMUYeCKOMY 3aBepLUEHNIO paboTbl C
CUCTEMOM.

MpepbiBaHne (OTMeHa) onepaLmMm OCyLEeCTBASETCA HaxaTem KombuHauum knasmw Ctrl+ C.
4.3.1. lepeBO MeHIO
MeHto CTPYKTYpMpOBaHO caeaytowmm obpasom:

1. YnpaBneHve

a. Bbixog
b. Onepatopsl
i. Bbixog
ii. MonyueHune cnucka cyHocTen OnepaTtopsl
iii. JobaBneHue cywHoctn OnepaTop
iv. N3meHeHme cywHoctn OnepaTtop
v. YaaneHue cywHoctn Onepatop
c. BHelwHwue cepaepsl
i. Bbixog
ii. MonyuyeHne cnncka BHelwHUxX cepBepoB
iii. flobaBneHve BHeluHero cepsepa
iv. M3meHeHne BHeluHero cepeepa
v. YpaneHue BHelwwHero cepsepa
d. Mpoussoantenu

i. Bbixog,
ii. MonyueHue cnucka cywHocTen Mponzsoantenn
iii. JobaBneHwne cywHoctn MNpounssoauTens
iv. VI3mMeHeHwue cywHocTn MNponssoauntens
V. YaaneHue cywHocTtu lNMpounssogutens
e. STB Mogenn

i. Bbixog
ii. MonyueHwne cnncka STB Mogenen
iii. JobaeneHne STB Mogenu
iv. M3ameHeHne STB Mogenn
v. YaaneHne STB Moaenn
vi. [lobaBneHuve cBa3n STB Mogenn n Tuna lMaptum
vii. Yaanenuve ceasn STB Mogenn v Tuna Maptun
f. MNocTaBLWwWKN

i. Bbixog
ii. MonyueHue cnucka cyliHocTen MocTaBLLMKK
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iii. JlobaBneHue cywHocTu MocTaBLymk
iv. N3meHeHMe cyHocT MocTaBLymk
v. YpaneHue cywHocTtu lNMocTtaBLumk

g. Knaccel yctpoicTs

i. Bbixoa
ii. MonyueHwne cnucka Knaccos YcTponcTs
iii. JobaeneHne Knacca Yctponcrs
iv. VI3meHeHne Knacca Yctporicts
v. YpaneHve Knacca Yctponcts
h. OTP KapTbl kitoyer

i. Bbixog,
ii. MonyueHune cnucka Kapt Kntouei
iii. JobaBneHne dnemeHTa KapTbl Knrouer
iv. N3meHeHne Koga Kntouen ans SnemeHTta Kapta Kntouen
v. Ypanerve dnementa Kaptbl Knrouei
vi. Imnopt Kapt Kntouen ns parina
i. Homepa B naptum

i. Bbixog

ii. MonyueHue cnucka Homepos MapTui
iii. JobaBneHve Homepa MapTtuun

iv. N3meHeHne Homepa lMapTum

v. YpaneHvne Homepa lMaptnum

vi. YcraHoeka Tuna lMapTtum

vii. Vimnopt KoHdurypaumm Fusemap GS2
viii. Skcnopt KoHdurypauum Fusemap GS2

j. Buapl napTtuii

i. Bbixoa
ii. MonyueHue cnucka Tunos MapTui
iii. JobaeneHne Tunos MapTnii
iv. V13meHeHwne Tunos MapTuin
v. Ypanernve Tunos MapTtuii
vi. JlobaBneHne cBszn Black Box k Tuny Maptum
vii. YpaneHve cBasm Black Box n Tvna Maptun
viii. YcraHoska OVDF n KOF ans Tuna Maptun
k. MapTHepsl
i. Bbixog
ii. MonyueHune cnucka MNapTHepoB
iii. JobaBneHwe MNapTHepa
iv. N3meHeHwe MNapTHepa
v. YpaneHue lNapTHepa
. Kntoun npotumsku
i. Bbixog,
ii. MonyuyeHwve cnucka Knroyvew MpoLumskm
iii. [lobaBneHne onucaHuna Knroueli MpoLumsku
iv. N3meHeHne koga Kntouen Mpowmekmu
v. Ypanerue Kntouer Mpowmeku
m. BcnomoratenbHble Habopbl kKarouel
i. Bbixog,
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ii. MonyuyeHuve cnncka Habopos O6wmx BcnomoratenbHbix Knrouei
iii. JobaeneHne Habopos O6wmx BcnomoratenbHbix Katouer
iv. V13meHeHne Habopos O6wwnx BcnomoratenbHbix Kntovei
v. YpaneHnve Habopos O6wux BcnomoratenbHbix Kntouer
vi. KonuposaHue Habopos O6Lwwumx BcnomoratensHbix Kntouein
vii. TeHepauus ViHanBuayanbHbix BcnomoratenbHbix Knrouei
viii. ObHoBneHne Kntouen B Habope Knrouen
ix. mnopt ADEC/ECSA kntouen B Habope O6wmx BcnomoratenbHbix Katouer
n. Ynpaenexue b} CAS
i. O6bekTbl B CAS
1. Beixog
2. MonyueHune cnncka cywHocten b, CAS
3. Co3ganwue cywHoctn b/l CAS
4. N3meHeHue cywHoctn b/, CAS
5. Yaanenwe cywHoctn bl CAS
ii. CAS B/l Mactep Knroun
1. Bbixog
MonyyeHune cnvcka onuncaHnin Mactep Knroua
Co3gaHve onncanua Mactep Kntoua
VI3meHeHne onncanua Mactep Kntoua
Ypanenve onucanns Mactep Knroua
Co3garve ceasm Mactep Knroua ¢ KopHebim Kitouom
Ypanenve cazm Mactep Kntoua ¢ KopHebim Knrouom
VimnopT cBazent Mactep Kntoueli ¢ KopHeBbiMu Kntouamu 13 danna
9. N3meHeHve cBaseit Mactep Kntoyein
iii. CAS KomaHapl
1. Beixog
2. MonyyeHue cnncka komaHg CAS
3. [obasneHne komaHabl CAS
4. N3meHeHne koMaHabl CAS
5. YaanexHne komaHapl CAS
0. ¥YnpaBnenve npodpunem RK KDF
i. Bbixog
ii. MonyueHwne cnuncka npodunen RK KDF
iii. JJobaBneHne npoduna RK KDF
iv. V1ameHeHne npoduns RK KDF
v. Ypanernue npodunen RK KDF
vi. [lobaBneHwve cBa3n npodpuns RK KDF Profile c OTP Kntouamu
vii. YpaneHuve cBazum npoduns RK KDF Profile ¢ OTP Kntouamu
viii. dkcnopt npodunen RK KDF Profile B daiin
p. KoHnowurypaumsa Fusemap
i. Bbixog,
ii. MonyuyeHwne cnncka Fusemap KoH$Urypauuii
iii. JobaBneHne Fusemap KoHduUrypaLmm
iv. VIamMeHeHwne Fusemap koHOUrypaumum
v. YpaneHnue Fusemap koHdurypaumm
vi. [lobaBneHue cBs3n Fusemap KoHbUrypaumm K Homepy B napTum
vii. YaaneHve cBa3n Fusemap KoHbUrypaumm ¢ HoMepom B NapTnm
viii. Jkcnopt Fuseamp daiina KoHGUrypaLmm nonb3oBaTento

© Nk wN

2. Pabota c kntouamm OTP 1 npoLumBkm
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Bbixog,

Co3paHne OTP kntouen

Skcnopt OTP kntouel

IKCNOpPT NHAMBUAYanbHbIX (JTAG) kntoyein

DKCNOPT YHUKaNbHbIX kKatouen (OTP) ans oTaenbHOro yCcTpomncTea
VmnopT kntoyen OTP (yctapesive STB)

[Mposepka OTP

[JobaBneHne 3HaUEHWI A/1A KAOYEN NPOLLIMBKM

SKCMOPT KAtOYEl NPOLUMBKY Ha cepBep MOAMUCH

j. IKCMOPT KAHOYEN MPOLLUMBKM NMOCTaBLUMUKY
k.

Skcnopt darina Fusemap koHdurypaumm Ha BBX

3. PaboTta c oTueTamu

j

Q@ 2 & n T o

Bbixog

VIMnopTt oT4eTta 0 nporpammMmpoBaHnm

Vimnopt otyeta o npomnssoactee STB

OTmeHa nmnopTa

Co3paHne oTyeTa 0 COCTOSHUMU

Vndopmauwma o npomssoactse STB

MonyueHwne cnvcka 3a610KMPOBaHHbIX YCTPOWCTB A8 TUMa napTmm
JKCMOPT TeKYLLMX CTaTyCOB YCTPOMCTB A4 TUMNa napTum

SKCMOPT NCTOPUM CTaTyCOB ANA BbIBPaHHbIX YCTPONCTB

Co3paHne oTyeTa O COCTOAHUM B2

4. YHpaBneHme BHEWHNMW CeEpBEPaMU

-~ 0® 9 n T o

Bbixop

Co3gaHue NecTHULLbI KNKoYel ANs BHELLHero cepeepa

DKCMOPT NIECTHULBI KNHOYeR 41 BHELLHEero cepeepa

JKcnopT KoHbUrypaumm Tna naptmm Ha BBX

Skcnopt BBX koHpUrypaumm nocrasLumky

OKCNOPT KOHPUrypaLnm KAroYe NPOLIMBKA Ha cepBep NoAnucu
LLindpoBaHue faHHbIX C MOMOLLbIO NeCTHULbI katoden TDE

5. VIHTerpaymsa CTOPOHHUX CUCTeM

a
b
o
d
e

f

9
h

6. Cepsu

a
b
C
d

. Bbixoga

. lWndposanune SSL-cepTndmkaTos

. MNoarotoBka DRM ktouen

. IKCropT O6LLMX BCMOMOraTebHbIX K/HOYen

. IKCNOPT UHAMBUAYANbHbIX BCMOMOraTe/bHbIX KAHYel
. dkcnopT katouelt Ha CAS b/,

. MoarotoBka DRM knrouel 13 BHELLHEro cnmncka

. kcnopT mactep katoyein Ha CAS DB

C W HacCTpOWKM

. Bbixoga
. DKCMOopT I0roB
. MonHoe pe3epBHOE KONMpPOBaHME
. [Monb3oBatenn n paspelueHms
i. Bbixog,
ii. MonyuyeHwne cnvcka nonb3oBaTenei
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V.
Vi.
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viii.
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[JlobaBneHne KOHEYHOrO NoAb30OBaTeNs
[JlobaBneHne BHeLLHEro noJsib3oBaTess
V3MeHeHve MeHM noJib3oBaTens

YaaneHune nonb3osatens

BbigaTb goctyn k Workflow

Orto3Batb goctyn k Workflow
Pazbnokunposatb Workflow ans nosb3osatens

e. PGP Kntoum NMonb3osatens

i.
ii.
iii.
iv.
V.
Vi.
Vii.
Viii.
iX.
X.
Xi.
Xii.

Bbixog

MonyyeHure cnvcka Katoyen

ViMnopT oTkpbITbix PGP karouein
Co3ganve napbl PGP katouei

DKcnopT OTKPbITbIX PGP knrouen
Yananernne PGP kntoua

MonyueHue cnucka rpynn PGP Knrouen
[Job6asnenwne rpynnbl PGP Kntouel
Ypanerwve rpynnbl PGP kntouel
MonyyeHune cnvcka ceszen rpynnbl ¢ PGP Katoyom
CozpgaHue cBa3n rpynnel ¢ PGP Kntouom
Ypanenve casu rpynnel ¢ PGP Karouom

f. KoHdwrypauus

i.
ii.
iii.
iv.
V.
Vi.
vii.

Bbixog,

CoszgaHue pecypca

Vi3meHeHune pecypca

YpaneHuve pecypca

[MonyueHuve cnncka napameTpoB
[obaBneHve napametpa
VI3meHeHre napameTpa

7. Kntoum ansa TeCToBbIX YCTPOWUCTB

a. Bbixog

b. 3KCnopT TeCTOBbIX KOPHEBBIX KAFOYEN
C. DKCMOPT TeCTOBbIX KAOYEN NPOLUMBKM

8. TomoLLHuK

. Bbixog

. YpaneHve npodunna NOMOLLHMKA
. JKCMOPT AaHHbIX NEPCOHaAM3aLMM

a
b. V3meHeHve npodwuas nomoLLHMKa
C
d

Mepeiitn k CopeprkaHuto...

4.4. MHorononb3oBaTenbCckm pexxum 1 baokmposka Workflows

My6anyHbIA - LO

B KMI_CONSOLE ncrnonb3yetcs MHOFOMOJ1b30BaTENbCKUN PEXMM: B KOHCOM MOTYT paboTaTb OAHOBPEMEHHO
HeCKOoJIbKO NoJsib30oBaTesei (MoAb30BaTeNN NOAKNFOYAOTCA K KOHCOAN yaaneHHo, Hanpumep, no SSH). Ecav oanH
nosb3oBaTesb pabotaet B workflow, To ykasaHHbIn WF 6yaeT 3abnokupoBaH Aas Apyrvx noab3osateneid. o
OKOHYaHWK paboTbl nosb3oBaTtens ¢ WF 61okmpoBka cCHUMaeTcs.
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Ecnv npu nonbiTke BOMTY B MeHIO YnpassieHue (BoobLue) nmbo 3anyctutb aoboe apyroe workflow 2 n 6onee
HW3KOro YpOBHS (Hanpumep, BoinTn B PaboTa ¢ kntouamu OTP v NpOLUIMBKM Y MOMNbITaTbCA 3aMyCTUTb KOO0 NyHKT
MeH0, Kpome "Bbixog") nonb3oBaTento BblAaeTcsa cooblyeHne Buaa:

Error: Workflow #<workflow_ id> is |ocked by user <usernane> at <date> <tinme>. Please, try later...

, TO 370 03HauaeT, uto Workflow B aHHbI MOMEHT MCMONL3YETCS APYTUM MOJIb30BaTENEM.
PekomeHgaummn B cnyyae 610kmpoBku WEF:

1. MNoaoxpaaTe HEKOTOPOE BpeMa 1 NOBTOPUTL NonbITKy goctyna kK WF. Bpemsa oxungaHuna onpegenaeTcs
Cy6beKTUBHO: Nepunog ncnonHeHns WF MOXET CUIbHO pa3ivyaTbCs B 3aBUCMMOCTUN OT UX TUNa U BBEAEHHbIX
AaHHbIX (Hanpumep, KOANYeCTBa KIUen B Ciyyae reHepauum).

2. Bo3moxHa cutyaums, korga WF octaetcs 3a610KMpOBaHHbIM B TeUEHUE ANUTENBHOMO BpeMeHW. Bo3aMoXHble
NPUYMHbI:

a. WF elLe He 3aKOHUYMIO BbINOAHEHWE onepauum (HanprumMep, reHepauma OrpoOMHOro KOM4YecTBa
KArouen).

b. Monb3oBatesnb NOC/Ie BbINOJHEHWS Onepauun He Bbiwen 3 workflow.

¢. Nonb3osatenb Npepsan BoinosHeHne workflow, Haxae Ctri+Z.

3. MNocneaytoLine fericTBUA NPENPUHMMALOTCA, €CAN NePBbIA Cnocob He cpaboTan:

a. Ecam ecTb BO3MOXHOCTB, CBA3aTbCA C NOAb30BaTeNeM, 3abnokmposaswmm WF, n pelunts npobiemy.

(D BAXKHO! MpuHyanTenbHas pasbnokuposka workflow (cMm. nprBeseHHble HXKe cnocobbl,
ocobeHHO ¢ nomoLbto nepesanycka KMI_FW_DAL) MoxeT MMeTb HeraTMBHbIe MOCAeACTBUS.
HanpvmMep, ogHMM 13 NocnesCTBMIN MOXKeT 6bITb NosBaeHne B b/l AaHHbIX, KOTOpbIe HMKaK
HeJib3f UCMO/Ib30BaTh.

b. Obpatutbca k agmmHuctpatopy KGS. MocnegHuin, ncnonblys WF "Pazbnokmposate Workflow ans
nosb3osatens”, pazbaokmpyet WF.

'[:D Ecnn agmuHucTpatop KGS npepseTt BbinosHeHne WF Pazbnokuposats Workflow ans
noab3oBatens, Haxas Ctrl+Z, To gaHHoe workflow 6yaeT 3abnokunposaHo ans BCEX
nonb3oBaTenel (B T.U. U 4ns camoro agmuHuctpatopa KGS).

Paz6noknposatb WF "Pazbnokmposats Workflow ans nonbsoBatens” MOXHO, TO/bKO
nepesanyctns cny>k6y KMI_FW_DAL.

¢. Ecam He ypaetca pewmntb npobaemy ¢ nomolbio WF "Paszbnokunposate Workflow ans nonb3osartens”,
aaMUHUCTpaTOp nepesanyckaeT cyxoy KML FW_DAL.

'[:D Mepe3zanyck KMI_FW_DAL BbinoaHseT ToAbko agMuHucTpatop KGS v TonbKo B KpailHeM
cnyvae.

Mepeiitn k CopeprkaHuto...
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5. OnuncaHune workflows

(@ B obwem Buge pabota ¢ workflow ocyuwiecteasercs cneayroum ob6pazom:

51.Y

,CL}'IFI BXOJ4a B MEHHKO yrnpaBJeHUA HEO6XOAI/IMO B rMaBHOM MEHHO Bbl6paTb anaBnel-me.

[lepeBo MeHo 411 AaHHOTO passena:

PNV A WN R

G5 GROUP

1. Beibpatb workflow. Hanpumep, ecin tpebyetcs BeinoaHuTb "lobasneHmne cywHoctn Onepatop'
(pacnonoxeH B pasgene "YnpasneHue", nogpasaen "Onepatopebl” - cM. "[epeBo MeH0"), TO
Mepentn B YNnpaBneHue -> Onepatopsl -> [lo6aBneHue cyuwHoctn Onepartop.

2. Cneposatb nogckaskam workflow, otobpaskaeMbiM Ha 3KpaHe.

3. B ciyyae ycnelHoro BbinOAHeHWS - HaxaTb Enter, 4Tobbl BEpHYTLCA B r1aBHOE MEH!HO.

npaB/ieHne

BubepMTe OO

Bbixopg,

Onepartopsl
BHelwwHve cepBepbl
Mpoussoautenn
STB Mogaenu
MocTaBLLmKK
Knaccbl ycTporicTs
OTP Kaptbl Kntouew

4
5

(a4}

- |

(T e

KGS-UG
PeBususa: 1.0

O T I
O
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9. Homepa B naptuu
10. Bugabl napTumi
11. NapTHepsbl
12. Knroun npolumskm
13. BcnomoratesibHble Habopbl Katouel
14. Ynpasnenue b/} CAS
15. Ynpasnenue npodpunem RK KDF
16. KoHdwurypauwns Fusemap

C NOMOLLbIO JAHHOTO MEHIO OCYLLIECTBAAETCS YMpaB/ieHne 1 HacTpolika gaHHbix B bl KGS (cBegeHns o6 onepatopax,
NPOV3BOAMNTENAX, NAPTUAX KJIKOYEN U T.4.).

Cnncok BO3MOXHbIX onepau,|/||7| npueejeH B Nojpasaesax Huxe.

p

(D C nomolLLbo MeHo "YripaBaeHune" ocyLLecTBASETCA BBOJ, AaHHbIX B 6a3y aaHHbIX KGS, a Takxe ycTaHOBAeHME
3aBMCMMOCTEN MEXAY 3TUMM AaHHbIMW. HacTpolika cMcTeMbl € MOMOLLbIO "YrpaBieHre" oCyLLLecTBAAETCS B
MepBYy0 OYepesb: NPV OTCYTCTBMU OMNpeAeseHHbIX 3aBUCMMOCTEN MEXAY AaHHbIMW OCHOBHble onepauun KGS
(Hanpumep, reHepaLmsa 1 3KCMOPT KAKOUeRn, reHepaLna oT4eToB) He ByAyT BbIMOJHATLCA MW BbIMOJHATHCA C
oLmnbKoNn.

5.1.1. Onepartopbl

[lepeBo MeHo ANs AaHHOrO pasjena:

Bbixoa

MonyyeHne cnmcka cywHocten Onepatopsl
[JobaeneHwne cywHoctn Onepatop
iameHeHue cywHoctn Onepatop
Ypanenve cywHoctn Onepatop

vk wh e

5.1.1.1. MonyueHune cnucka cywHocTen OnepaTopsbl

MpocMOoTp crnucka CyLLEecTBYHOLLMX ONEPaTOPOB.

5.1.1.2. flobaBneHune cywHoctn OnepaTtop

[ obaBneHne HOBOro onepaTopa B CUCTEMY.
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5.1.1.3. N3ameHeHune cywHoctn Onepatop
Vi3MeHeHVe NMeHU CyLLeCTBYHOLLEro onepaTtopa.
5.1.1.4. YpaneHwue cyuwHoctn Onepatop

YpaneHve onepatopa u3 Cucrembl.
OrpaHuueHus:

® Ecaum ana paHHOro onepatopa 6bln npom3seseH XoTsa 6bl 0AMH NpUeMHKK (M 6bln 0bpaboTaH
COOTBETCTBYHOLLMI OTHET O NMPOU3BOACTBE), YAaneHne cyLHocTn Onepatop OyAeT HEBO3MOXHO.

® Ecam ectb cywHocTb "B/, CAS", npuBs3aHHas K BbiIbpaHHOMY onepaTopy, To yAaneHue onepatopa byaert
HEeBO3MOXHO.

Mepeiitn k CogeprkaHutio...

5.1.2. BHewHue cepBepbl

[lepeBo MeHo ANs AaHHOrO paszena:

Bbixoa

MpocmoTp cnncka BHelwHnx cepsepos
[JobaBneHne BHelwHero cepaepa
N3meHeHne BHelwHero cepsepa
YpnaneHune BHelwHero cepsepa

vk wh e

5.1.2.1. MpocmoTp cnucka BHewHux cepeepoB

MpocmoTp cnmcka CyLLeCcTBYHOLLMX BHELLHUX CEPBEPOB C YKka3aHueM ux Tuna (Black Box, Sign Server, Generic).
5.1.2.2. Jo6aBneHue BHelHero cepBepa

[JobasneHne HoBoro BHelwHero cepsepa.

5.1.2.3. ameHeHMe BHeluHero cepBepa

VI3meHeHVe nmeHun cyuiecTBytroLlero BHewHero cepsepa.

5.1.2.4. YpaneHve BHewwHero cepBepa
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Yaanexune BHelwHero cepsepa n3 Cuctemsi.

OrpaHuueHus:

® YpaneHue HEBO3MOXHO, eCv Ans BbIGpaHHOrO BHelHero cepeepa 6bll Mpou3BeaeH XoTs 6bl OAHOKPATHbIN
3KCMOPT KAtoYen, MMbo ecTb NpuBA3Ka Mexay BHewHWM cepBepom u Kakmm-1nb0 Bugom MapTun.

Mepentn k CopeprkaHuio...

5.1.3. MpounsBoauTtenn

[lepeBo MeHo 41 AaHHOTO passena:

Bbixog,

MonyyeHune cnuncka cylHocTen MNponssoauntenn
[JobaBneHne cywHoctn MNMpomnsBoamTens
3meHeHue cywHocTu [Mponssoantens
Ypanenve cywHoctu [Npoussoantens

vk wh e

5.1.3.1. MonyueHne cnucka cywHocten Mponssoantenn

MpocmoTp chmcka CyLecTByrOLWMX B cucteme Mponssoautenei.
5.1.3.2. Jo6aBneHue cywHoctu Mponssogurens

JlobaeneHne HoBoro MNpownssoaunTens B Cucremy.

5.1.3.3. N3ameHeHue cywHocTu MpownssoguTenn

Vi3meHeHVe nmeHun BbibpaHHoro Mpounssoantens.

5.1.3.4. YpaneHwue cywHoctn NMpounssogurens

Ypanenve MNpounssoguntensa n3 Cncremsl.

OrpaHuueHus:

® YpaneHne HEBO3MOXHO, eC/n Ans BblbpaHHOro Mpoun3BoanTens cyllecTByeT XoTsa 6bl ogHa akTuBHas STB
Moaenb.
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Mepeiitn k CogeprkaHutio...

5.1.4. STB Moaenu

BHIE EBEapMaHTH:

&

[lepeBo MeHIo ANs AaHHOTO pasaena:

Bbixoa

MonydyeHune cnvcka STB Mogenen

[JobasnerHne STB Mogenun

3meHeHne STB Mogenn

Ynanexnne STB Moaenu

[Jobaenenne cea3m STB Mogenn n Tuna MapTtun
Ypanenve cazu STB Mogenn n Tuna Maptun

Nouhkhwh e

[aHHoe MeHto No3BosiAeT 406aBAATb / U3MEHATb / yAaNATb MOAENN NPUEMHNKOB undpoBoro TenesnaeHms (STB
Mogaenei).

(D STB Mogenn aomkHbl 6bITb NpKBA3aHbl K KOHKpeTHOMY Mpounssogutento (Manufacturer Id).

5.1.4.1. MonyueHue cnncka STB Mogeneii
MpocmoTp cnuncka STB Mogenel, npuBsa3aHHbIX K BblbpaHHOMY [poussoauTtento.
5.1.4.2. Jo6aBneHue STB Mogenn
[JobaBneHne HoBol mogenn npuemMHmka (STB Mogenn) ans BbibpaHHoro MpounssoanTens.
OrpaHunuyeHus:
® opHa Mogenb (STB Mogenb) MoXeT 6biTb NpUBA3aHa TOAbKO K ogHOMY [pounsBogutento.
5.1.4.3. ameHeHune STB Mogenn
MN3meHeHne nmenun STB Mogenw.

5.1.4.4. Ypanenue STB Mogenu
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YpaneHve mogenv npuemMHuka n3 Cuctemsi.
OCco6eHHOCTU U OrpPaHNYEHUSA:

® YpaneHne HEBO3MOXHO, eC/N ANs BbIOpaHHOW MOZenn XoTs Hbl OAHOKPATHO Oblna Npoun3BeeHa 3arpyska u
0bpaboTka OTYeTa O MPOU3BOACTBE.

® Ecamn STB Mogenb 6bina npuesasaHa K Bugy MNapTtuum, To npu yaaneHnn moaenv npuemMHuKa 3ta CBAsb
yAanaetcs aBToMaTnyecku.

5.1.4.5. flo6aBneHue cBa3n STB Moagenn n Tuna MNaptun
MpwuBsaska STB Mogenn k Buay Maptun.
HeobxoavMble ycnoBus:

MpownssoaunTens.

STB Mogaenb.

Knacc ycTporicrs.

MocTaBLyMK, NpMBA3aHHBIA K Knaccy ycTponcTB.
Bua MapTun, npusasaHHbIi kK Knaccy ycTponcTs.

'[:D OcobeHHocTn cBasm "STB Mogenb” <-> "Bug MapTnn": MHOrMe KO MHOTMM, 6e3 orpaHunyeHnin. Hanprmep,
MOXHO NpUBsA3aTb OAHY U Ty Xe Mmogenb STB (STB Mogenb) 6onee uem 2 pasa K pa3HbiM Bugam MapTuii
pa3HbIx KnaccoB yCTPONCTB, Takxke MOXHO npuBs3aTh ogHY STB Mogenb K HeCKO/NbKMM pa3HbiM Bugam
MapTuin ogHoro m Toro xe Knacca ycTpowcTs.

5.1.4.6. YpaneHue cea3m STB Mogenn n Tuna MNaptun
OtBaska STB Mogenn ot Buaa MapTtun.
Heobxoaumeble ycnosus:

STB Mogens, npvBasaHHas K Buay Maptun.
Knacc yctpolicts.

MocTaBuK, NpuBsA3aHHbIN K Knaccy ycTpoicTs.
Bug MapTtuwn, npmBasaHHbIA K Knaccy ycTponcTB.

OrpaHuueHus:

® Ecaum ana BoibpaHHou napel "STB Mogenb" - "Bug MapTumn” yxxe 3arpy>eHbl OTYETbI O MPOU3BOACTBE
NPUEMHWKOB, TO YAaseHNe CBA3W MeXAY HUMN HEBO3MOXKHO.

Mepeiitn k CopeprkaHuto...
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5.1.5. MocraBwunkn

[lepeBo MeHo 41 AaHHOTO passena:

Bbixog,

MonyyeHne cnmncka cyLiHocTen MNocTaBLLnKm
[JobaeneHune cywHocTy MNocTaBLULmK
i3meHeHue cylwHocTK NocTaBLymK
Ypanenve cywHoct MNocTaBLymk

vk wh e

5.1.5.1. MonyueHune cnucka cywHocTen MocTaBwmkm
MpocmoTp chmcka cylecTByrolmx MoctaBymnkos (vendors).
5.1.5.2. flo6aBneHue cywHocTn MocTaBLumnk

[JobaeneHne MocTaBLymka.

5.1.5.3. N3ameHeHue cywHocTU MocTaBymk

Vi3meHeHre nmeHn cywectBytowero Nocraslmka B Cucteme.
5.1.5.4. YpaneHwue cywHoctm MocTaBLumk

YaaneHwne lNMoctaswmka n3 Cnucremel.

OrpaHuueHus:

® YpnaneHue HEBO3MOXHO, eCv ANs BbIGpaHHOro MocTaBLLmMKa CyLLeCcTByeT XoTa 6bl OAUH akTyanbHbIM Knacc
YCTPOWCTB.

Mepeiitn kK CoaeprkaHuIo...
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5.1.6. Knaccbl ycTpoiicTs

[lepeBo MeHIo ANs AaHHOTO paszena:

Bbixoa

MonyyeHne cnucka Knaccos YcTpoKncTs
[JobaeneHne Knacca Yctponcts
3meHeHune Knacca YcTponcTs
YpaneHve Knacca YcTponicTs

ik wnNh e

[JaHHoe MeHto No3BosAeT A06aBATb / U3MeHATb / yaanaTb Knaccbl yCTPONCTB.

@ Knaccbl umnos AO0JIDKHbI ObITb NpunBA3aHbl K KOHKPETHOMY |_|OCTaBLLI,l/IKy.

5.1.6.1. MonyueHne cnucka Knaccos Ycrpoiicts

MpocmoTp cnncka Knaccos yctponcte. OTobpaxkaeTcs CMCOK CyLLECTBYHOLLMX K1acCOB, UX TUM U COOTBETCTBYHOLLNX
M nocTasLLmkoB (rpada MNocmaswjuk).

5.1.6.2. Jo6aBneHue Knacca YctpoiictB

JobasneHne Knacca yctponcts B Cuctemy. OauH Knacc yCTpocTB MOXKET COOTBETCTBOBATb HECKOJ/IbKAM
[MocTaBLmKam.

5.1.6.3. N3ameHeHune Knacca YctpowcTts

WN3meHeHne nmeHn Knacca ycTpowncTs.

5.1.6.4. YpaneHue Knacca YcTpolicTs
Ypanenue Knacca yctponicts 13 Cuctemol.
OrpaHuueHus:

® YpaneHne HEBO3MOXHO, eC/iM ANs BbIOpaHHOro TMNa YnMnoB ecTb akTyanbHas Kapta Knrouen, Bug Maptun
nav Homep MapTun.

Mepeiitn k CopeprkaHuto...
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5.1.7. OTP KapTtbl Knroueii

oo

[lepeBo MeHo 41 AaHHOTO passena:

Bbixopg,

MonyueHune cnncka Kapt Kntoueli

[JobaeneHne dnementa Kaptbl Kntouen

3meHeHne Koga Kntouen ans dnemeHta KapTbl Kitouer
Ypanernve dnementa Kaptbl Knrouen

Vmnopt KapT Kntouenn ns danna

ouvhkwhN K

[aHHoe MeHto No3BosIAeT co3gaBaTh/yaanatb/npocmaTpmeate OTP KapThl kitouei, a Takke pefakTmpoBaTth
Ha3BaHWA KAHOYeN.

5.1.7.1. MonyueHne cnucka Kapt Kntouei
MpocmoTp cnncka Kapt Knrouein.
OcobeHHOCTN OTOBpaXeHNs AaHHbIX:

® Mons 'Mpowueka' v 'Xapakmepucmuku' 3aNONHAOTCSA TONbKO A Knrouel npowmneku. B cayyae root key

cTaBUTCA npoyepk "-".
® Mone 'Xapakmepucmuku' ByAeT 3aNONHEHO TO/IbKO B TOM C/lyYae, eC/iv BbiNoAHeHa npussaska Katoua
npowwmeku kK OTP KapTe Kntouei.
lMpowuska - dnar, onpeAensowmi, Hy>XHO Ax 3awmnTb Koy npowmeku anbo ero vactb B OTP (=Yes).
Xapakmepucmuku - NapaMeTpsbl Kto4va MPOLLUMBKM, BbIrpy>aeMoro npu akcnopte B OTP.

5.1.7.2. lo6aBneHne dnemeHTta Kaptbl Kntouein
Job6aeneHne KapTbl Kntoueli B Cuctemy.
HeobxoavMble ycnoBus:

® Hannuue xots 6bl ogHoro MoctaBuwmka (cM. JobaBneHre cyLLHOCTM [ocTaBLymK).
® Hannume Knacca yctponcts, npuBa3aHHOro k Nocrtasumky (cM. [obasnenne Knacca YcTponcrs).

5.1.7.3. ameHeHune Koaa Kntoueir gns InemeHta Kaptbl Knrouen
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V3meHeHwWe Ha3BaHusa kntodelt B Kapte Kntouel.
5.1.7.4. YpaneHue dnemenTa Kaptbl Kntouei
YpaneHuve katouein n3 BbibpaHHon KapTel Katouer.
OrpaHuueHus:

® lI3meHeHVWe KapTbl KJItOUei CTaHeT HEBO3MOXHO Noc/e TOro, kak 6yAeT NpoBeseHa NepBMUHasA reHepaLms
KtoYen.

5.1.7.5. UmnopTt Kapt Kntoueit n3 daina

Cucrema ocylecTBaseT umnoptT danna ¢ kaptort OTP-kntoveli ¢ FTP-cepBepa, nposepky ¢popMaTa 1 (B ciydae
ycnexa) coxpaHeHue 3HaveHus B b/l ansa BoibpaHHoro Knacca ycTpoicTs.

daiin MNopTUPYETCS U3 Nanku (n TeKywero noJsib3oBatens Ha FTP-cepeepe.
OcobeHHoCTY:
® [pn NOBTOPHOM MMMNOPTE YXXe UMEIOLLMEC KOUW B KapTe ByAyT MPOMrHOpPUpOoBaHbl MO MHAEKCY C
COOTBETCTBYHOLLNM COOBLLEHNEM.
® COOTBETCTBEHHO, MMMOPTUPOBATb KapTy KAKOUEN MOXHO M MO YacTaM (Hanpumep, OCTaBuUTb B Gaiiie ToNbKO
OTKOPPEKTUPOBaHHbIE CTPOKM, Bbi3BaBLUME OWNOKY B MpeabiayLunii pas).

Mepeiitn k CogepikaHuio...

5.1.8. Homepa B napTun

1 [apTr

4
5

[lepeBo MeHo ANs AaHHOTO paszena:

Bbixoa

MonyyeHne cnucka Homepos MapTui
[JobasneHne Homepa lMapTun
M3ameHeHve Homepa MapTtum
YpnaneHvne Homepa lMaptun
YcraHoska Tuna MapTun

ok wnN =
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7. imnopt KoHpurypaumm Fusemap GS2
8. dkcnopt KoHdurypaumnum Fusemap GS2

[JaHHoe MeHto no3BosiAeT 406aBAATb / U3MeHATb / yaanate Homepa Maptun (Part Numbers).

(D K Homepy MapTtnn gonxeH 6biTb NnpusasaH Bug Maptum. Camu >xxe Homepa Maptuin 4oaKHbI 6bITb
npvBs3aHbl K KOHKpeTHOMY Knaccy ycTpolcTs.

5.1.8.1. MonyueHne cnucka Homepos MapTtuii

MpocmoTp cnncka Homepos MapTuid. B Tabanue npusoastcs Homepa Maptuin + 3HaueHuns Bugos Maptum (+
naeHTndrkaTop BMAa Nnaptum (B AeCATUUHOM BUae, B CKOBKax)), MpuBaA3aHHble K JaHHOMY Homepy Maptum +
OnucaHue koHoUrypaumm Fusemap, cimHkoBaHHol ¢ Homepom MapTuk, + npusHak SRISC/SCEMU KoHdurypauum
Fusemap.

5.1.8.2. llob6aBneHne Homepa Maptumn
[Job6asneHne Homepa Maptnn B Cucremy.
OcobeHHocCTY:

® Homep MapTmm gonxeH 6biTb NpuBsa3aH K Buay Maptuun. Mpu otcytctBUKn Buaa Maptumn onepaumsa npmBssku
nposoanTca nosxe. NoapobHoe onucaHne NpuBeaeHo B YcTaHoBka Tuna MapTuu.

5.1.8.3. 3ameHeHne Homepa Maptun
VIameHeHne nmeHun cywHoct Homep lMapTtumn.
5.1.8.4. YpaneHne Homepa Maptum

YpaneHne Homepa MapTtum ns Cucremsi.
5.1.8.5. YcraHoBka Tuna Maptumn

MpwuBs3ka Buaa Maptum kK Homepy MapTtun. OgHo 3HauyeHne Buaa Maptum moxeT 6biTb NPUBA3aHO K HECKObKUM
Homepam MapTtuid.

5.1.8.6. Nmnopt KoHpurypaumm Fusemap GS2

Cucrtema ocylectBaseT umnopt KoHdurypaumm Fusemap 13 BHELHUX CTOYHUKOB, BBOJ 3HaueHus ovdf3-context u
NPVBA3KY 3TWX JaHHbIX K BbibpaHHoMy Homepy MapTtuw.

! Ecnvm B 6a3e gaHHbIx KGS yxe nmerotcs gaHHble no KoHourypaumm Fusemap n ovdf3-context ans
BbibpaHHOro Homepa MapTtun, To KGS ocyliectBaseT nepesannch JaHHbIX (CTapble AaHHbIe 3aMEHAROTCS
NMMOPTUPYEMBIMMW).
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® Kondurypaumsa Fusemap Heobxoanma s nepcoHanmsauum umnnos. Mo cytn, KoHpurypauma Fusemap 3to
Habop 6uT, KoTopbIl 3anuckiBaeTcs B OTP BMecTe ¢ OTP root-kitouaMuy B npoLiecce nepcoHanmsaumm un
B/IMSIET Ha yrpaBAeHne pas/IMyHbIMK annapatHbIMn 610KaMu U QYHKLMOHaNbHOCTLIO Ynna. Mprumepom
Takunx BUT MOTYT BbITb MHAEKCHI MPOM3BOAHbIX KNFOUe OT KOPHEBOro Kto4va. HekoTopble 3HaveHWs 13
KoHndurypaumm Fusemap BansoT Ha GopMmnpoBaHme NPON3BOAHBIX Katouen B cLueHapusx ¢ KDF.

Kondurypauymm Fusemap gns SRISC n gna SCEMU pasnnuHbl, Tak Kak OTIMYaeTcs Cnncok
KOHOUTYpaLNOHHbIX BUT, U NpeACTaBAAOT cOboM 2 pasHbix daina.

WmMnoptupyemsliin darin ¢ KoHpurypaumert Fusemap goaxeH 6b1Tb NpesBapuTeNbHO NMOATOTOB/IEH NMONb30BaTENEM B
cooTBeTCTBYtOLLEeM dopmaTe, 3awmdposaH PGP-kntouom (private uyacTb kntoya AOMKHA XpaHUTbCs B cncteme KGS) n
3arpy>eH Ha FTP-cepBep, B nanky in nonb3oBatens. [locne okoHuYaHus paboTbl dann yaansetcs ¢ FTP-cepsepa.

5.1.8.7. 3kcnopt KoHdpurypaumm Fusemap GS2

Cuctema ocylecteaseT akcnopt darinos ¢ KoHdburypaumein Fusemap n ovdf3-context, cootBeTcTBYHOLMNX
BbI6paHHOMY Homepy Maptun. JaHHble skcnopTupytoTtcs B Buae daiinos Ha FTP-cepeep B nanky out, Ans TekyLlero
(ocyLLecTBASAOLWLIErO ONepaLMio) Noib3oBaTens AMbo Nosb3oBaTens, NPUBA3aHHOIO K BbibpaHHOMY NocTaBlumky. Mpwn
aKkcnopTe AaHHble Wndpytotcs PGP-kntouom nosnb3oBatens, 418 KOTOPOro OCYLLECTBASETCA 3KCMOPT.

KoHourypaumsa Fusemap Heobxoauma A/is nepcoHann3aLmm Ymnos.

Kondurypaumto Fusemap Henb3s creHeprpoBatb B cucteme KGS: daiinsl ¢ Fusemap KoHdurypavmen
reHepupYyroTCA BHE CUCTEMbI U BNOCAEACTBUN nMnopTupytotea (cm. Vimnopt Kondurypaumn Fusemap GS2). T.
€. Npy NepcoHanm3aLmm YNMNoB JaHHble No Fusemap KoHQUrypaumm yxxe nMerotcsa y 3akasuymka. 3HaueHne
ovdf3-context npeacraBaset coboit hex string (8 cmonoB) n ncnonbayetcs nNpu Hactpolike OVDF ansa Buaa
Maptuun (cm. YctaHoska OVDF n KOF gns Tuna MNapTtuu). B cBA3M € 3TM npegnonaraeTca, 4To 3KCNopT
BbINMONHAETCA TOJIbKO MO Mepe HeOOXOAMMOCTH (Hanpumep, Npu NoTepe AaHHbIX).

Mepeiitn k CopeprkaHuto...

5.1.9. Buabl naptuii

Tunoe MapTil

[ B O U 6

)]

-]

JlepeBo MeHo 41 AaHHOTO passena:
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Bbixog

MonyyeHune cnncka Tunos MapTuii
[Jobaenenne Tunos MapTnii

N3meHeHwve Tunos MapTuii

Ypanernve Tunos lMapTtuii

[Job6asnenwne ceasu Black Box k Tuny Maptuim
Yaanenwue cea3n Black Box n Tuna MapTun
Ycranoska OVDF v KOF gns Tuna Maptun

©® Nk wN

[JaHHoe MeHto no3BosiAeT 406aBAATb / U3MEHATb / yaanaTb Tunbl MNMapTui (Takxke 0603HauaroTCa Kak Buabl Maptui).

(D Bug MapTtum gonxkeH 6biTb NpuBsA3saH k Knaccy yctponcTts. a5 BbINOAHEHUA OCHOBHbIX ONepaLuii TakxKe
HeobxognMmo npueaA3zaTe Bug Maptum kK Homepy Maptuw, Black Box.

5.1.9.1. MonyueHune cnucka Tunos MNapTtni
MpocmoTp cnncka Buaos MapTuii.

Coaepxnmoe Tabanubl ¢ NnapameTpamMu 3aBUCUT OT TOro, 6bla M BbibpaH (noab3oBaTtenem) uan Het Knacc
YcTponcTaa.

5.1.9.2. fo6aBneHue Tunos Maptuii
[Job6asneHwve Buga Maptum B Cuctemy.
OcobeHHoCTH:

® Cratyc 'TecToBbIA' A9 Buaa MapTumn HaknagbiBaeT orpaHnyeHnsa Ha paboTy € KaroYaMu 1 yCTponcTBamm (CM.
TecToBble Ktoumn). [laHHbIV CTaTyC Takxke Hesib3A USMEHUTb.

5.1.9.3. NU3ameHeHune Tunos Maptuii

N3meHeHne nmerun Buga Maptum 1 (Npy BINOHEHWN onpeAeneHHbIx ycnoBuin) extended info.
5.1.9.4. YpaneHue Tunos MapTtuin

Ypanenve Buga MNaptnm n3 Cucremsl.

OrpaHuueHus:

® Ecam k "MocTaBLumky - Knaccy ycTponcTB" He npmBszaH HW oaunH Bug MapTum, To onepaumsa npepseTcs
coobleHnem 06 owwmnbke.

® Ecan pns paHHoro Buaa Maptum 6bin creHeprpoBaH BeKTOp MHULManm3aumm (cM. Mogrotoska DRM katouein)
nnbo K Hemy NpmBs3aH XoTs 6bl oanH LE-Habop katouen (cM. [JobasneHne Habopos 06LL X
BCMOMOTraTeNbHbIX Kato4el, ¢ Tunom "Link Encryption”), am6o creHepupoBaHbl 06Lme root-katoum ans Buaa
MapTnun, "AMbO CO34aHO onmMcaHme XOTb OAHOTO KtoYa NpoLwwmnBky ans Buga Maptun, To onepaums Takxe
npepseTcs cooblieHnemM o6 owmnbke.

5.1.9.5. flo6aBneHme cBasu Black Box k Tuny Maptun

MpwuBsa3ska Black Box k Buay Maptuun. OaHo 3HaueHune Black Box MoxeT 6bITb MpuBA3aHO K HECKOAbKUM Bugam
MapTui.
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5.1.9.6. YpaneHue cBa3u Black Box u Tuna Maptun
Ortesska Black Box ot Buga MapTun.

5.1.9.7. YcranoBka OVDF n KOF ans Tuna MapTtumn
Hactpoiika OVDF n KOF gns Buga Maptun.
Heobxoaumeble ycnosus:

Knacc ycrpowicts.

MocTaBLyMK, NPMBA3aHHBIA K Knaccy ycTponcTB.

Bua MapTtuum, npusssaHHbIN K Knaccy yCTponcTB.

Kapta Kntouein, npmBssaHHas k Knaccy ycTponcTB u cogepkaluias xoTa 6bl OANH KAKOY, MOMEYEHHbIN Kak
obfuscation data.

! TocnesHee ycnoBune He BAUSIET HA NPOBeAEHMEe NPOoLLesypbl, HO eCan HacTpoeHa obdyckaLms
oTcyTcTBytoT obfuscation data, To reHepauus OTP karouel 3aBepLUMTCA OLLUMOKOA.

Mepeiitn k CogeprxaHutio...

5.1.10. MapTHepbI

BufiepuTe olepallM® I8 BHIIOJIHEHUA, EHEE BapMaHTH:
— BHX
[Io eHMe CcHMCcKa [lapTHEeT

0
1
4

JlepeBo MeHo 41 AaHHOTO passena:

Bbixog

MNMonyueHue cnucka MNaptHepos
[JobaeneHwne MapTHepa
Vi3meHeHue MapTHepa
Ypanenve MNaptHepa

vk wh e

5.1.10.1. MonyyeHune cnuncka MapTHepoB
[MpocmoTp cnucka MapTHepPOB 1 UX NapaMeTpoB.

5.1.10.2. o6baBneHwue MapTHepa
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[ob6asneHwne MapTHepa B Cuctemy.
5.1.10.3. smeHeHue MapTHepa
M3meHeHne nmenu lMNMapTHepa.
5.1.10.4. YaaneHnue MapTHepa
Ypanenve MNaptHepa n3 Cucremol.
OrpaHuueHus:

® Ecaum ana BoibpaHHoro MNapTHepa cyLiecTByeT BEKTOP MHMLManmn3aumm (initVector), To yaaneHune
HEeBO3MOXHO. BekTop nHuumanmsaunm reHepupyetca npu noagrotoeke DRM-knroueit (cm. Moarotoska DRM
K/NtOYen). Y3HaTb O HaMumnn BeKTopa MHULMANN3aL MM MOXHO, MPOCMOTPEeB cnncok MapTHepos.

® Ecam k BbibpaHHOMY lMNapTHepy NpuanHkoBaH Nonb3oBaTesb, TO yAaneHNe HEBO3MOXHO.

Mepeiitn k CogeprkaHutio...

5.1.11. Knroun npolumekm

JlepeBo MeHo 41 AaHHOTO pa3sena:

Bbixoz

MonyyeHune cnuncka Knroyen Mpolumeku
[JlobaBneHne onncanmsa Knrouen MNpoLumekm
3meHeHme koga Kntouer Mpolumneku
Ypanernvie Knrouer Mpolumeku

vk wh e

5.1.11.1. NMonyueHune cnucka Knroueii Mpowumskun

MpocMoTp cnncka Kntouvewt MpoLlumnBKyM, COOTBETCTBYHOLMX BBEAEHHBIM NapamMeTpam.
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(D [ns oTobpaxkeHUs faHHbIX MO KAOYaM HEOOXOAMMO YKa3biBaTb TOJbKO Te napameTpbl (Knacc ycTponcTs
obs3atensHo, Bug Maptum n STB Mogenb onumoHanbHO), K KOTOPbIM Bblia BbINMOAHEHA NPUBA3KA ONMUCAHWUA
katoyen (cM. JlobaBneHne onuncanusa Kntouen MNpowmekm).

Takmm obpazom, ecnn Knroum Mpowmeky npmBssaHbl K Knacc yctporicts + Bug Maptum + STB Mogens, 10
npwv BbIbOpe, HanpuMep, Toabko "Knacc yctporicts” ambo "Knacc yctpoicts + Bug Maptun” npouesypa
3aBepLUNTCS OLUMGKOMN.

5.1.11.2. Jo6aBneHune onvucanus Knroueii Mpowmekun

BbinonHseTcsa co3gaHve onvcaHuin Knroueli MpoLlmnBky, Npy 3TOM KIHOUM NPOLLUMBKM MOTYT BbITb OMNMcaHbl B 11060
MOMEHT XXW3HEHHOrO LiMKAa Knacca ycTporcTs/naptum. Ecam npeanonaraeTcs, UTO HEKOTOPbIE KJIHOUM NPOLLMBKM
MOTYT NepCOHaNN3NPOBaTLCS, TO HEODXOAMMO KapTbl TakMX KAOUYel MPOLUMBKM onuncaTb cHadana B OTP KapTe
KAKOYeln yCTPOUCTBa M nocae AobaBnUTb UX OMMCaHWe B KapTe Krouelr NPOLNBKY, yKa3aB CCblaky Ha onucaHune B OTP
Kapte knroueit, BbI6paB K4 M3 CNKCKa CYLLECTBYHOLWMX KAKOUEN, NPUBA3aHHbIX K 3ajaHHON naptum (Buay MapTum).
Ecnn HeobxoaMMO onuncath Katouu, NpuBs3aHHble K STB MogensiM, To 40 onncaHus KapTbl HeOH6X0ANUMO A06aBUTL B
B moaenn STB u cBsizatb ux ¢ Bugom MNaptum.

5.1.11.3. sameHeHue koaa Kntouein Mpowmskm
V3meHeHne nmeHun Kitoua MNpowmnsku.
5.1.11.4. YaaneHue Kntouen Mpowmskm
Ypanenve Kntoua MNpowmnskmn 13 Cucremsl.
OrpaHunuyeHus:

® Mpw Hanmumm ceasm npoduns RK KDF ¢ fwky_id (naeHTndmkatopom Kntoua MpoLimBekm), B MOMEHT yaaneHuns
Kntoua MpowmBku 31a cBA3b NpoBepseTcs. Ecam cBA3b ecTb, TO yAaneHue 3anpeLleHo (B 3TOM cyyae
Nnonb30BaTeNto CHavana Hago yaanute npodbuns RK KDF, a 3atemM MoxHO yaanuTe cam Knrou MNpownsku).

® YpaneHne HEBO3MOXHO, €C/IN K04 NPOLLUMBKY NpuBA3aH K Buay MapTnm n yctaHoBAEHa CCbliKa Ha Tabavuy
KMI_DEVICE_KEYMAPS, T.e. ecam kntou BbIrpy>aeTcs U nepcoHanmsnpyetcs yepes Black Box.

Mepeiitn k CogeprxaHutio...
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5.1.12. BcnomoraTtenbHble Habopbl Katoueit

[lepeBo MeHo ANs AaHHOTO paszena:

Bbixoa

MonyyeHune cnucka Habopos O6Lmx BcnomoratenbHbix Knroyen
[JobaeneHne Habopoe O6wmx BcmomoratesnbHbix Kitouer

N3meneHne Habopos O6wmx BcnomoratenbHbix Kntouew

YpaneHve Habopos O6wwmx BcnomoratensHbix Knrouei

KonunposaHune Habopos O6wmx BcnomoratesibHbix Kiatouer

FeHepaumnsa NHanBmayanbHbix BcnomoratensHbix Knrouen

O6HoeneHne Knroueri B Habope Kntouel

Nmnopt ADEC/ECSA kntoyenn B Habope Obwmx BcnomoratenbHbix Knrouei

O oo Nownhwh e

[laHHoe MeHto no3BosiseT ynpasaate Habopamu BcrnomoratensHbix Kntouen (Auxiliary (Aux) Keysets): npocmatpuBaTth
/ 8ob6aBnATb / pegakTMpoBath / yaanate / konuposaTb Habopbl O6wux BcnomoratenbHbix Kntouert (Common
Auxiliary (Aux) Keysets), reHepupoBatb VIHaMBKAYyansHble BcnomoratesnbHble Kntoun, o6HOBAATL KAoUM B Habopayx, a
TaKkoke nmnoptuposatb ADEC/ECSA kntoun.

5.1.12.1. MonyyeHue cnucka Habopos O6wmx BcnomoratenbHbix Kntouei

MpocmoTp cnncka akTyanbHbix Habopos O6wwmx BcnomoratenbHbix Katouei.
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(D Mone "Tun MapTtnn':

® Ecnm Habop He npuBs3saH K Buay Maptum, To B ctonbue "Tun MapTtumn" sueika octaeTcs NycToun (c
npoYepKom).

® Ecnm Habop npwvBsasaH k Buay Maptun, To B cTonbue ykasbiBaeTca MMsA Buaa Maptum n (B ckobkax)
€ro naeHTMdukaTop.

Mone "VIcTouHMK" - NCTOUHMK 3HauYeHna Habopa katouen:

Generated
Imported
Cloned - ana cnyyaes, ecv Habop cknoHMpoBaH 6e3 n3ameHeHui (cM. KonuposaHue Habopos
O6wwwmx BcnomoratenbHbix Kntouen).

® Updated - gna cnyyaeB 3amMeHbl OAHOTO MM HECKOIbKUX 3HAUYEHWUIA KNtoUel B ykazaHHOM Habope
(cm. O6HoBneHMe Kntouelt B Habope Kntouelt). Mpwu 3ToM B nose "Konua" otobpaxaetcs
naeHTduKaTop Habopa, C KOTOPOro NpPov3BeAeHO O6HOBAEHVE CO CMEHOW K/tOYEN.

Mone "Konua":

® B nosie Yepes 3anaTyr0 OTOBpPaXatoTCA 3HaUeHUA BCeX NAeHTUPMKATOPOB (N0 BO3pacTaHWUIO) Ans
HabopoB, KOTOPbIe ABAAOTCA KOMUAMU APYT APYra, T.e. Y KOTOPbIX OAMHAKOBbIE KUY, BKIKOYas
NCXOAHBIA Habop (cm. KonuposaHre Habopos O6wwmx BcnomoratenbHbix Kntouer). Habopesi,
MOMeUEeHHbIe KaK yAaneHHble, He 0TobpaxkaroTcs.

® nosie ByAeT NycTbiM, €CAW KNHOUM Habopa creHepmnpoBaHbl ClydYaliHbiM 06pa3om (T.e. He
CKOMUPOBAHbI C APYroro Habopa nam He HbIIM CKOMUPOBAHbI B APYroin Habop).

5.1.12.2. lo6aBneHne Habopos O6wmx BcnomoratenbHbix Kntouei

Co3paHune Habopa o6wmx BcnomoratenbHbix Katouein.

5.1.12.3. ameHeHune Habopos O6wmx BcnomoratenbHbix Kntouen

MepenmMeHoOBaHMe NOb30BaTENLCKOIO MMeHU Habopa katouel. OcTasbHble aTpubyThl HAbOPa He MEHANOTCA.

MeperMeHoBbIBaTL HAabOP pa3peLlaeTcsa B H0OON MOMEHT, OAMHaKOBblE MMeHa HAabopOoB B paMKax OHOrO M TOro Xe
Buaa MNapTtun 3anpetleHsbl.

5.1.12.4. YpaneHne Habopos O6wwmx BcnomoratenbHbix Kntouei
YpaneHve Habopa BcnomoratenbHbix Kntouein.
OrpaHuueHus:

® Ecaum k Bugy MNapTum He npuesA3saH HKX oauH Habop BcnomoratenbHbix Kntouen (KOTOpbIn nMmeeT Tvn
oTAnuHbI 0T ADEC/ECSA), To onepaLms npepBeTcs cooblieHnemM 06 olwmnbke.

® Ecan BbIGpaHHbIM Habop BcnomoratenbHbix Knroueln Bbii MCcnosb3oBaH B 3KcnopTe (CM. KCNOpT 0bLymx
BCMOMOraTe/IbHbIX KJIOUel), TO onepaLms Takxke npepBeTcs cooblueHnem ob owwnbke.

5.1.12.5. KonuposaHne Habopos O6wwmx BcnomoratenbHbix Kntouei

KonnpoBaHue HabopoB karouen mexay pasHbiMu Bugamu Maptui.
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OrpaHuueHus:

Pa3peweHo konunpoBaTb Toabko Obwme BcnomoratenbHble Kntoun ¢ tunamm CK_IPKeys n CK_IPKeys_Secure.
3anpelueHo KonmpoBaTbh Habopsbl katouvein ¢ Tunom CK_IPKeys_Secure B agpyrve Habopbl ¢ Tunom CK_IPKeys.
3anpeLeHo konuposaTb Habopebl 13 Npod. Buaa Maptun B Habopsl test Buaa MapTun.

5.1.12.6. leHepauwus NHauBmnayanbHbix BcnomoratenbHbix Kntouei

leHepaLums HOBbIX MHAMBUAYaNbHbIX BcnomoratenbHbix Kntouein (Pairing Keys, PK) im6o o6HOBAEHME CyLLEeCTBYHOLLNX
PK ¢ npvBs3kow K ycTponcteam.

Cnmcok HOﬂbBOBaTeJ’IeVI, KOTOpble MOTyT ObITb nojsydatenamMmun aHHbIX, ONpeaenaeTca Kak TEKyU.LMIz noab3oBaTte/lb +
BHeLWHWe NnoJib30BaTe N, NpBA3aHHbIE K 060N BHELLHEN CyWWHOCTN KpoMme ﬂOCTaBLLI,VIKa.

5.1.12.7. O6HoBneHue Kntoueit B Habope Kntouein

C nomouubto sgaHHoro workflow BbINOAHAETCA 3aMeHa OZHOIO WM HECKOJIbKUX 3HaYEHWUW KNtOYel B yKa3zaHHOM
Habope.

OrpaHqul-lml n gonyuweHusa:

® B npouiecce co3gaeTcs Konua Habopa v ero kauen, Noce Yero B 3TOM KOMUKU 3aMeHAOTCA YKa3aHHble
3HaYeHVs, UCXOAHBIV Habop, C KOTOPOro cAenaHa Konus, 3anoMuHaetcs B b/,
® [pMMeHMMO ToNbKO AN1A Kiatouel Habopos ¢ Tunamu ADEC/ECSA.

5.1.12.8. mnopt ADEC/ECSA kntouein B Habope O6wwmx BcnomoraTtenbHbix Kntouei

C nomoubto gaHHoro workflow ocyuiectasetcs umnopT (¢ FTP) 3HaueHnn katoueit B Habop O6Lwmx
BcnomoratenbHbix Katouen.

MmMnopT ocyuiecteasetca ¢ FTP-cepeepa, 13 nanku in TekyLero (ocyLLecTBAAIOLLEro onepaLuio) Noab3osaTens.
Mepeiitn k CogepkaHuio...

5.1.13. YnpaBneHue B[, CAS

[lepeBo MeHto /11 AaHHOTO paszena:

1. O6bekTbl b, CAS
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2. CAS b/l Mactep Knroum
3. CAS KomaHapbl

5.1.13.1. O6vekTbl B, CAS

BubepuTe O

[lepeBo MeHo 41 AaHHOTO passena:

Bbixopg,

MonyyeHmne cnucka cywHocte b, CAS
CoszgaHue cywHoctu B CAS
M3ameHeHue cywHoctu Bl CAS
Ypanenve cywHoctn b/l CAS

vk wh e

JaHHoe MeHIo No3BoAseT ynpaBaaTh (MpocMaTpmBaTh/co34aBath/yaanatb/pesaktnposaTtb) cywHoctamm "B CAS".
5.1.13.1.1. NMonyueHmne cnucka cywHocten b CAS

MpocmoTp cnucka cywectsytownx bl CAS 1 onepatopos, K KOTOPbIM OHW NPUBA3aHbI.

5.1.13.1.2. Co3gaHue cywHoctn b, CAS

Job6aeneHwne cywHoctn BJl CAS B Cuctemy. Mpu gobasneHnn cywHocts bl CAS" npusasbiBaeTcs k Onepatopy.

5.1.13.1.3. iameHeHwne cywHoctn b CAS
M3meHeHue bl CAS (nonb3oBaTebCKOro MMeH basbl).
OrpaHuueHus:

PepaktupoBaHue npuesazaHHoro Oneparopa HEBO3MOXHO.

Mpw owmnbouHOM BbiGope OnepaTtopa, NoAb30BaTENb AOMKEH ByAeT yaanuTb cywHocTb b/, CAS v co3gatb
HOBYO C NpaBuabHbIM OnepaTopom. Takoe AelCTBME pa3peLleHo A0 MOMEHTa NePBOro 3KCNOpTa KAOYelN
bA CAS.

5.1.13.1.4. Yaanenwue cywHoctn b/, CAS
Yaanenne bl CAS n3 Cucremsl.

OrpaHuueHus:
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® Ecam ana b CAS 6bian ycnewHo BbIrpy>KeHbl KAo4K, TO onepaumsa npepsBeTcs cooblyeHneM o6 ombke.

5.1.13.2. CAS B/, Mactep Kntoun

EHEEEEEEITERETERERR
* *
* Mactep Kaw4ym *
* *

AR AERRFRRFRFIT R FRR

BubepuTe onepauviw AnA BHNOAHEHWMA, BO3MOXHHE BapMaHThi:
- Buixop
- Mony4yeHWe CNMCKa ONMCaHWA MacTep Kawda
- Co3fgaHMe onMcaHMA MacTep Knwua
- W3mMeHeHwe onucaHWAa MacTep Knw4a

Co3gaHue cBA3WM MacTep Knwda c KopHeBbM Kian4oM

YaaneHwe CBA3KW MacTep Knwda c KopHeBbM Kian4yoM

WMnopT cBA3eld MacTep Knwdyeid ¢ KopHeBwMW KnwdyaMmm M3 ¢aina
W3meHenne ceA3en MacTep Knnuen

0]
1
2
3
4 ¥YnaneHwe onucaHnA Mactep Kiaw4a
5
6
7

JlepeBo MeHo 41 AaHHOTO passena:

Bbixos

MonyyeHune cnncka onvcaHnin Mactep Knroua

CoszgaHune onuncaHnsa Mactep Knroua

VI3meHeHve onncaHna Mactep Knroua

Ypanenve onucaHuna Mactep Karoua

Cospanue cBasn Mactep Kntoua ¢ KopHeBbiM Kntouom

YananeHue ceasn Mactep Katoua ¢ KopHeBbiM Knrouom

NmnopT ceazen Mactep Kntoueli ¢ KopHesbiMu Kntouamu 13 darina
3meHeHme cBsizert Mactep Kntouen

© NV WN R

[aHHOe MeHIo No3BoJIAET YyNpaBaATh (CO3AaBaTh/yaanaTb/npocMaTpmBaTth) onucaHna Mactep Kntouen,
peAakTMpOoBaTh Ha3BaHWUA KOYEN, a TakKe f06aBAsATb U peaakTMpoBaTh cBs3n Mactep Kntouelt ¢ KopHeBbiMuy
Kntouamu (B OTP KapTte Knrouen).

5.1.13.2.1. NMonyyeHune cnucka onuncaHmi Macrep Knroua

MpocmoTp nHPopmavmm no Mactep Kntouam u (onumoHanbHo) 3KCnopT daina, cogepkallero cnnucok Macrep
Kntouen n nx ceszert ¢ OTP-kntouamu, Ha FTP-cepsep.

JKkcnopTupyeMblin dain 3arpyxaetcs Ha FTP-cepBep B nanky out TekyLero (BbINMOAHAOLLErO ornepaLmto)
nonb3oBatens. ®ann WndpoBaH OAHUM NAN HECKONbKMMU PGP-kitouamMu nonb3oBatens, 415 KOTOPOro
OCYLLEeCTBIAETCA IKCMOPT.

5.1.13.2.2. Co3paHue onuncaHunsa Mactep Kntoua
[obaBneHne Mactep Kntoua.

Mpwu co3paHnmn onucaHna MacTtep katouva ocylectsaseTcsa ero npueaska K b/ CAS.

5.1.13.2.3. I3meHeHne onucaHunsa Mactep Katoua
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VI3meHeHMe Ha3BaHuna Mactep Kntoya.
5.1.13.2.4. Ypanenne onucanma Mactep Knroua
Ypanenve onucarnuns Mactep Knroua.
OrpaHuueHus:

1. YpaneHue 3anpeLeHo:
a. TONbKO ec/n yxKe Bbli NPOMN3BEAEH YCNELLHbIA 3KCNOPT Katouen 6a3bl gaHHbIx CAS.
b. ecnn npucytctyet cBA3b ¢ OTP-karoUamm (XoTs 6bl ogHUM). YTO6bI yaanuTb onucaHne MK, cHadana
cnesyeT yAanuTb BCe CBA3N (€CAN JOMNYCKAETCA JIOTMKOK, T.e. He Bblao 3KCNopTa).

5.1.13.2.5. Co3panue cBa3m Mactep Karoua ¢ KopHebim Kitouom

Co3aanue ceasn Mactep Kntoua ¢ KopHeBbiM Knrouom.

(D B cnyuae owmnboyHoro cosgaHma cesasm "Mactep Katou - OTP Root Key", 40 MOMeHTa reHepaumm 1 3kcnopTa
kntouerr CAS6DB, nosb3oBatesb JoskeH byaeTt yaanntb cBsasb Mactep Kntoua ¢ OTP-kntouom m co3zath eé
3aHOBO.

5.1.13.2.6. YpaneHwue caasn Mactep Kntoua ¢ KopHesbim Kntouom
Ypanenve casm Mactep Kntoua ¢ KopHebim Karouom.
OrpaHunueHus:
® YpaneHue CBS3W 3anpeLLEHO, TOJLKO eCan y>ke Obln NPOU3BEAEH YCNELLUHbIA 3KCNOPT Katovel 6a3bl CAS.
5.1.13.2.7. mnopT cBs3zen Mactep Kntoueri ¢ KopHeBbiMun Karouamu u3 dainna
WmnoprT (c FTP) cBsizent Mactep Kntouenn ¢ OTP-katouamu.

®aiin umnopTtupyetca ¢ FTP, 13 nankwu in Tekyuiero nonb3osatens. Vimnoptupyemsbiin daiin wnpposaH PGP (PGP-
KO TeKyLLero nosb3osatens, xpaHawminca B KGS, bygeT aBToMaTMyeckn MCnonb3oBaTbCs ANs paclumdpoBku).

5.1.13.2.8. NiameHeHwe cBszen Mactep Kntouen
PesaktupoBaHue CBOMCTB CBA3M OTAE/bHOrO BbibpaHHOro MacTep katoua.

PesaktupoBaHue JOCTYMHO Kak A0 BbINoAHeHWs akcnopta (WF 'Skcnopt mactep karouein Ha CAS DB'), Tak 1 nocne
BbIFPY3KU MacTep KJtouen.

(D Vicnonb3yetcs ans ynpouyeHus paboTbl 1 ansa cHudkeHus aybnaein CAS DB ¢ Mactep katouamm B KGS,
MOABMBLUMXCA U3-3a OLLUMOOK, BHECEHHbIX NPWU co3aaHunm MacTep katouen 1 ux cBA3el ¢ NapTUsaMK.

5.1.13.3. CAS KomaHab!
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JlepeBo MeHo 411 AaHHOTO paszena:

Bbixoz

Mony4yeHune cnvcka komaHg CAS
[obasneHne komaHabl CAS
V3meHeHMe komaHabl CAS
Ynanenne komaHabl CAS

vk wh e

[laHHOe MeHt0 No3BoIAET yNpasaaTh (Co3aaBaTb/yaanate/npocmarpmeats) CAS KoMmaHgp! - komaHabl ana b, CAS,
KOTOpble MCNOJb3YHTCA NpK co3gaHnm Mactep Kntouel.

5.1.13.3.1. MonyyeHune cnncka komaHa CAS

MpocmoTp cnncka koMmaHg CAS. OTobpaxkatoTcs Bce He yaanérHble (del_date = null) komanabl ana B, CAS,
COPTMPOBKA BbIMOAHEHA MO NAeHTMOMKATOPY KOMaHA (N0 BO3pacTaHWto).

5.1.13.3.2. lJo6aBneHne komaHabl CAS
JobasneHne komaHabl CAS.
5.1.13.3.3. I3ameHeHune komaHabl CAS
M3meHeHMe nmeHun komaHabl CAS.
OrpaHunueHums:

1. VIMa pa3peLleHO MeHsATb B OO0 MOMEHT.
2. OcTanbHble CBOMCTBA HE PeaKTUPYETCa: UCMOJb3YeTCs MoAX0s "YAaNNTb OLIMBOUHYHO - CO34aTh HOBYHO
npasuibHYrO".

5.1.13.3.4. YpaneHne komaHgbl CAS
YaaneHne komaHabl CAS n3 Cucremsl.
OrpaHuueHus:

1. Ypanatb 3anunce paspeLueHo A0 TOro MOMEHTa, MOoKa He Bbirpy>KeHa xotb ogHa b/l CAS ¢ Mactep Katouom,
CBfI3aHHbIM C Bbl6paHHOM KOMaHAOW (C BbIOpaHHbIM NAEHTUOMKATOPOM yaansieMon KOMaHAbl).
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Mepeiitn k CogeprkaHutio...

5.1.14. Ynpaenenue npodpunem RK KDF

M0 OJIA BEIICJ
il O

4
5

[a)]

|

[lepeBo MeHo ANs AaHHOTO paszena:

Bbixoa

MonyueHune cnucka npodunen RK KDF

[Job6asnenne npodpuns RK KDF

N3meHeHne npodpuna RK KDF

Ypanenve npodpunein RK KDF

[Job6asnenune ceasu npoduns RK KDF Profile ¢ OTP Kntouamu
Ypanerue ceasu npoduna RK KDF Profile ¢ OTP Knrouamm
SkcrnopT npodunert RK KDF Profile B daiin

© N U AWN

[laHHOe MeHt0 No3BoJIAET yNpaBaATh (CO3AaBaTh/peAakTMpoBaTh/yjanate/npocmaTtpmeats 1 T.n.) npopunsmm RK KDF.
5.1.14.1. NMonyueHune cnucka npodpunen RK KDF

MpocmoTp cnmcka cywecTteytowmx npodpunet RK KDF n nx napametpos.

5.1.14.2. lo6aBneHne npodpuns RK KDF

[Job6asnenne npoduns RK KDF B Cucremy.

5.1.14.3. ameHeHue npodpuna RK KDF

Vi3meHeHWe nmeHn n apyrux napametpos npoouns RK KDF. Ecav Bbi6paHHbIA npodunab He npuBazaH K OTP
karouy (cM. WF 'lobaBneHmne ceazun npoduns RK KDF Profile ¢ OTP Kntouamu'), To AONOAHUTENBHO MOXHO U3MEHUTb
TUN CEKPETHOCTM NPOoduAA U MPOM3BOAHOIO KtO4a (secrecy).

OrpaHuyeHus N JonyLLeHUs:

® PaspelueHo pegakTmpoBaTh BCe NapamMmeTpbl (kpomMe napametpa CekpemHocms) B 11060 MOMEHT BPEMEHW.
® Mapametp CekpemHocme y BbIOpaHHOIrO NPodus AOMNYCKAeTCs PefakTUPOBaTh 4O MOMEHTA CO34aHUA CBA3N
(nMHKOBKM) 3TOrO Npodus ¢ NtobbiM 13 OTP-kntouen.

47 /76



¥4 GS LABS
GS GROUP PeBususa: 1.0

® labnoHbl He UCMOAB3YHOTCA, MOIb30BaTeNb BBOAUT AaHHbIE BPYYHY!HO.
5.1.14.4. Ypanenue npodunein RK KDF
Ypanenve npoduna RK KDF n3 Cucremel.
OrpaHuuyeHus N AoNyLLEeHUS:

® PaspelleHo yaanatb Npopuib, cBazaHHbIM ¢ OTP-kntOUOM (KackaZHOe yaaneHune).
® HO: ecan nmeeTcs €BA3b XOTb € 0AHMM Knrouom Mpowumnskm (T.e. ecim npodpuab RK KDF n OTP kitou
MCNob30BaNNCh ANs reHepauny 3HaveHms Knroua Mpowwskm (derived key)), To kackagHoe
yaaneHve npoduna BMeCTe CO CBA3bIO 3amnpeLeHo.
® HO: ecan OTP-katou cBsizaH ¢ Mactep Kntouom n npodunem RK KDF, To kackagHoe yaaneHue
npodunaa BMeCTe CO CBA3bIO 3anpeLleHo.

! Takmm obpasom, npoduab RK KDF Henb3s yaanutb, ecam ectb cBa3b ¢ Knrouom MNpoumekm
nan Mactep Karouom.

5.1.14.5. flo6aBneHue ceasm npodunsa RK KDF Profile c OTP Katouamu
Job6aeneHwne cea3n npodpuns RK KDF Profile k OTP-knrouy ¢ BbIBpaHHbIM UHAEKCOM.
OrpaHuyeHuUA 1N JoNyLLeHUA:

® Mpwu BbIbOpe kntouel n3 OTP-kapTbl orpaHuyeHms Ha Tvn katoda (is_block, is_scemu, is_otp_key) He
HaK/aZblBatOTCS.
[JnviHa Bbi6paHHoro OTP-katoua foakHa 6biTb 6osblue nan pasHa 16 6ant (1286uT).
Mpw BbIbOpe Npodurnen n3 cnmcka oTobpaXkaroTcs BCe He yaaleHHble NPoduan He3aBUCMMO OT
CYLLLECTBYHOLUMX Y HUX CBA3eW ¢ gpyrumum OTP-katouamm.

5.1.14.6. Yaanenwue cBs3u npoduns RK KDF Profile ¢ OTP Kntouamu
Ypanenue ceazn mexay npodunem RK KDF n OTP-kntouoM ¢ BbIBpaHHbIM MHAEKCOM.
OrpaHuM4YeHus N AoNYyLLEeHUS:

® Ecam nmeetcs cBA3b XOTb € ogHUM Knrouom Mpowmskiy (1.e. ecam npoduab RK KDF n OTP karoy
MCMNOAb30BaNNCh ANA reHepaumm 3HadeHns Kntoua Mpowwmeku (derived key)), To yaanate nx cea3b (unlink)
3anpeLLeHo, KackagHoe yaaneHne npoduia BMecTe CO CBA3bIO TakXe 3anpeLuaeTcs.

5.1.14.7. 3kcnopt npoduneii RK KDF Profile B ¢aiin

3kcnopt Bcex RK KDF npoduneli, npueasaHHbIX K BbIbpaHHOMY Knaccy ycTpolcTB, 1 nx napameTpos B paii. B dpainn
3aHOCATCA BCe HeyaaneHHble npobunn n nx ceasmn ¢ OTP-kaouamu (Mpu nx HaAnuMm), NPy 3TOM MOXET
CyLL,EeCTBOBaTb HECKOJIbKO CBfizel ogHoro npoduns ¢ OTP-kaouamu B pamkax Knacca ycTponcTs.

JKcnopTupyeMblin daiin 3arpyxaetcs Ha FTP-cepBep B nanky out TekyLero (BbINMOAHAOLLETO OornepaLmto)
nonb3oBatens. Pain WnppoBaH OJHUM UAN HECKONbKMMU PGP-katouamu.

Mepeiitn k CopeprkaHuto...
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5.1.15. Konpwurypauma Fusemap

[Jepeso

©No ks wWwN e

[aHHoe

4
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MEHH0 A/ JaHHOTO pasjea:

Bbixoa
MonyyeHmne cnuncka Fusemap kKoHdUrypawumi

[JobasneHne Fusemap KoHPUrypauum

ViameHeHune Fusemap koHdurypauymm

YpaneHve Fusemap kKoHbUrypauum
[JobasneHwne cBasn Fusemap kKoHdUrypaumm K Homepy B naptuu
Ypanerue ceasu Fusemap KoHburypawumm ¢ HOMEpPOM B NapTum

kcnopt Fuseamp ¢alina kKoHdUrypaLumm noab3oBaTento

MEeHO MO3BOASAET YNpaBaaTh (Co3jaBaTh/pesakTmposaTb/yaanaTs/npocmMatpumeate 1 1.n.) Fusemap

KoHduUrypaumm.

5.1.15.1.

MonyueHue cnucka Fusemap koHurypaumi

MpocMoTp chncKka CyLEeCTBYHOLLMX (HeyAaNeHHbIX) onnMcaHnin Fusemap KoHdUrypaunii 1 nx napameTpos.

5.1.15.2.

[Jlo6aBneHne Fusemap KoHpUrypauum

[ob6asneHne (Mmnopt danna ¢ FTP) Fusemap koHdurypauum.

OrpavaeHml n gonyuweHusna:

1

5.1.15.3.

VIMnopT ocyliectBasetcs 3 katanoros FTP (../in) ansa Tekywero (OCyLwecTBAAOLLErO OnepaLmio)
nonb3oBaTens.

VimnopTtupyemsbiti daiin wndpyetca B pgp, KGS ero aBTomatnuecku pacumdpoBbiBaeT, 415 Yero TekyLlemMy
nonb3oBatento B KGS gonkeH 6biTb co3gaH npusaTtHbIin PGP.

VimnopTtupyembiii dain MoxeT ObiTb paamepom g0 4Mb. B npoTvBHOM caydae, npw Bbirpyske Ganna
60/1bLLEro pasMepa NPOUCXOAUT oLnbKa.

MN3meHeHune Fusemap koH$urypaumm

V3meHeHne nmeHun onncaHmsa Fusemap koHdurypaumm (Fusemap Config Description).
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OrpaHnuyeHus 1 gonyLeHus:

1. JonyckaeTca pegakTnpoBaTtb Toabko uMma FMCD.
5.1.15.4. YpaneHnne Fusemap koHdpurypaumm
Ypanenune Fusemap koHdurypaunm ns Cnucrtemsi.
5.1.15.5. lo6aBneHue cBsizu Fusemap koHUrypaumm K Homepy B napTum
Mpwueaska Fusemap koHburypaummn k Homepy Maptun.
5.1.15.6. YaaneHue cBa3m Fusemap KoH$Urypawmm c HoMepom B NapTmm
Ypanerue ceasu mexay Fusemap koHdurypaunein n Homepom Maptun.
5.1.15.7. 3kcnopt Fusemap ¢aiina koHpuUrypawumm nosb3oBatesnto

JKkcnopT darina ¢ Fusemap KoHbUrypaLmen, COOTBeTCTBYOLWEN BbibpaHHOMY Homepy MapTtun. JaHHble
akcnopTupytoTcs B BUAe darina Ha FTP-cepBep B nanky out ansa TekyLero (OCyLLeCTBAAIOLLErO OnepaLuto)
nonb3oBaTens.

®aiin pacwmndposbiBaetcs TDE, 3awmndposbiBaetcs PGP-kntouamu 1 3arpyxaetcs Ha FTP B nanky out TekyLuero
nosib3oBaTeNs.

! Fusemap KOHpUrypaunto Henb3s creHepupoBaTtb B cucteMe KGS: dannbl ¢ Fusemap KoHpurypawmen
reHepupyHTCA BHE CUCTEMbI U BIOCAEACTBUN MMIOPTUpYoTca (cM. "JobaBneHne Fusemap koHbuUrypaummn®).

Mepeiitn k CogeprkaHuio...

5.2. Paborta c kntovamum OTP 1 npoLwwmBkm

Bufepure

4
5

)]

-]

T B+

[lepeBo MeHo ANs AaHHOrO pasjena:
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Bbixopg,

CozgaHue OTP katouel

Skcnopt OTP kntouel

JKCNopT UHAMBUAYanbHbIX (JTAG) katouein
SKCNOPT yHUKanbHbIX Katouer (OTP) ana oTaenbHOro yCTpoincTea
Vmnopt katouenn OTP (yctapesline STB)
Mpoeepka OTP

[JlobaBneHne 3HaueHWI ANA KAOYel NPOLINBKHN
DKCMOPT K/toYe MPOLLUMBKMN Ha cepBep MOAMMUCK
DKCNOPT K/HOUEn NPOLLMBKIN NMOCTaBLLMKY

. JkcnopTt dpanna Fusemap koHourypaumm Ha BBX

© NV WN R

=
= o

5.2.1. Cozpanune OTP knrouei
Cuctema reHepupyet OTP karoum aas naptmm umnos (devices) 3asaHHOro NocTaBLLMKa.
OrpaHunyeHus:

® MakcrMMaibHOe KOMYECTBO KtOYEr, KOTOpble MOTyT ObiTb CreHepupoBaHbl 415 TecToBoro Buaa/Tuna
MapTtun, - 5000 wr.

Mepeiitn k CopeprkaHuto...

5.2.2. 3kcnopt OTP kntouen

(D [MOBTOPHbIN 3KCMOPT K/AOUEN HEBO3MOXEH (KpOMe Cay4yas, eCiun BbIrPy>KarkoTca Ynnbl TecToBoro Buga/Tuna
MapTuu). Mpw nonbiTKe NOBTOPEHMUA AaHHOW onepauun ByaeT BblgaHo cooblueHre 06 oLmbke.

Cuctema ocywecteaseT akcnopt BCEX katouen KAXAOIO yctpoictBa (Unna) ANs 3aaHHOMO AManasoHa Ymnos.
Kntoumn akcnopTmpytotca B Buge dpannos Ha FTP-cepBep B nanky out nonb3osatens. CNMCOK NOAb30BaTeNeN, KOTOpbIe
MOTYT 6bITb NOMyYaTENSIMMU AaHHBIX, ONPEAENSETCs KaK TEKYLLMI NOb30BaTe b + BHELLHWE NOAb30BaTeNu,
npuesa3saHHble K MNocTaBwmky nam Black Box, kotopble 6yayT BbibpaHbl B npoLiecce paboTsbl.

Jkcnoptrpyemblin dann (c OTP katouamm) WNGpPoBaH OAHMM UK HeCKOAbKUMUN PGP-kntouamm (katoum BeibrpatroTcs
npu skcrnopre).

Mepeitn k CogeprxkaHutio...
5.2.3. 9kcnopt nHamusugyanbHbix (JTAG) katoueit

Cucrema ocywecteaset akcnopt OAHOIO YHUKAJ/IBHOIO katova (Ha Bbibop) anbo ana OAHOTO ycrporictea, imbo
ana HECKOJIBKNX ycTpoicTB 13 yKa3aHHOro cnucka/avanasoHa. Kaoum skcnoptrpyrotes B pabouyro nanky
TekyLuero (ocyLecTBAAOLLLEro onepawmio) nonb3osatens Ha FTP-cepsep.

3KCNOPT NpeAHa3HauveH Aas YCTPONCTB (YMMOB), KOTOPbIe BNOCAEACTBUN BYAyT MCMO/Ib30BaTLCS B TECTUPOBaHWM (T.€.
He 6yayT MCNONb30BaTbCA B MPOMbILLIEHHOM 3KCMyaTaLmm).

SkcnopTupyembii dainn (c JTAG kntoyoMm) WMPOBaH OFHUM UK HECKONbKMMY PGP-katouamm.

Mepeiitn k CogeprxaHutio...
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5.2.4. dkcnopt yHMKanbHbix kKaroueii (OTP) ana otaenbHoro ycrpoicrea

Cucrema ocywecteaset akcnopt BCEX nHamemnayanbHbix OTP-katouen (1Mbo Nnpom3BoaHbIX Katoden (oT
NHAMBUAYaNbHbIX)) Inbo ans O4HOTIO ycrpoiicta, cambo ans HECKOJSIBKUX ycTpoicTB 13 yKa3aHHOrO cnncka
/ananasoHa. Knroum akcnopTmpyroTcs Ana TekyLlero (oCyLlecTBAAIOLLEro onepawmio) noab3osatens Ha FTP-cepsep.

OcobeHHOCTH:

® [pousBoaHble KAOUM MOTYT BbITb CreHEPMPOBaHbI Kak Mo TeCToBOMY, Tak 1 no npod. RK KDF npoduasm.

' Ecam gns BoibpaHHoro B OTP-kapTe ktoua ykasaHa HeobxoAnMocTb obdyckauum 1 ana Buga Maptun,
KOTOPOW MPUHAANEXMT Ynn, Ha3HauyeHa GyHkuma OVDF/KOF, To HecmoTpsa Ha 310, 06¢yckauus
WUFHOPUPYETCA U BbIFPY>XKaeTca YMCTOe 3HaUeHne Kroua.

3KCﬂOpT npegHasHa4yeH AnAa 4YMnos, KOTOPble BNOCAeACTBUN 6yAyT MCnosib30BaTbCA B TECTUPOBAHNN (T.e. He 6yﬂ,yT
MCNOJIb30BaTbCA B I'IpOMbIUJerHHOl‘/lI 3KcnnyaTa|_|,|/||/|).

JKCnopTMpyeMble AaHHble (zip-apxuB) WMdPOBaH OAHUM UAN HECKONbKMMU PGP-katouamu.
Mepeiitn k CopeprkaHuto...

5.2.5. Umnoprt kntoueir OTP (ycrapesiuve STB)

CucTema ocyLecTBAsSET MMMOPT pPaHee CreHepupoBaHHbIX KJIHOYEN 13 BHELLHUX NCTOYHUKOB.

VimnopTtupyembili daiin B COOTBETCTBYIOLLEM GOopMaTe AOMKeH ObiTb MOArOTOBAEH W 3arpy>KeH B Manky (n
nosb3oBaTens (TekyLero nosb3osatesns AMbo noab3oBaTens, NpuessaHHoro K MocTaslmky) Ha FTP-cepeepe. ®ain
JOMKeH 6bIThb 3awmndpoBaH PGP-katouoMm, Npussa3aHHbIM K (BblbMpaeMomy nosib3oBatesiemM) Buay Maptun.

Mepeiitn k CogeprkaHuio...

5.2.6. Npoeepka OTP

C FTP-cepBepa umnopTupyetca daiin ¢ JaHHbIMK, 6AOKM AaHHbIX BHYTpY daina wundpyrotcs (1mbo
pacwmdposbiBaroTCA) ¢ noMowbio OTP-kAroYa ¢ 334aHHBIM MHAEKCOM W MO 334aHHOMY anropuTMy, Nocie 4ero
dopmumpyeTCs HOBBIN dalin, cofepKallnin pe3ybTaTel MPOBEAEHHOW onepaunu, 1 3kcnopTupyetca Ha FTP-cepsep.
®opmaT BbIXOAHOTO dalina NOJHOCTbHO COOTBETCTBYET GopMaTy BXOAHOMO daiina, HO JONONHUTENBHO COAEPXKUT
pe3ynbTaThbl BbIMOAHEHHOW onepaunn WwndpoBaHus / paclundpoBaHus.

Mmnoptupyembiin daiin (apxms) konupyetcs ¢ FTP-cepBepa Ha Processing Server, B manky TeKyLLero noJib3oBaTens
(T.e. nonb30BaTENS, MOA KOTOPbIM B KOHCOJ/IM BbINOJHAETCA JaHHas onepaums). OTOT dpain ABAAETCA BPEMEHHBIM U
yAanseTcs nocae Toro, kak cogep>kalimecs B Gpainne gaHHble 6yayT o6paboTaHbl. IKCnopTUPYeMblii daiin (apxmB)
nepeHocutca (He konupyetca) Ha FTP-cepsep, HO y>e B nanky noab3oBaTens, s KOTOPOro OCyLecTBAAETCA
akcnopT (N1Mb0 TeKywiero nosib3oBatens, MMHo NpmBsAzaHHOro K BbibpaHHoMy MocTaBuky); davn wndposaH
OAHWM MAN HeckoNbKUMK PGPkarouamu.
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JKcnopTMpyeMbln Gain B AasbHeWLLEM aHaAU3npyeTcs (MPOBOAUTCA BaaniaLMsa YMNOB): CPaBHUBAIOTCA Pe3y/bTaThbl
wndpoBaHma KnroHomMm 13 KGS 1 3TUM Xe KAH0YOM, NPOLLNTLIM HenocpeacTBeHHO B umn. Mpu 3tom OTP ko He
3KCNopTUPYeTCs B UNCTOM Buge. Ecan gaHHble coBnagaroT, TO Baangauma YMnoB NporeHa ycnewHo (T.e. B 4umn
NPOLWNTLI HYy>KHble AaHHble). Kak npaBuao, npoleaypa ncnoib3yeTcs Aas Banngaumm orpaHMYeHHOM napTmm
TECTOBbIX KJIHOUEN: eC/iv NPOoBepKa NPOMAEHa YCMELLIHO, TO OCYLLECTBASETCA IKCMOPT, NePCOHaM3aL s U NPOLINBKA
OCHOBHOW MapTMX YMMOB.

Mepeiitn k CopeprkaHuto...
5.2.7. o6aBneHne 3HaUeHUI ANA KAOUEA NPOLUNBKU

CunctemMa ocyLLEecTBASET FreHepaL Mo Ktoua NpoLUMBKM (reHepaumns cy4yaHoro 3HaueHus (2eHepayus) nnbo
reHepaumsa NPoM3BOAHOrO Katoua (HacredosaHue) Ha ocHoBe OTP-kitoua) ainmbo nmnopT daiina C KIKYOM 13
BHELUHWX NCTOYHWUKOB.

B cnyuae nmnopta dain B cooTBeTCTBYHOWEM hOpMaTe AOKEH ObiTb MOArOTOBAEH U 3arpy>eH Ha FTP-cepsep, B
nanky in nonb3oBaTens (TekyLero nosb3osatens AMbo noab3oBaTens, NpmBsAsaHHoOro K Mocraslmky). Pann goaxeH
6bITb 3alLUMPPOBAH OAHUM UAN HeCKONbKMMUK PGP-katouamu (private yactb xoTs 6bl ogHOro 13 atux PGP-katouei
(kntou BbIBMpaeTCs Noab3oBaTeneM) JOMKHa XpaHUTbesA B cnucteme KGS).

B cnyyae reHepauyunm nponsBoAHOrNo 3Ha4vyeHuna (HGCﬂeaOSGHue) CyLleCTBYHOT Ciegyroline orpaHuyYeHnsa:

1. Ecnv Bbi6paHHbIn Kntou Mpowmnsky ceazaH ¢ OTP-kapToi, To BbIbop cnocoba "HacredosaHue" OTCyTCTBYET.

2. TeHepaLma NPOV3BOAHbIX 3HaveHnn ana Kntoua MNMpoLmBky AOCTYNHa TONbKO ANA CAeYHOLMX TUMOB
npwveazkun Knrouewt Mpowmeku: Knacc yctporicte + Tun Maptun, Knacc yctpoicts + Tun Maptun + STB
Mopenb.

3. Kntou Mpowwmekm n OTP katou (key index B KapTte Kntouein) npuHagnexar ogHomy v Tomy e Knaccy
YCTPOWCTB, B KauecTBe 3HaueHus ansa OTP-katoua ncnonbsyetcs 3HayeHue 13 toro Tuna Maptum, K KOTOpOMy
npueasaH Karou MNMpowunekm.

4. Knrou MpoLwmBky, AN KOTOPOro HY>XHO reHeprMpoBaTh NPON3BOAHOE 3HaUEHMe:

He akcnopTupyetcsa Ha BBX 1 He nuweTtca B OTP;

He MOXeT UMeTb TMN aaroputma crypto algo = 'kdf-aes-128' (GS2);

He MOXeT UMeTb TUM anroputma crypto algo = 'RSA'.

reHepaumsa NPOM3BOAHOrO KAro4a BO3MOXHA TONIbKO AN Katouel aes-128 u binary data go 128 6ur.

& n oo

Mepeiitn k CogeprkaHuio...
5.2.8. dkcnopT k/oUeil NPOLINBKY Ha cepBep Noanncu

CucTema ocyLeCcTBASET IKCMOPT KAOUE MPOLIMBKN A5 3aZaHHOro cepBepa noanuck (B KGS obo3Hauvaetcs kak
BHELUHWI cepBep ¢ TMNoM 'Sign Server'). Kntoun akcnoptupytotcs Ha FTP-cepBep, ans TekyLiero (OCyLLecTBAAIOLLErO
onepauuo) Noab3oBaTens AMbo nonbaoBaTens, NPMBA3aHHOro K Sign Server (ko BHelwHeMy cepsepy ¢ TMNoOMm 'Sign
Server'). SkcnopTupyembii Gpann WNPpPoBaH OAHUM UAN HECKObKUMUK PGP-karouamu.

SKCnopTMpyeMble K4 B JabHeWLLEM UCMOJb3YHOTCA Ha cepBepe AN NPOLUMBKM U MOAMUCH AaHHbIX.
Mepeiitn k CogeprkaHuio...
5.2.9. dkcnopTt kAoUei NPOLINBKY NOCTaBLLUKY

CncTteMa OCyLLLeCTBASET IKCMOPT KAOUEN NPoLLMBKIM MocTaBLLymKy.
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Kntoum akcnopTmpytotca Ha FTP-cepBep, 415 TekyLero (OCyLwecTBASIOWEro onepaLmio) noab3osaTens aMbo
nonb30BaTes, MPUBA3aHHOIO K BbiIbpaHHOMY [MocTaBLymKy.

Kaxabl BbIGpaHHbIN KAHOY MPOLUMBKUW 3KCMOPTUPYETCA B OTAEbHBIV Gain. Palinbl ¢ KNryYamu apxmMBUpYoTCs B Zip-
apxvB. ApxuB WNPPYETCAa OAHUM UAN HECKONbKUMKN PGP-karouamu.

Mepeiitn kK CogepkaHuio...
5.2.10. 9kcnopr ¢aiina Fusemap koH}purypaumm Ha BBX

Cuctema ocyulectsaseT akcnopT dainna ¢ fusemap config (FMC), cooTBeTcTBYOWMIA BbIOpaHHOMY Homepy MapTum
(PN), ana BbibpaHHoro Black Box (BBX).

Mpw akcnopte daiin ¢ FMC 3awmdpoBbIBaeTCs NECTHULEN KAtoUel ans BbibpaHHoro BBX. ®aiin gonoaHutensHo
lWndpyeTcs ogHUM ANBO HeCKOAbKMMU PGP-karouamu.

JKCnopT ocywecTBaseTcs Ha FTP-cepBep, B nanky out noab3oBatens. CnMcok nosb3oBaTenel, KoTopble MOTyT BbITb

noJlyyYaTensiMm AaHHbIX, ONPeAensieTcs Kak TeKYLLMIA Nob30BaTe b MO0 BHELLHWE NOJb30BaTENN, MPUBA3aHHbIE K
BblbpaHHOMY lMocTasLuymky nam Black Box (BHewHemy cepsepy ¢ Tunom 'Black Box').

! Fusemap Config HeobxoaMM A5 NepcoHanm3aLm YMnos.

Fusemap Config Henb3sa creHepupoBath B cucteMe KGS: dainbl ¢ fusemap config reHepupyrotcs BHe
CUCTEMBI U BNOCNEACTBUN MMNOPTUPYROTCA (cM. "[obasneHne Fusemap KoHpurypaumm®).

Mepeiitn k CogeprxaHutio...

5.3. PaboTta c otyetamu

[ I

napTi

e

[Ty = ]
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[lepeBo MeHto Ans faHHOrO paszena:

Bbixog

VimnopT oTueTa 0 NnporpaMmMrpoBaHnM

VimnopTt oTueta o npomnssoacTee STB

OTmeHa nmnopTa

Co3paHne oTyeTa 0 COCTOSHUMU

NHdopmauwma o npomnssogcTee STB

MonyyeHne cnncka 3abJ10KMPOBaHHbIX YCTPOMCTB A/ TUMa NapTum
DKCMOPT TEKYLLUMX CTaTyCOB YCTPOWCTB A5 TUMNa NapTum

DKCNOPT UCTOPUN CTATyCOB A8 BbIGPaHHbIX YCTPOMCTB

Co3paHne oTyeTa O COCTOAHUM B2

O N~ W

'_I
e

5.3.1. UmnopT oTyeTa 0 NporpaMmmMmnpoBaHun

OTueT 0 NporpaMMMpPOBaHNN KaKON-1M60 NapTUKN YMMOB NpesHa3HaueH ans GuKcaumm B CUCTEME Pe3ybTaToB
(ycnex / Heycrex) NpOLLVBKN YNMOB.

OtueT gosxeH 6bITb NPeaBapUTENIbHO NOAFOTOB/IEH BHELLUHWM WM TEKYLUM (OCYLLECTBASOLLUM UMMOPT)
nonb3oBaTeneM U 3arpy>xeH Ha FTP-cepBsep, B nanky in nosb3osatens. B npouecce pabotsl dpalin ¢ oTHeTOM
nepemMeLlaetcs cuctemont ¢ FTP-cepBepa Ha Processing Server, NpoBoanTCs ero Baavgaumns n obpabotka,
pe3ynbTaTOM KOTOPOW ABAAETCs OBHOB/EHME CTaTyCOB NPOrpaMMmMPOBaHNSA YMMOB, HOMEPa KOTOPbIX yKa3aHbl B
oTyeTe.

Cnncok nosib3oBaTesiei, KOTOPble MOTYT BbITb OTAPABUTENEM AaHHbIX, ONPEAENSEeTCs Kak TeKYLLMIA Nob3oBaTesb +
BHELLUHWe NoJib30BaTeNu, npuesasaHHble K MocraBmky uamn Black Box (BHewHwui cepeep ¢ Tvnom 'Black Box'),
KoTopble byayT BbIOpaHbl B npoLecce paboTbl.

Mepeiitn k CopeprkaHuto...

5.3.2. Umnoprt oTuerta o npoussoacree STB

OtyeT ¢ pesynbTatamu npomssoactea STB ycTponCTB, cogepikallmx NepCoHaNM3NPOBaHHbIE UMb, NpesHa3HaueH
ana dukcaumm B cucteMe dakra (ycrnex / Heycnex) Npoun3BOACTBA, a TakKe CBSA3eN MexXay NPOou3BeAeHHbIM YMMOM U
APYTUMU CYLLLHOCTAMM CUCTEMBbI (OnepaTop, Mogenb STB, ee cepuinHbIn HOMep — BCA 3Ta MHGOPMaLMA COAEPXXUTCA B
otuerte).

! [pw 3arpy3ke oTyeTa, cogepKallero 2 naeHtndukatopa ymnos - ocHoBHoro SoC u conpoueccopa CoPro,
npwv coxpaHeHun B b/l AaHHbIX BbIMNOJHAKOTCA OnepaLMn 3annucy Ans AByX YMMNOB B O4HOW TpaH3aKLmMW.
Taknm obpasom, nHbopMaLms o cTaTyce U3 oTyeTa 60 O6HOBAAETCH OAHOBPEMEHHO ANA ABYX YMMOB,
b0 oTKaTbIBaeTCA A0 NpPeAblAyLLErO COCTOAHNS.

OtyeT goskeH 6bITb NPeABapUTENbHO NMOAFOTOB/IEH TEKYLLMM WAV BHELLHUM NOAb30BaTeNeM U 3arpy>keH Ha FTP-
cepBep, B nanky in nosab3osatens. B npouecce pabotbl dpaiin c oTyueToM nepemeltaetcs cuctemoi ¢ FTP-cepeepa Ha
Processing Server, npoBoguWTCa ero BaangaLums n obpaboTka, pe3ysbTaToM KOTOPOW ABASAETC OOHOB/IEHME CTaTyCOB
UMMNOB, HOMEpPa KOTOPbIX YKa3aHbl B OTYETE, U COXpaHeHWe B cmcteMe MHGOPMaLmUmM O TOM, B Kakyto MOAeNb
npuvemMHuKa 6bla YCTaHOBAEH AaHHbIN umn. Kpome Toro, coxpaHseTcs MHbopmaLums 06 onepaTtope, A5 KOTOPOro Obin
NpPOu3BeAeH AaHHbIV NPUEMHUK LN ero CEPUNHBIA HOMEP.
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OtueT 0 npounsBoacTBe STB A0/KEH reHepMpPOBaTbCA ANA KaXKA0N Npon3BoacTBeHHOM napTum (batch) un
npegocranatbca B OO0 "TIUT" ao Toro, kak STB 6yayT oTrpy>KeHbl ornepaTopam.

Kaxxablli OTUET JOXKEH COAepXKaTb AaHHble TObKO MO OAHON KOHKPeTHOM mogenun STB. Ecan Mpounseogutens
BbinyckaeT 6onblue Mmogenen STB ¢ CAS, To A0MKHbI ObITb NPeAOCTaB/eHbl OTAENbHbIE OTYETLI MO KaXA0N MOZAeNu
STB.

Mepeiitn kK CogeprkaHuio...

5.3.3. OTmeHa umnopra

OTMeHa pe3ynbTaToB MMMNOpPTa OTYETa O MPOrPaMMMPOBaHMM YMMOB UAK OT4YeTa O npomnssogcTee STB (cm. VimnopT
oTyeTa O nporpaMMupoBaHuK, Vimnopt otueta o npomseoacTee STB). Micnonb3yeTtcs, eciv 3arpy>KeHHbIA OTveT
(oTueT 0 NporpaMmMMpoOBaHnK, OTUET O Npon3BoaCcTBe STB) coaep>XnT HEBEPHbIE JaHHbIE.

Mepeiitn k CogeprkaHuio...

5.3.4. Co3paHue oTueTa O COCTOAHUM

[eHepaLums 1 NPOCMOTP OTYeTa € NHGOPMaLMEN O COCTOAHMM Ba3bl AaHHbIX (KOJMYECTBO KAKOUEN, UX CTATyC U T.M.)
414 3aZlaHHOTO BHYTPEHHEro HOMepa NapTuK 1 ANS 3alaHHOTO AMana3oHa YCTPOMCTB.

Mepeiitn k CopeprkaHuto...
5.3.5. Undpopmauusa o npoussoacrTse STB
MpocmoTp nHPopmaLmm o npomssegeHHoM STB, 3arpyxeHHon B KGS 13 oTyeta o npon3BoacTBe.

Mowck nHdopmMauum BbINOAHAETCA NO NH0HOMY 13 BBeAEeHHbIX naeHTUdMKaTopoB: CepuinHblin Homep STB, CAS STB ID
(ans Main SoC) n CoProID (gns CAS Co-Processor).

Mepeiitn k CopeprkaHuto...
5.3.6. MonyueHue cnucka 3a6/10KkMPOBaHHbIX YCTPOMUCTB AA TUNa NapTUn

CucTema ocyLecTBAsieT 3KCNOPT B dalin cnncka HOMepoB YCTPONCTB (A5 BbiIbpaHHoro Buaa Maptuu), koTopble
3aHeceHbl B YepHbIn cnuncok KGS, a Takxke nx TekyLumx cTatycoB. B uepHbI cnncok KGS BHOCATCS yCTPOICTBa, AN
KOTOPbIX BbIFPY>Kanucb MHAMBUAYyanbHbIn (JTAG) karou (CM. SKCNopT HAMBKAYanbHbIX (JTAG) kntouein) ambo
YHUWKa/IbHbIE K/IOUYMN A8 OTAENBHOTO YCTPOMCTBA (CM. IKCMOPT yHMKaAbHbIX katoyen (OTP) and oTaensHoro
YCTpONCTBA).

! CnepyeT yuntbiBaTh, UTO B Gais akcnopTupyrotcs Tonbko blacklisted devices. Ecam ans BoibpaHHoro Buga
MapTnn B CTAaTUCTUKE HET HM OAHOTO YCTPOWCTBA, 3aHECEHHOTO B YEPHbIM CNNCOK, TO Gainn He
3KCNopTUpYyeTCs.

[JaHHble akcnopTupytoTcsa B Buae daina Ha FTP-cepBep, B nanky out TekyLero (OCyLLeCTBASIOLLErO OnepaLuto)
noJsib30BaTeN .

JKcnopTrpyemMblin Gann WndposaH OAHUM UAN HeCKONbKMMU PGP-kntouamm.

Mepeiitn k CopeprkaHuto...
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5.3.7. 9KkcnopT TeKylWNX CTaTyCOB YCTPOUCTB AJ1A TUNa MapTum

CucTema ocyLecTBAsSET 3KCNOPT B Gaiin cnmncka Bcex YCTPOMCTB A5 BbibpaHHoro Buaa Maptum (Tuna MapTtun)
BMeCTe € NoApPobHOM MHPopMaLmelt 06 mx TekyLwmx cTaTycax n npusHakax (commit, backup, blacklist).

' Cnepyet yumTbiBaTh, UTO €C/IV ANs BbibpaHHOro Buga MapTum B CTaTUCTUKE HET HW OAHOTO YCTPOWCTBA, TO
dalin He 3KCNopTUpPYeTCS.

[JaHHble akcnopTupytoTca B Buae daina Ha FTP-cepBep B nanky out TekyLero (OCyLwecTBASIOLWEroO onepaLmio)
nonb3oBaTens.

SKCnopTMpyeMbIn Gann WindposaH OAHUM UAN HeCKONbKMMU PGP-katouamm.
Mepeiitn k CopeprkaHuto...

5.3.8. dkcnopT ncropum cTaTycoB 1A BbI6paHHbIX YCTPOMCTB

CucTema ocyLecTBASET 3KCNOPT B daiin Bcei MHbopMaLnm 13 TabaunLbl UCTOPUKN ANs BbIOPaHHOIO YCTPOWCTBA.
[JonyckaeTtcs BbI6OP HECKO/IbKMX YCTPOWCTB U3 OAHOM NapTUM 3a OAWH pa3 (KOANYECTBO YCTPOWCTB B paiiie He
OrpaHuYeHo).

[JaHHble akcnopTupytoTca B Buae Ganna Ha FTP-cepBep, B nanky out TekyLiero (OCyLLeCTBAAIOLLErO OnepaLuto)
nosb3oBaTens.

DKCNopPTMpPYEMbI Gaitn YNaKoBbIBAETCA B Zip-apXWB, KOTOPLIN LWIMGPYETCS OAHUM UM HECKOAbKMMU PGP-Kkitouamu.
Mepeiitn k CopeprkaHuto...
5.3.9. Co3pgaHune oTueTa 0 COCTOAHUU B2

leHepaLmsa 1 NPOCMOTP OTYeTa € MHGOpPMaLmer 0 COCTOAHMM Ha3bl AaHHbIX (KOMYECTBO KAKOUEN, UX CTATyC M T.M.)
A1 3a/laHHOTO BHYTPEHHEro Homepa napTuu. B otanuuve ot apyroro otyeta (cM. Co3ziaHre OTYETa O COCTOSHUN)
NaHHbIA OTYET COAEPXXUT TOUHbIV AMarna3oH YCTPOWCTB, HaXOAALWMXCA B pasHbIx ctatycax (Generated / Exported /
Released).

@ Boruere oTobpakaeTcs UHGopMaLms:

® /1Mb0 TONbKO A/1fl YCTPOMCTB, BXOAALLMX B 3aZaBaeMblil AMana3oH HoMep hepeo2o ycmpolicmea ...
Homep nocnedHezo ycmpoiicmea. 10 yMoa4aHWIo 3TOT AMana3oH MOXET CoAep>KaTb BCe
yCTpoKcTBa A4 BbibpaHHbIx Knacca yctpolicts n Buga Maptun.

® 5mbo (ecnm BbibpaHa STB Mogenb) Ans BcexX YCTPOCTB, OTHOCALLUMXCA K BblOpaHHON STB mogenn.

[lonoNHUTENIBHO B OTYeTe MOXKET HbITb OTObpaxkeHa nHdopmMaLuua No cooTeTcTBytoW MM Homepam MapTuid.

' Nudopmauma no konmuectsy ycTponcts ¢ Tunom blacklisted, backed up, committed He oTobpaxkaeTcs.

Mepeiitn k CogeprxaHutio...
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5.4. YnpaBneHve BHeELWHNMW cepBepamm

YOpabBJeHME BHEHMMM

Dl lTWEY IJIA BHEIIOJIHEHWH,

[lepeBo MeHo 41 AaHHOTO passena:

Bbixopg,

Co3zaHue NecTHULbI KIFUeRn Ans BHELLIHEro cepBepa

DKCMOPT NIECTHWLLbI KNHOYEN ANs BHELLHEro cepBepa

JKCNopT KoHUrypaumm tmna naptnum Ha BBX

Skcnopt BBX koHbUrypaumm nocrasLumky

JKCNopT KOHOUrypaLmmn Katouen NPOLLUMBKN Ha CepBeEpP MOAMUCK
LLIndbpoBaHme AaHHbIX C MOMOLLHO IeCTHULLbI Katouel TDE

Nowuvhswh e

5.4.1. Co3zpaHue necTHULbI K/IlOUEid ANA BHELLHEro cepBepa

CucTema reHepupyeT NeCcTHULY Katouel Ans BbibpaHHOro BHelHero cepBepa (Tvnbl BHelHUX cepBepos: '‘Black Box!,
'Sign Server').

JlectHnua kntouen ans 3agaHHoro Black Box / Sign Server moxeT 6bITb cCreHeprpoBaHa TO/IbKO OAMH pa3 (MoBTOpHas
reHepaLumsa necTHULbI Kaouen ana ogHoro u Toro xe Black Box / Sign Server He gonyckaetcs). Habop karouen,
COrnacHo nectHuLe knrouven ans Black Box / Sign Server, reHepupyetcsa 1 coxpaHseTtcsa B 6a3e gaHHbIx KGS ¢
npwmBs3kon k 3sToMy Black Box / Sign Server. Kntoumn xpaHaTtca B 3awumdpoBaHHOM BUAE.

B cnyuyae BO3HUKHOBEHWs t06bIX OWINOOK B NMPOLLECCe reHepauum NPOn3BOANTCSA OTKaT 6a3bl JaHHbIX B COCTOSHME,
COOTBETCTBYHOLLEE Havany paboTbl.

Mepeiitn k CopeprkaHuto...
5.4.2. dkcnopT necTHULbI KAlOUeid ANA BHELLHEro cepeepa

CucTema ocyLLecTBASIET IKCMOPT NECTHULbI KIHOUEN Ans BblIGpaHHOTO BHELLHEro cepBepa (TUMbl BHELLIHUX CEPBEPOB:
'‘Black Box', 'Sign Server', 'Generic'). [laHHble 3kcnopTupytoTcs B Buae dannos Ha FTP-cepsep, B nanky out Ans
TekyLLero (OCyLLecTBAAIOLLLErO onepauuio) nosb3osBatens AMb6o ogHOro 13 BHelwHUX nonb3oBatenen.

Cnuncok nonb3oBaTesiel, KOTOpbIe MOTYT ObiTb MOAYyYaTENAMUN JaHHbIX, ONPEAENAeTCs Kak TeKYLLUA Nob30oBaTe b
Nnb0o BHeLLHME NO/Ib30BaTeNN, MPUBA3aHHbIe KO BHellHeMy cepBepy, kKoTopble ByayT BbiIOpaHbl B npoLiecce paboTbl.
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[ns BbinoAHeHWs onepaummn skcnopTa B cuctemy KGS ¢ FTP-cepBepa 3arpy>aetca public HWRK-karou,
CreHepupoBaHHbIN Ha BHellHeM cepBepe. 3TVM KAHUOM WNPPYHOTCS AaHHbIE B IKCMOPTUPYeMbIx dainax. Mpu
OTCYTCTBMM K/toYa Ha FTP 3KkcnopT NecTHULbI KAHUen HEBO3MOXKEH.

Ha FTP-cepBep akcnoptupytotcs BA dainna - daiin ¢ BBMK 1 dainn Buga <ExternalServerName>_keysladder.dat,
CoAEep>KaLLMN NECTHULY KAOYEeN.

JKcnopTupyemMble daisibl WNdPOBaHbl OAHUM UAN HecKoabkuMn PGPkatouamun. BuHapHbiin dann ¢ BBMK (oTHocuTCA
K leCTHMLLe Kato4el) gononHutensHo wudpyetca HWRK-katouom BeibpaHHoro BHewwHero cepsepa. C FTP-cepBepa
dalinbl 3abrpaeT yNoNHOMOUEHHbIN Noab3oBaTeNb CUCTEMbI, UMEIOLMI JOCTYN K COOTBETCTBYOLLEMY BHelwHemy

cepBepy.
DKCNopTMpyeMble AaHHble UCMOb3YOTCA Ha BHelHeM cepBepe ans pacumdpoBku katouel, noctynatowmnx n3s KGS.
JlecTHMLa KAtOYE NPW WITATHOM paboTe 3KCNOPTUPYETCS TOIbKO OAUH pas.

Mepeiitn k CopeprkaHuto...
5.4.3. 3kcnopTt KoHpUrypaumm Tuna naptum Ha BBX

CucTema ocyLecTBASIET 3KCNOPT KOHPUrypauum (kntova) ans BbibpaHHoro Black Box (BHelwHero cepsepa ¢ TMNOM
'‘Black Box'). laHHble 3kcnopTupytoTcs B BUae daiina Ha FTP-cepBep, B nanky out Ans TekyLlero (OCyLLeCcTBAAOLLENO
onepaLuio) noab3oBaTens AMbo ofAHOro 3 BHelwHMX noab3oBaTenen.

Cnvcok nosib3oBaTesiel, KOTopble MOTYT BbITb MOMyYaTENAMM JaHHbIX, ONPEAENAeTCs Kak TeKYLLMIA No/ib30BaTe b
Nnbo BHeLHWeE nosib3oBaTenu, npmessaHHble kK Black Box, koTopble 6yayT BbibpaHbl B npouecce paboTsi.

Ha FTP-cepBep akcnoptupyetcs daiin, cogepxalinii KoHourypaumto Buga MNapTum.

JKCNopTMpyeMbIn Gainn WindpoBaH OAHUM UAN HeckonbkMu PGPkatouamu. C FTP-cepBepa ¢alinbl 3abupaet
YMOAHOMOUEHHbIN Nosb3oBaTenb CUCTEMBI, UMeLOLWMA foCTyn K cepaepy Black Box.

JKCnopTMpyeMble AaHHble NCNOAL3YOTCA Ha cepBepe Black Box ana nocneaytoleli paclumdpoBKkm Karouen,
noctynarowmx n3 KGS (cm. Skcnopt OTP katouel), npuyem ¢aiin KoHGUrypaumm sKCnopTupyeTcs ans kaxaoro Buaa
MapTnm / Homepa MapTum, ncnonssyemoro B Black Box.

Mepeiitn k CopeprkaHuto...
5.4.4. 3kcnopt BBX KoHpUrypaumum nocraBuiuky

CucTema ocyLecTBASET 3KCMOPT KOHPUTYypaLum aas BeibpaHHoro MocTtaBLivka. Ikcrnoptupyembli dain (painn
KOHPUrypauum) wndposaH oAHMM UK Heckonbkumu PGPrarouamu. Gain akcnoptupyetcs Ha FTP-cepsep.

Cnncok I'IOJ'Ib30BaTeJ16I7I, KOTOpble MOryT ObITb nojsydyatenamMmun AaHHbIX, ONpeaenaeTca Kak TeKyLLI,I/II‘/’I nosb3oBaTe/lb
b0 BHELLHWe Nnosb3oBaTenu, NpuBA3aHHbIE K |_|OCTaBLIJ,MKy, KOTOpble 6yAyT Bbl6paHbI B npouecce pa6OTbI.

JKcnopTMpyeMbln Gainn B ganbHelwem ucnonbsyetcs MO MNocTaBlumKa npy obpalleHun nocnesHero kK API B Black
Box. Takum obpazom, ocyLLecTBASeTCA UHTerpaums gaHHoro Black Box B 06umii Npon3BoACTBEHHbIN NpoLiecc.

! ®Qain koHOUrypauum ana MNocTaBLumKa oTanyaeTcsa oT darina koHdurypauum ansa Black Box dopmatom darina
N COAEPXXUMBbIM.
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Mepeiitn k CopeprkaHuto...
5.4.5. 3kcnopT KoHpUrypauum Karouel NpPoLNBKN Ha cepBep NOANMUCH

CucTema ocyLecTBAsSET IKCNOPT KOHPUrypaumm ana BbibpaHHOro cepeepa noanucu (BHelwHero cepeepa C TMMNOM
'Sign Server'). [laHHble 3KCNOpTUPYOTCA B BUAe Paina Ha FTP-cepsep, B nanky out Ans TeKyLLero (OCyLLecTBASIOLLLErO
onepauuo) noab3oBaTens AM60 oA4HOro 13 BHeLwHUX nonb3oBaTtenen.

Cnucok nosib3oBaTesie, KOTopble MOTYT HbITb NOAyYaTENAMMN JaHHbBIX, ONpeenseTcs Kak TeKyLwuii noab3oBaTtesb
Nnbo BHeLHWE Noab30BaTeNN, NpuBA3aHHbIe K Sign Server (ko BHelwHeMy cepBepy ¢ TvnoMm 'Sign Server'), KoTopble
6yayT BbIGpaHbl B npoLecce paboTbl.

JKCnopTMpyeMbIn Gainn WndpposaH OAHUM UAN HeckonbkMu PGPkatouamu. C FTP-cepBepa ¢aiin 3abupaet
YMNONHOMOUYEHHbIN Nosib3oBaTeNb CUCTEMBI, UMEIOLLMIA JOCTYN K CepBEPY NMOAMMUCHU.

JKCNopTMpyeMble JaHHble NCMOJb3YOTCA Ha CepBepe NOANUCU ANs WndpoBaHmsa U paclindpoBaHmsa NPOLLUMBKHY, a
TakXKe ANS CO3/aHus 1 NPOBEPKN MOAMUCK NPOLUMBKK, NpUYeM dainn KOHPUrypaLmum sKCNopTUpyeTcs ANs Kaxzaoro
Buaa Maptum / Homepa MNaptum (NapTum 4MnoB), NCNOAb3YEMOro Ha cepBepe NoANnCK.

Mepeiitn k CogepikaHuio...

5.4.6. LindpoBaHne gaHHbIX C MOMOLLbIO IecTHULbI Karoueri TDE

CucTema ocyLLecTBASET 3arpy3Ky NPOU3BOJIbHBIX AaHHbIX ¢ cepBepa FTP, wundpyet 31 fgaHHbIe NO NeCTHULE Katouei
BblOpaHHOro BHelHero cepeepa v BbirpyxaeTt nx obpatHo Ha FTP cepsep 6e3 coxpaHeHus B KGS. Cepsep,
NeCTHULEN KOTOPOro ByayT 3alUmLLaThCs AaHHbIE, OAXKeH ObITb NpeABapuUTenbHO co3gaH B KGS B cTaHAapTHbIX
workflow ans paboTbl ¢ BHeWHMMM cepBepamu, Takxke y cepBepa A0/1KHa OblTb CreHEPUPOBaHa ECTHULLA KIHOYEN
TDE.

OrpaHuueHus:

® TapaHTupyeTcs obpaboTtka 1 WwWindposaHue (nectHnuen TDE) dpannos pasmepom go 100 M6.

® [pu wndpoaHum dainn paccmatpusaetcs B KGS kak B1HapHbIe faHHble, U COAEPXUMOE HMKakuM o6pa3om
He popmaTmpyeTcsa U He aHanusmpyetca. [lononHnTe IbHble JaHHbIe NPY BbIrPy3Ke He CO34aroTca, T.e. cepBep,
KOTOpPbIV MCMOAb3YyeT 3aLyMileHHble ¢ noMoLbio TDE gaHHbIe, fomkeH NpesycMaTprBaTh CKPUNTLI MMMOPTA
JaHHbIX B 6a3y 1 ncnoab3oBaHue nx 6e3 NpuBA3KM K Kakum-anbo cywHoctam (DRM katouam, Bugy Maptum,
root-knto4am u T.n.).

® Cnucok nosb3oBaTese, KoTopble MOryT ObITb MoyYaTeNAMU AaHHbIX, ONpPesenseTca Kak TeKyLymi
nonb3oBaTesib MO0 BHELLHWE NONb30BaTeNn, NPUBA3aHHbIe KO BHelHeMy cepBepy, KoTopble byayT
BbibpaHbl B npoLecce paboThbl.

[JlaHHble 3arpy>aroTcs 1 3KCnopTupytoTcs B Buge daiinos. MNpy ¢opMnpoBaHMM MMEHM 3KCMOPTUPYeMoro daina K
MUMeHN ncxogHoro daiina pobasnsetcs .tde.gpg - <source_file name>.tde.gpg. Hanpumep, eciu
<source_file_name> nmnoptupyemoro daina - "wv_key.dat", To ums akcnoptmpyemoro danna: "wv_key.dat.tde.gpg".

JKcnopTrpyemMblin Gann WndpoBaH OAHUM nan Heckonbknmu PGPkatouamm. C FTP-cepBepa daiin 3abupaet
YMOAHOMOUYEHHbIN Nosb3oBaTeNb CUCTEMBI, UMEIOLLMIA AOCTYN K COOTBETCTBYIOLLEMY BHellHeMy cepBepy.

Mepeiitn k CogeprxaHutio...
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5.5. IHTerpauma CTOPOHHMX CUCTEM

HMX CHCTEM

EQPMaHTH .

[lepeBo MeHo ANs AaHHOrO pasaena:

Bbixoa

WndposaHune SSL-cepTndukatos

Moarotoska DRM kirouein

DKCNopT 0O6LLMX BCMOMOraTe/IbHbIX KHYel

DKCNOPT UHAMBUAYaANbHbBIX BCMOMOraTe/bHbIX KAHUen
SkcnopTt katodenn Ha CAS B/

MoarotoBka DRM kntouel 13 BHeELLHEro cnmncka
JkcrnopT macTep karodelr Ha CAS DB

®No kA wWwN e

5.5.1. WndposaHue SSL-cepTudpunkaros

C FTP-cepBepa nmnoptupyetca ¢arin (apxme) ¢ SSL-cepTudumkatamm n 3akpbiTeiMy Ktovamm (Personal Keys), apxus
pacnakoBbIBaeTcs, Kaxablid darin ¢ PersonalKey (3akpbITbIl KAHOY) BHYTPY pacnakoBaHHOIO apxmBa LnMdpyeTcs,
nocne yero GopmMmMpPyeTcs HOBbLIV apxmB (.zip) U IKCnopTMpyeTca Ha FTP-cepBep. SKCNOPTUPYEMbIN apXMB COAEPXKNUT
dannbl, cogepxxatyme SSL-ceptudumkatel (Bceraa) n PersonalKeys (onumoHansHo, B 3aBUCUMMOCTM OT Tna SSL
ceptudwukara).

KGS He koHBepTUpyeT dopmaTbl Gpannos ¢ katouamu u ceptupmkatamu. KGS amwb wndpyeT Katoum (A0CTyn K cxeme
LWNppoBaHMsA CTPOro OrpaHNYeH, MPeLOoCTaBAAETCA MO 3anpocy), COAePXKaLLMecs B UMMOPTUPYeMbIX dainnax.

VimnopTtunpyembiti daiin (apxue) konupyetcsa ¢ FTP-cepBepa Ha Processing Server, B nanky TekyLlero nojb3oBatens (T.
€. NoNb30BaTeIs, MO KOTOPbIM B KOHCONMN BbINOAHAETCA WMdpPOBaHUE). ITOT Gaitn ABASETCA BPEMEHHBIM U
yfansaeTcs nocie Toro, kak cogepkaiinecs B darne gaHHole byayt obpaboTtaHbl. MiMnopTupyemblin dainn foakeH
6bITb WNdPOBaH OAHUM WA HECKONbKUMK PGP-knrouamu.
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! O6patute BHUMaHue! Cuctema KGS aBTOMaTUUeCckn nonbiTaeTca pacimdpoBaTe UMMNOPTUPYEMBIN dalin
BCEMM UMeroLmmmcs private PGP-katouamu. Ecam dain He 3awmdposaH nam Tpebyemblii Koy He HalAeH,
TO CCTeMa BblaacT OLUI/I6Ky.

JKcnopTrpyeMblin Gann nepeHocuTca (He konunpyetcs) Ha FTP-cepsep, HO y>ke B nanky out BHELWHEro noJsib3oBaTens,
4191 KOTOPOTO OCYLLECTBAAETCA 3KCNOPT; darin wWndpoBaH OA4HUM UK HECKOAbKUMK PGPkatovamu.

Mepeiitn k CopeprkaHuto...
5.5.2. MoaroroBka DRM knrouen

JKkcnopT darna ¢ KoHPurypaumen n dpanna ¢ DRM-karouamu, sawmdpobarHHbiMm OTP-k0UOM € BbIGpaHHbIM
NHAEKCOM. DKCMOPT MOXET OCYLLLeCTBAATLCA A7 Heckonbknx OTP-katouel ¢ BbIBpaHHBIMU MHAEKCAMW.

Mpw 3ToM DRM KAtOUM MOXHO reHepupoBaTh B OAHOM W13 CAefyroLWnX PeXUMOB:

1. Ans BCeX YCTPOWCTB, OTHOCALLMXCS K BbibpaHHOW Mogenn npuemHunka (STB Mogens) n naptum (Bug Maptun).

2. [nA yCTPOWCTB U3 HeMnpepbIiBHOrO AnanasoHa (device ranges).

3. ans cnucka yctporicts (hardwares list) - nonb3oBaTenb KoNMpyeT B KOHCOb cnUcok ID ans reHepauuun. Mpu
3ToM B KGS J0/1KHbI CyLLLEeCTBOBATb YCTPOMCTBA C BBeAEeHHbIMW ID 1 BCe 3TV yCTPOMCTBA AOJKHbBI OTHOCUTBLCS
K ogHOMYy Buay MapTtun, kotopsblin Toxe cylectsyeT B KGS.

JkcnopTupyemMble dannbl (Gann KoHPUrypauum n daiin ¢ Karovammn) ynakoBbIBatOTCA B Zip-apXMUB, apxvB LWMdpPOBaH
OZAHVM MAN HeckonbkuMK PGPkarouamun. Apxume akcnoptupyetcs Ha FTP-cepBep, B nanky out BbibpaHHOro
nosb3oBaTens, 419 KOTOPOro OCyLeCcTBASETCA IKCNOPT (MMbo TekyLero nosb3oBatens, AMb0 BHELHero
nosb30BaTes, MPUBA3aHHOIO K BbiIbpaHHOMY [MapTHepy).

Mepeiitn k CopeprkaHuto...
5.5.3. 3kcnopT 06X BCNOMOraTesibHbIX Karouen

DKCNOPTUPYHOTCA 0b6LLMe BCMOMOraTe/ibHble KNKOUM. DKCNOPTUPYETCS Lienmkom Habop (keyset) co Bcemm
3HaUYeHUsAMK, NO OTAENbHOCTM 3HaYeHMs 13 Habopa He BbIrpy>XaroTcs.

ObpaboTka KAroUeln Npu BbIrpy3Ke, KOJNUYECTBO 3KCMOPTUPYEMbIX GaliioB, X 06beaUHEHNE/HET B apxmB, GopmMaTb!
bannoB 1 nx fanbHelLlee NCNONb30BaHWE ONPesenseTcs BbibpaHHbIM TUMOM BCMOMOTaTe/IbHbIX KAHOUEN.
ChopmupoBaHHbIl darin/apxms wndpyertcs BoibpaHHbIM PGP katouom/kntouamm n akcnoptupyetcs Ha FTP-cepsep,
B NManky out TeKyL,ero noJsib3oBaTess.

Mepeiitn k CopeprkaHuto...

5.5.4. dkcnopT MHAUBUAYaNbHbIX BCMOMOraTe/ibHbIX K/to4en

DKCNopT UHAMBUAYanbHbIX BcnomoratenbHbix Kntouel (Pairing Keys). Kntoum ncnonbsytotca B cMapT-KapTax.
Crnocobbl BBOAA UAEHTUHUKATOPOB YMMOB, ANA KOTOPbIX 3KCMOPTUPYIOTCA BCMOMOTaTe/IbHbIe KHOYM:

1. Device range in console. Nonb3oBaTesieM 3aat0TCs NepBbIi HOMep unna (device start number) + KONMYECTBO
umnos (count of devices).
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2. Hardwares list in console. Monb3oBaTenb BBOAUT B KOHCOJ/b TEKCT C naeHTUdMKkatopamm. Cnmncok
NAEHTMOUKATOPOB YCTPOWMCTB BBOAMTCA MYTEM X KONUPOBaHWs 13 bydepa obMeHa v BBOAA C KiaBmaTypbl
1 ABOMHOrO HaxaTus Enter (T.e. BBOAa NyCTOWN CTPOKM) A1 3aBepLUEHNS BBOZAA.

3. External file in manufacturing report format. Cnucok naeHTMdrKaTopoB ycTponcTs 6yaeT noaydveH KGS nocne
06paboTkm umnopTmpyemoro darina.

BbibpaHHbI cnocob nmeet cBOM 0COBEHHOCTM W OrpaHUYeHNs (LONOJHUTENBHO HaknajbiBaeMble TpeboBaHMA K
HacTpoWiKe, BBOAY U 06paboTke AaHHbIX, UMMOPTUPYEMBIM U 3KCMOPTUPYEMBIM dainam).

ApXMB C 3KCMOPTMPYEMBIMUM AaHHbIMK (C KtoUaMK) aKcnopTupyeTcs Ha FTP-cepeep, B nanky out BbibpaHHOToO
nosb3oBaTens (TeKyL M NONb30BaTeNb UV BHELLIHWIA NOb30BaTENb, MPUBA3AHHbIN K 1060 BHELLHEN CYLLHOCTH
Kpowme [locTaBLyKa). IKCMOPTUPYEMBIA apXmB LUIMGPOBAH OAHUM MW HeCKobKMMIU PGPKItoyamu.

Mepeiitn k CogeprxaHutio...

5.5.5. 3kcnopt knroueir Ha CAS b/,
JKcnopT WndpoBaHHbIX Karouen ana 6a3bl CAS. SkcnopTrpyemble JaHHble UCNOob3yroTCs Ansa paboTel ¢ b, CAS.
Cnocobbl BBoZa MAEHTMOMKATOPOB UMMOB, 4151 KOTOPbIX SKCMOPTUPYHOTCA KAHOUM:

1. Device range in console. Monb3oBaTeneM 3afaroTcs NepBblii HOMep uuna (device start number) + KOAMYECTBO
umnos (count of devices).

2. Hardwares list in console. lonb3oBaTenb BBOAUT B KOHCO/b TEKCT € naeHTndmnkatopamm. Cnmcok
NAEHTMPUKATOPOB YCTPOCTB BBOAMTCA MYTEM X KONMUPOBaHWA 13 bypepa obMeHa 1an BBOAA C KnaBmaTypbl
1 ABOMHOro HaxaTus Enter (T.e. BBOAA NyCTOWN CTPOKM) A/ 3aBepLUEHNS BBOa.

3. External file in manufacturing report format. Cnncok naeHTMdrnKaTopoB ycTponcTs byaeT nonyueH KGS nocne
0b6paboTkn mnopTpyemoro darina.

BbIbpaHHbIN cnocob MMeeT CBOM OCOHBEHHOCTU M OrpaHNYeHNs (AONOJNHUTEIbHO HakNaAblBaeMble TpeboBaHMs K
HaCTpOWiKe, BBOAY W 06paboTke AaHHbIX, UMNOPTUPYEMBIM W IKCMOPTUPYEMbIM darinam).

ObpaboTka KAroUen Npu BbIrpysKe, KOJMUYECTBO 3KCNOPTUPYEMbIX dalinoB, popmaTbl GaknoB 1N UX AasbHelLlee
MCMNOAb30BaHWE 3aBUCAT OT BbIOpaHHOro noJsib3oBatesiem Tuna Ycrporictea. ChopMUMpPOBaHHbIA apxmB WndpyeTcs
BblOpaHHbIMK PGP kntouamu n akcnopTtupyetcs Ha FTP-cepBep, B nanky out TeKyuiero nosib3oBatess.

Mepeiitn k CopeprkaHuto...
5.5.6. MoarotoBka DRM kntoueit 3 BHelWHEro cnmckKa

MoaroToBka W 3KCMOPT AaHHbIX, HeobxoaUMbIX Ans paboTtel ¢ DRM katouamu (3kcnopt daina ¢ koHdurypaumen un
¢darina c DRM-kntouamu, 3awmeppoBaHHbiMn OTP-katoUOM ¢ BbIGPaHHbIM MHAEKCOM). DKCMOPT MOXKET
OCYLLEeCTBAATLCA AN Heckonbknx OTP-katoueit ¢ BbIbpaHHbIMU MHAeKcaMy. DRM katoum reHepumpytoTca ans cnmncka
YCTPOWCTB, KOTOPbIN nMnoptupyetcs B KGS 13 BHelWHero nctouHuka (t.e. ¢ FTP-cepsepa).

VIMnopTupyemble gaHHble N X OCOBEHHOCTL:
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®ain co CNUCKOM YCTPOWCTB, ANs KOTOPbIX ByAeT OCyLLecTBAATLCA reHepaLms DRM karouen, goaxeH ObiTb
npeABapuUTENbHO NOArOTOB/EH TEKYLLIUM MO/b30BaTe/IEM U 3arpy>keH Ha FTP-cepBep B nanky in Tekyuiero
roJsib3oBaTens.

. OcobeHHOCTU:

a. Nims parina moxxeT 6bITb IOOBLIM.

b. ImnopTupyemblin dainn MOXeET cogep>kaTb JaHHble Kak MO OAHOMY, Tak U Mo AByM Buaam MapTuii
(aBTOMaTMuecku onpegensietcs B workflow Ha ocHOBaHWMM aHanusa CTpok BxoAHoro daiina).

¢. Nmnoptrnpyembiii dainn He wndpyetca PGP katouamm.

3KCnopTMpyeMble AaHHble M UX OCOBEHHOCTY:

1.

6.

[ns kaxaoro nHaekca <idx> OTP-kato4ya B CNUCKe, 3aJaHHOM MOJ/Ib30BaTENEM:

a. ®ann c koHdUrypaumen.

b. ®aiin ¢ wndpoBaHHbIMK 3HaUYeHUAMY DRM katoyenn. Cnocob wudpoBaHms KNKYen 1, Kak
cnepcteme, dopmat darna 3aBUCAT OT BbibpaHHOro Tvna wudpoBaHus (Light Encryption / TDE
Encryption).

Ecan Beib6paHo wndposaHve TDE Encryption, TO AOMNONHUTENBHO 3KCNOPTUPYETCA Gaiin, He 3aBUCALLMA OT
NHAEKCOB U COAEP>KALLMI X3LU IECTHULbI KHOYEN.

. MNpwvBeaeHHbIe Bbilwe daiiabl yNakoBbIBAtOTCA B Zip-apXuB, apxmB LUNPpyeTca BbibpaHHbIMU PGP-katouamu um

BbIrpy>aetca Ha FTP.

Ecnm B darine co cnnckom yctponcTs 6b110 aBa Buga Maptum (MoxeT BbITb O4HO UM ABa 3HAUEHUS - ANd
HostCPU n CAS Co-Processor), To npu akcnopTe 6yaeT co3faBaTbCs ABa apXuBa (417 Kaxoro u3 Bugos
MapTuin). COOTBETCTBEHHO, KaXK bl apX1B COAEPXKNT TONBKO Paiabl And ogHOro Buga Maptum (#1 unn #2).

. Ecnm B npouecce 0b6paboTkm umnoptupyemoro ¢arisa co CnMckoM YMmnoB Npounsowamn ownbkm n DRM-

KAOUM ANS KaKUX-TO YCTPOMCTB M3 CNMCKa He MOTYT BbITb creHepunpoBaHbl (Hanpumep, Buael Maptuin He
COBMajatoT C 0BHapy>KeHHbIMK B NepBoii cTpoke), To WF dopmupyet daiin ¢ owmnbkamu, B KOTOPOM A
KaXkZ0oro yCTpOMCTBa onncaHa npuynHa owmnbku. ®ain ¢ owmnbkaMm 3KCNOPTUPYETCH OTANbHO (He
BKrOYaeTCs B apxumB(bl)), WindpyeTcs BbibpaHHbIMU PGP-kntouamu. Vims daina - <input_filename>_errors.
txt, rae <input_filename> - ums nmnoptupyemoro darina (6e3 paclumpenus), ckayaHHoro ¢ FTP.

Bce dainbl skcnopTtupytotca Ha FTP-cepBep B nanky TeKyLLLero noJjib3oBaTens.

Mepeiitn k CopeprkaHuto...

5.5.7. 9kcnopt macrtep katoueir Ha CAS DB

kcnopT wndposaHHbIXx MacTtep Kntouen ans b, CAS. SkcnoptupyemMble faHHble NCMOAb3YOTCA Ana paboTel ¢ B/,

CAS.

ChopMumpoBaHHble AaHHble YNaKOBbIBAlOTCA B apxXmB. APXMB C AaHHbIMW 3KcnopTupyetca Ha FTP-cepsep, B nanky out
TeKyLero (OCyLLecTBAAOLLEro onepauuto) nonb3oBatens. Apxms wndpyertca GPG.

Mepeiitn k CopeprkaHuto...
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5.6. CepBM1C 1 HACTPOMNKM

CepBEMC M S TDOMEM

BubepHTe Ol LHIE JL§ i —HMA, BOSHMOXHNE BapMaHTH .

JlepeBo MeHo 411 AaHHOTO paszena:

Bbixoz

DKCMopT I0roB

MNonHoe pesepBHOE KOMMpoBaHWe
MNonb3oBaTtenn 1 paspeLleHns
PGP knroum

KoHpurypaums

ok wnN =

C NOMOLLBIO JAHHOTO MEHHO OCYLLIECTBAAETCS HAacTpolika cMcTeMbl (HacTpowika noJib3oBaTtenei 1 npae AoCTyna,
ynpasneHune PGP-katouamu, HacTpolika napaMeTpoB KOHCOJIW), @ TakXKe BbIMOJHEHWE CY>KeBHbIX AeNCTBMIA (3KCnopT
Noros, pesepBHoe H6ekanupoaHue Bceli b/l). flaHHbIA NYHKT rNaBHOrO MEHIO A0J/DKEH 6bITb JOCTYNeH TOJ/IbKO
nonb3oBaTeNAM C NpaBaMy agMUHUCTpaTopa.

Crnncok BO3MOXHbIX onepau,vll7| npueejeH B Nojpasaesax Huxe.
5.6.1. 3kcnopt noros

3kcnopT event logs 1 debug logs. Log-dainbl konupyrotcs Ha FTP-cepBep, B nanky Tekyllero noab3oBatens 6e3
Kakoro-mbo wndppoBaHus.

Event logs coaepuT XypHan 6usHec-onepaumi B cMCTEME, MEHAIOLLMX ee COCToAHMe (4ob6aBneHne HOBOro
MocTaBLmKa, 3KCMOPT KAKOUEN, CO3aHMe HOBOrO NoJib30oBaTesns).

Debug logs siBasieTcs XXypHaaoMm oTnajku v npesHa3HaueH A5 UCMNOb30BaHWUA NPY NyCcKO-Hanajke cucteMbl Anbo
npw aHaaunse oWmnbOK.

Mepeiitn k CogepikaHuio...
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5.6.2. MNonHoe pesepBHOE KONMpPOBaHUe

Pe3sepBHOe konnpoBaHue Bcen bA. MprmeHseTcs nocae BbINOJAHEHUS 3HaUNTENbHOrO 06beMa paboT, koraa
6ekanMpoBaHue Nocae Kaxzaon onepaunm HEBbIFOAHO UAN HEYA06HO.

®ain c apxmBom ByaeT BbIrpy>keH Ha FTP-cepBep B nanky crieyunasbHOro nNosb3oBatess, npesHa3HauYeHHoro ans
BbINOJ/JIHEHWSA 3TLX onepauunin. ChopmMmpoBaHHbIN apxus ByaeT 3awmndpoBaH BoibpaHHbIMK PGP-karouamu.
Monb3oBaTesnb co3jaeTcss aBTOMaTUUECKN MPU YCTaHOBKE CUCTEMBI (CKPMMT HaYabHOrO HaMoJAHEHNs), ero
NAEHTUPUKATOP NPOMUCLIBAETCA B HACTPOEYUHbIX NapaMeTpax NnoAgCUCTEMbI U UCMOb3yeTcs aBToMaTuuecku. Mims
CO34aBaeMoro rnosb3oBaTens No ymonyaHuto — backup.

B npouecce BbinonHeHus workflow nonb3oBaTens Bbibupaet Tmn bekana. BoaMoxHbI ciegytowme Tunb:

1. Monroe pesepeHoe Konupoearue. [onHbili 6ekan (dbannoBbii 6ekan). icnonblyetcs dyHKUmMs
pg_start_backup, co3patoLLias KOHTPONbHYH TouKy Postgres.
Nms daina c 6ekanom - YYYYMMDD-HH24MI- <BackupName>.tar.bz2.

! O6patute BHMMaHue! Bce workflows (WFs), npeanaratolme BbINosHUTL Hekan B npoLiecce paboTsl
(6onbwmHcTBO WFS, MeHatowmx b/l), B cnyyae cornacus nosib3oBatens BMecTo MNosHOro pesepsHoOro
konupoBaHus (full backup) BbinonHAOT Pe3epBHOE KonMpoBaHue cxeMbl (scheme backup). TonHbI#
6ekan (full backup) moxxHo BbinoAHUTL Tosbko B WF Cepeuc u Hacmpoiiku -> MonHoe pe3epeHoe
KonupoeaHue.

2. PesepeHoe konupoeaHue cxemebl. SQL-6ekan. bekanvpoBaHWe BbIMOJHAETCS Ha YPOBHE co34aHus sql-
CKpWMTa, C MOMOLLbHO BXOAALLEN B KOMMAEKT Postgres ytuanTbl pg_dumpall.
Nms danna c 6ekanom - YYYYMMDD-HH24MI- <BackupName>.tar.gz.

(D PesepBHOe konupoBaHue cxeMbl (Scheme backup) BbinonHseTcs meaneHHee, a darin bekana byaet 6onblue,
yeM Npw BbiNnoaHeHUK MNoaHoro pesepBHoOro konvposanua (Full backup). Tem He meHee, B oTAnuMe OT
lMonHo20 pe3epeHO20 KONUPOBAHUS, Pe3epeHoe KonuposaHue cxemMel He NMPUBA3aHO XKecTko K Bepcnm OC u
CYB/, PostgreSQL.

B cBA3K C 3TUM pexomeHdyemcs:
1. Bo BCex CTaHAAPTHbIX CIy4asx NPUMeHsTb [TosIHoe pe3epeHoe konuposaHue.

2. Pe3epsHoe konupogaHue cxeMbl MPUMEHSATb NMPW NOPTUPOBAHWM CUCTEMbI (HanpyMep, Npu
noptuposaHum ¢ OC CentOS Ha OC Debian).

Mepeiitn k CogeprxaHutio...
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5.6.3. Nonb3oBaTtenun n paspewneHuns

4
5

4]

|

JlepeBo MeHo 41 AaHHOTO paszena:

Bbixog

MonyyeHne cnmncka noab3oBaTenen
[obaBneHne KOHEUYHOro MNoJb30BaTENS
[JobaBneHne BHelLIHEro nosib3oBaTes
I3MeHeHVe nMeHM noab3oBaTens

YaaneHvne nonb3oBaTensa

Buigatb goctyn k Workflow

Orto3Batb goctyn k Workflow
Pazbnokupoatb Workflow gns nonb3oBatens

© oo NowUhwh

[JlaHHOe MeHto MNO3BONAET CO34aBaTh/yAanaTb NOAb30BaTeNEeN, MEHATb MMEHA NOJIb30BaTeNel U MeHATb UM MpaBa
Aoctyna.

(D MNMocne co3gaHMa HOBOro MOJb30BaTENA HEOBXOAMMO 06PaTUTLCA K agMmuHmcTpaTopy KGS, kotopbin OBA3AH:

1. Ans KoHeuHOro nosb3oBaTtens: co3aatb Noab3oBatens Ha FTPcepeepe n Processing Server, BblaaTb
eMy MpaBa, Co34aTb ANPEKTOPUM NONb30BATENA HA ITUX CEPBEpPaAX.

2. [na BHewHero nosib3oBaTens: co3aaTb Nonb3oBatens Ha FTPcepBepe, BbigaTe eMy NpaBa, co34aTb
AvpekTopun nonb3osatens Ha FTPcepaepe.

B npoTVMBHOM cay4ae BbIMOJHEHWE OMnepaLmii AN AaHHOTO NoJib30BaTe/s MPUBEAET K OLnbKe.

5.6.3.1. MonyueHune cnucka nosb3oBaTtenein

MpocmoTp cnmcka CyLecTBYOLWMX Nob3oBaTenen u ux Tvn (rpada Tun MNose3osamens).
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4

5.6.3.2. lobaBneHMe KOHEUYHOrO NoJib30BaTens
[obaBneHne KoHeuHoro noab3osatens (Terminal User).

KoHeuHble nonb3osatenn - onepatopbl CucTembl, MetoLme dusmyeckuii goctyn Kk KGS. NMpumepom Takmx
noJsb3oBaTener MoryT 6biTb COTPYAHMKM, OCYLLLECTBAAIOLLME HACTPOWKY CUCTeMbI /UK FreHepaLmio 1 3KCnopT
KAtoyen.

5.6.3.3. lobaBaeHMe BHELIHEro Noab3oBaTens
[obaBneHne BHellHero nonab3osatens (External User).

BHellHWe nosnb3oBaTtenu - notpebutenn CUCTEMBI, OHU He UMetoT dur3ndeckoro goctyna kK KGS, Ho nmeroT goctyn K
FTP-cepBepy a8 nony4yeHus aaHHbIX U3 CUCTEMbI MK 3arpy3kn TyAa AaHHbIX 418 06paboTkm CucTemMoi.

BHelwHWe nonb3oBaTenv Npu CoO34aHnmn NPUBA3bIBAIOTCA K OLHOW U3 CyLLHOCTEN:

MocTaBLnK;
Onepartop;
[MpownssoauTens;
BHewwHW cepBep;
MapTHep.

5.6.3.4. 3ameHeHMe nmeHn noab3oBaTtens

M3MmeHeHne nMeHn nosib3oBaTens. |_|Oﬁl| 3TUM MMEHEHM MOoJib30BaTeNb 3HaunTCA B Cucteme.

5.6.3.5. YpaneHue nonb3loBatens
YaaneHune nonb3osatens n3 CUCTEMBbI.
OrpaHunuyeHus:

® B cayuae ecam Moctaslymk / Onepatop / Mpounssogutens / BHewHnin cepeep / MNMapTHep, € KOTOPbIM CBA3aH
yAansemMbli NONb30BaTesIb, ABAAETCA aKTUBHBIM, TO OnepaLus yaaneHus dbyaeT npepsaHa.

5.6.3.6. Beigatb goctyn k Workflow

Bbl,qaua Bbl6paHHOMy NoJib30BaTENHO MpaB A0CTyna K O4HOMY WIN HECKONbKNM workflow.
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5.6.3.7.

OrosBartb goctyn Kk Workflow

yﬂ,aJ'IEHVIe ana Bbl6paHHOFO NnoJib30BaTend rnpae A4oCtyna K 04HOMY NN HECKOJIbKUM workflow.

5.6.3.8. Paz6bnokuposatb Workflow ana nonbsoBatens

0)

B KMI_CONSOLE ncrnonb3yetcs MHOrOMo/b30BaTENbCKUA PEXMM: B KOHCOAM MOTYT paboTaTb OAHOBPEMEHHO
HeCKo/bKO NoJsib3oBaTesiei (MoNb30BaTeNN MOAKAFOYUAOTCA K KOHCOAN YaaneHHo, Hanpumep, no SSH). Ecau
OAWH noab3oBaTesb paboTtaeT B workflow, To ykazaHHoe WF 6yaeT 3a6/10KMPOBaHO Ans Apyrix
nonb3oBaTtenel. [1o okoH4YaHWW paboTbl nosb3osatens ¢ WF 610kunpoBka cHumMaeTcst. Cum.
MHorononb3oBaTtenbCkunii pexxunm n baokmnposka Workflows.

[anHoe workflow ncnonb3yetcs ans npuHyauTensHon pasbaoknposku workflow.

OcobeHHOCTH:

Ecnn nonb3oBaTenb nepesymMan v He Xo4eT CHUMaTb 610kMpoBky ¢ workflow, To aAns Bbixoga OH A0/XKeH
Haxkatb Ctri+C.

Ecnn nonb3oBatenb npepseT BbinoaHeHne WF "Pas6énokupoBatb Workflow ansa nonb3oBartens”, Haxas
Ctrl+Z, 1o paHHoe workflow 6yaeT 3abnokmpoBaHo ans BCEX nonb3oBateneli (B T.U. 1 415 camMoro
aaMuHnctpatopa KGS).

Pazbnokunposate WF "Paz6énokupoBatb Workflow ana nonbsoBatensa” MoXHO, TO/bKO nepesanycTms
cnyx6y KMI_FW_DAL.

Mepeiitn k CopeprkaHuto...

5.6.4.

PGP Kntoum Nonb3oBartena

dkkhkkhhhhhhk
* *
* PGP KNw4Kn *
* *

hEkkdrhrrhihh

BeilbepuTe onepauWw ANA BMNOJHEHWA, BO3MOXHHE BAPWMaHTHI:
0 - Boixog

- MonydyeHWe CNUCKa KJK4Yewr
WMnopT oTKpbTEX PGP Knw4ven
Co3gaHve napsl PGP kKnw4yen
JKCNOpT OTKPuTHX PGP Knnder
Ypanenue PGP knwn4ya
MonyyeHne cnvucka rpynn PGP Knwyer
Jobaenenne rpynne PGP Knwuyei
Ypanenne rpynne PGP Knwuenr
NMony4yeHne cnucka cBA3en rpynnsl ¢ PGP Knw4om
Co3gaHne cBA3W rpynnsl ¢ PGP Knw4yom
Ypanenne cBA3W rpynnsl ¢ PGP Kanyom

1
2
3
4
5
6
7
8
=]

[
= 2

V]
|

[JlepeBo MeHo ANs AaHHOTO pasjena:

1. Bbixog,
2. MonyyeHune cnmncka Karoyen
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NmnopT oTKpbITbIX PGP kntoyeii

Co3paHue napbl PGP knrouen

DKcrnopT OTKPbITbIX PGP ktouel

Ypanexne PGP kntoua

MonydeHne cnucka rpynn PGP Knroyel
[obasnenwne rpynnbl PGP Kntoueli

Ypanenve rpynnbl PGP katoyen

10. MonyueHune cnucka ceasei rpynnel ¢ PGP Kntouom
11. CospaHue cBasu rpynnbl ¢ PGP Karoyom

12. Ypanenve cBa3m rpynnbl ¢ PGP Karouom

© NV AW

[JaHHoe MeHto no3sosifeT ynpaeaatb PGP-knrouamm nonb3oBateneit (npocmMoTp, MnopT ¢ FTP, reHepaums,
3KCMOPTUPOBaHUeE, yaaneHue).

Kntoun ncnonbsyrotca ans wnudpoBaHmMa AaHHbIX NPW 3KCHopTe.
5.6.4.1. MonyueHne cnmcka Nob30BaTe/IbCKUX KtOUen

MpocmoTp cnvcka PGP-kntouein (public + private) (kntoueit, nprBAsaHHbIX K BbibpaHHOMY Buay MapTtum, ambo Bcex
PGP kntouein) n nx aTpmbyToB (HazBaHWe 1 TUM KArOYa).

Ecnn PGP-kntou HegenctButeneH (expire_time > current_time), To Takon katou B Tabanue He oTobpaxkaeTcs.
5.6.4.2. UmnopT oTKpbITbIX PGP katouein

VimnopT ¢ FTP dainna ¢ public PGP-kntouom, ¢ moMoLLbo KOTOPOro 6yAeT OCyLLEeCTBAATLCS WINhPOBAHME AaHHbIX.
OcobeHHocTH:

® VMg kntoua (Key Name), nog kotopbim public PGP-katou 6yaet 0603HauaTbca B CUCTEME, CUMTLIBAETCS U3
danna. Mpu MUrpaLmmn NMa KU, Y>Ke XpaHMBLLErocs Ha MOMEHT MUrpaLun B cucteme, byaet
chopmMmpoBaHo cnegyrowmum obpasom: <mumsa pgp> ( <mma n3 KGS go murpaumm> ).

5.6.4.3. Co3paHue napbl PGP kntouei

leHepaums napbl PGP-katoua (public+private) B cucteme KGS. B npouecce reHepaumm npesoctaBaseTcs Bolibop:
KKOY C NpuBA3KoM K Buay Maptum (ans cneunanbHOM CTOPOHHEN CUCTEMBI, C MOAMUCBLIO) Uan 6e3 npuBa3kM (be3
noanucuy).

OrpaHunuyeHus:

® OrpaHnueHunin Ha KONMYeCTBO Katoven 6e3 npussasky K Buay Maptum - Her.
® Knrou, npuBssaHHbIN K Bugy MapTumn, MOXeT 6biTb TONBKO OAMH.

MpurBaTHbIN KAtOY, CreHepupoBaHHbIN B KGS, ncnonb3yetcs ans paclundpoBki pasanUHbIX AaHHbIX, UMMOPTUPYEMbIX
B KGS Ha 06paboTky (SSL-ceptudukathbl, kntoum npowwmsku (AES/RSA knroum), UMNOpT OTUETOB U T.4.). 3almTa
(bopMUpOBaHMe NoaNNUCK B KOMMEHTaPUM) MNYBAMYHOTO KAtoua He TpebyeTcs, Tak Kak KJArun NPOLUVBKA B
HaCTOSALWMIA MOMEHT JOCTYMHbI B OTKPLITOM BuAe U WwndposaHune B PGP HeobxoaMMo ToNbKO Ans 6e3onacHoro
nMmnopTa Katouel yepes FTP-cepeep.

5.6.4.4. dxcnopT oTKpbITbIX PGP ktoueit
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3kcnopt public-yactn PGP-katoua Ha FTP-cepBep. B npouecce akcnopTa npeAocTaBaseTca Bblbop, Kakomn KaoY
3KCMOPTMPOBAThL: KJKOY C NPUBA3KOM K Buay MapTum nan 6e3 npmsasku.

B B, KGS ocyuiectBasercs nomck PGP-kntoua, NpuBA3aHHOTO K yKa3aHHbIM NapamMeTpam; KaroY AoskeH ObiTb
napHbIM (T.e. CyLecTBYHOT public 1 private katoum, cBA3aHHbIE MeXay COBOM) N aKTyaNbHbIM (T.e. HE UCTEK CPOK
Mcnonb3oBaHuA expire_date, Bkarouas obe yactu). V3 nonyueHHow napbl public-uacte PGP-karoua akcnoptupyeTcs
Ha FTP-cepsep B nanky out TeKyuwiero nosib3osatena 6e3 JonoSHNTENLHOrO WNdPOBaHUA.

Ecan 6bin BEIBpaH 3KCNOpT KAKoYa € NpuBA3KoW K Buay MapTtuwm, To B ganbHenwem public PGP-katou skcnoptupyetcs
B CreuabHYH0 CTOPOHHIOK CUCTEMY, FAe UCMONb3YeTCs ANa WndpoBaHusa ¢ainos, MMnopTmpyembix B KGS.

Ecnun 6611 BbIGpaH akcnopT katova 6e3 npmssaskn k Bugy Maptum, To B ganbHerwem public PGP-katoy
3KCMOPTMPYeTCA BOBHe A/ LWiMdpoBaHua dpainnos, mnoptupyemblx B KGS (Hanpumep, SSL-cepTudunkaTtos, oT4eToB O
NPOrpaMMmMpoBaHnm 1 T.4.).

'[:D O6patute BHMMaHue: PGP-kitouu, oCTynHble Ans 3KcnopTa, creHepupoBaHbl B KGS (cM. Co3gaHue napel
PGP kntouen). Kak cnepcteue, private-yactb akcnopTupoBaHHoro PGP-kitoua xpaHMTCa TONbKO B CUCTEME
KGS (1.e. saHHble, WindpoBaHHbIE TONBKO 3KCMOPTUPOBaHHbIM PGP-kAtOUOM, MOXHO paclumdpoBaTh TONbLKO
B cucteme KGS).

5.6.4.5. YpaneHue PGP katoua
YaaneHne PGP knroua ns Cucremsi.
OcobeHHOoCTU:

® Ecany BbIBpaHHOro K/toYa ecTb cBsizaHHas public nan private yacTb, To 6yAeT BbIBEAEHO NMpesyrnpexaeHme.
Mpu noaTBepXXaeHUK onepauun byayT yaaneHsl obe (public+private) yactn PGP-ktoua.

5.6.4.6. MonyueHune cnucka rpynn PGP Kntoueii

MpocmoTp cnncka rpynn PGP katouen (Toabko rpynn).

5.6.4.7. fo6aBneHue rpynnbl PGP Kntoueit

CozpaHwe rpynnbl PGP kntouen.

5.6.4.8. YpaneHue rpynnbl PGP kntoueii
Ypanenue rpynnbl PGP katouen.
OrpaHuueHus:
1. Ecam k rpynne npmBA3aHbl KAOUK, TO yAaneHue 3anpeLyeHo.
5.6.4.9. MonyueHune cnncka ceasei rpynnbl ¢ PGP Katouom

MpocmoTp cnncka PGP-katouel, BXoasaLMX B BbIBpaHHYHO rpynny, 1 Ux (KNtouel) napaMeTpos.

5.6.4.10. Co3paHue casu rpynnbl ¢ PGP Katouom

JobasneHne PGP kntoua B rpynny.
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5.6.4.11. Yaanenue cBssu rpynnbl ¢ PGP Karouom
Ypanenue PGP kitoua 13 rpynnsl.

Mepeiitn k CogeprxaHutio...

5.6.5. Konpurypauma

yopaeneHme I MTYPaLMED

OJIA BHITOJHEHMA, O ( 12 BapMaHTEI:

JlepeBo MeHo 41 AaHHOTO pa3sena:

Bbixog,

CozpgaHue pecypca

ViameHeHue pecypca

YpaneHve pecypca

MNonydeHne crnucka napameTpos
[JobaBneHne napametpa
i3meHeHVe napameTpa

No vk wh e

[laHHOe MeHt0 No3BOJIAET (HAaCTUYHO) HacTpamBaTbh UHTepdENC: 406aBAATL/YAaNATH/PeAaKTMPOBATL UCTOUHNKM
JaHHbIX (resources) v ux napameTpbl.

5.6.5.1. Co3paHue pecypca
JobaBneHne NCTOYHMKA AaHHBIX (pecypca):

® Workflow.
® TP connection.

5.6.5.2. 3meHeHune pecypca

(@ HacrostensHo He PEKOMEHAYETC U3MEHATb UCTOYHWKM AaHHbIX (pecypca), C TeM YToObl B AaibHENLLEM He
BO3HMK/Ia OLWNBKa Npu O6GHOBIEHNN KOHCONN.

M3mMeHeHne NMeHM UCTOYHMKA JaHHBIX (pecypca).

5.6.5.3. YpaneHue pecypca
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YpaneHve nctouHuka gaHHblx (pecypca).

5.6.5.4. MonyueHne cnmcka napameTpoB

MpocMOTp cnncka NapameTpoB 418 Pecypca yKasaHHOro Tuna.

5.6.5.5. lobaBneHne napameTpa
[lob6aBneHne HOBOro NapameTpa A1 pecypca ykasaHHOro Tmna.
OcobeHocTu:
® msa napametpa (parameter code) He MOXeT 6bITb U3MEHEHO BMOCAEACTBUN.
5.6.5.6. N1ameHeHMe napameTpa
VIameHeHve napameTpa (TMM AaHHbIX, 3HaYeHWe) 41a pecypca ykazaHHOro Tuna.

Mepeiitn k CogeprxaHutio...

5.7. Kntoun ans TeCToBbIX YCTPOUCTB

Uel OpOIMEHM

[lepeBo MeHo ANs AaHHOrO pasjena:

1. Bbixog,
2. SKCMOpPT TECTOBbIX KOPHEBLIX K/AOYEN
3. DKCMopT TeCTOBbIX KAOYEN NPOLUNBKY

5.7.1. kcnopT TecToBbIX KOPHEBbIX K/lOUein

JKcnopT HelwmndpoBaHHbIX 3HaueHnn BCEX OTP-kntouelr, onucaHHbix B OTP kapTe kitoueit, NM60 Npom3BoaHbIX (OT
3TUX) KAOYEN, TPEOYHOLLMXCA A5 TECTOBbIX NaPTUIA YCTPONCTB U NPUEMHUKOB.

OcobeHHOCTU:

® PaspelueHo 3KCNOPTMPOBAaTh TOJIbKO TECTOBbIE MPOU3BOAHbIE KHOUW, T.e. CPOPMNPOBAHHbIE TOILKO MO
TectoBoMy RK KDF npodwunto.
® B OTP-kapTe He BCe KAOUM MOTYT UMeTb cBa3aHHble RK KDF npoduan. B 3Tom cayuae katou He BbIrpy>aeTcs.

MakcumanbHOe KOIMUYEeCTBO YCTPOMCTB (UMMNOB) A5 TecToBoro Buaa Maptum - 5000 wr.
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Kntoum akcnopTmpytotcs B Buge dpannos Ha FTP-cepBep B nanky out Ans TekyLlero (OCyLwecTBASIOLLErO OnepaLmio)
nosb3oBaTens 1Mbo ogHOro ns BHelHWX nosb3oBaTenen.

Cnucok nosb3oBaTtesen, KOTOpble MOTyT ObITb nonydyatenaMmun aaHHbIX, ONpeaenaeTca Kak TeKyLLJ,VIVI noab3oBaTesib
b0 BHELLHWE No/b30BaTENN, NpuBA3aHHbIE K |_|OCTaBLLI|VIKy, CBA3aHHOMY C Bbl6paHHbIM Knaccom yCTpOI‘/JICTB.

DKCNOPTUPYHOTCA CNefyoLME JaHHbIE:

1. ecnm RK KDF He ucnonb3syetcs (He npuBs3aH/He BbibpaH):
a. dkcnopTmpytotca dann ¢ karodamu u (B ciydae obdyckaunm) dann c 06dbycumpoBaHHbIMU
3HaYEHNAMUN KNHOYUEN.
b. SkcnopTtupyembii dainn (c OTP katouamm) WNPPOBaH OAHMM UAN HECKObKUMIN PGP-katouamu.
c. Ecany BoibpanHoro Buga Maptum HasHaueHbl dyHkumm OVDF/KOF 1 B kapTe kito4ven nMeroTcs
KNHOUM, KOTOpble HEO6XOANMO 06PYCKMPOBaTh, TO BO BTOPOW dali BbIrpy>KatoTcs
060yCKMPOBaHHbIe 3HAaUEHUSA KatoUen (HO HelwndPOBaHHbIE JIeCTHULLAMM).
2. ecam BbIbpaHO "ncnonb3oBaTb KDF":
a. 1 dann:

i. [na kaxgoro kntova, ana kotoporo BeibpaH npodunb RK KDF, nprmeHseTcs BbIGpaHHbIi
anroputm RK KDF k OTP-katouy, noc/ie Yero npon3BOAHbIA K04 3aMnCbiBAeTCA B NepPBbIN
darin. T.e. dain coaep>XUT NPOU3BOAHbBIE KNKOUN.

ii. Mpw BbIrpy3ke Npomn3BoaHbIX katouen obdyckaumsa (KOF/OVDK) k Bbirpy>xaeMomy
NPOW3BOAHOMY KJIKOUY He NPUMEHAETCA.

iii. Ecnv HargeHbl K1oum, K KOTOpbIM He npuBsasaH npoduabs RK KDF, Ho npu 3Tom BbibpaHo
"ncnonb3oBatb KDF", TO ans 3TUX KAKOUEN 3HaueHne He Bbirpyxaetcs (B daline katouei
CTaBATCA TOYKM C 3ansTon nogpsg ;).
b. 2 dpann:

i. Bropoui ¢ain (RK KDF config) - koHbur c onncaHnem aasa kaxgoro OTP-katoua, Homepa U
nmenHn npodpuna RK KDF, ncnonbsosaHHbIX Npu skcnoprTe.

ii. B dann koHdura gobasaatotcs Tonbko cTpokm ans Tex RK KDF npodwuneli, koTopble 6biin
BblOpaHbl NoAb30BaTeNeM Npu BbinoaHeHUn workflow.

¢. Oba darina (c kKnroYaMu U KOHPUroM) f06aBASHOTCA B Zip-apXxmB, KOTOPbIM WindpyeTcs PGP-
KAro4amMu 1 akcnopTupyetca Ha FTP.

Mepeiitn k CopeprkaHuto...
5.7.2. 9kcnopTt TecToBbIX K/IHOUE NPOLINBKN

JKCNopT HelwmndpoBaHHbIX 3HaueHUn BCEX Kntouel Mpolwmeky, Tpebyowmnxcs 415 TeCTOBbIX NapTWil YCTPOWCTB U
NPUEMHVKOB.

Kntoum npoLwmBKM 3KCMOPTUPYHOTCA B BUge daino Ha FTP-cepBep B nanky out Ans TekyLero (OCyLLeCTBAAOLLLErO
onepaLuio) Nosb3oBaTens AMbo oA4HOro n3 BHellHWX nonb3oBaTenew.

Cnvcok nosib3oBatesier, KOTopble MOTYT ObITb NOMyYaTENAMM AaHHbIX, ONPeAeNfeTcs Kak TekyLMin Noab30oBaTe b
6O BHELLUHWE MONb30BaTENV, NMPUBA3aHHbIe K [TOCTaBLMKY, CBA3aHHOMY C BbIGpaHHbIM Knaccom ycTponcTs.

JKCNOPTMPYEMbIV apXMB LIMGPOBaH OAHWM WV HECKObKMMUK PGP-Kk/itouamMu noab3oBaTens, Aas KOTOPOro
OCYLLLeCTBSETCSA KCNOPT.

OcobeHHOoCTU:

® Bhirpy>atoTcs CUMMETPUYHbIE KU U NPUBaTHbIE Katoum RSA (BKatoUatoLme Takxke nyGanyHyro 4acTb).
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® O6dycKkaLma K Knroyam NPOLUMBKM MPU BbIrpy3ke He MPUMEHSAETCS.

Mepeiitn k CopeprkaHulo...

5.8. NomouwHWK

kTR RE
* *
* NMOMOWHMK *
- -

HEEEEREEXERERX.

BebepuTe onepauvw ANA BbINONHEHWA, BO3MOXHBIE BapWMaHThi:
® - Bwixop
1 - W3MeHeHWe npoduna NOMOWHMKA
2 - YpaneHue npoduna MOMOWHWKA
3 3KCNOPT [AaHHbIX NEepCoHaNAU3aLuK

JlepeBo MeHo 41 AaHHOTO pa3sena:

1. Bbixog,

2. N3meHeHve npoduaa NOMOLLHMKA
3. YpaneHve npopuaa NOMOLLHUKA
4. 3KCropT AaHHbIX NepCcoHaNmn3aLmm

[JaHHoe MeHto no3BosiseT paboTaTb ¢ NoMoLHMKaMK (MeperMeHOoBbIBaTb/yAansiTb/co3aaBaTb U SKCMOPTUPOBAThb
JAaHHble 1 T.M.).

5.8.1. UsmeHeHne npodunna NOMOLHMKA
MepermeHoBaHme npodus MNoMoLHKKa.
5.8.2. YpaneHune npodpunna nomowHnKa
YpaneHve npoduasa NomoLyHuka.
[onyuieHns n orpaHnmueHns:

1. Csazu npoduneit MOMOLLHNKOB OTCYTCTBYHOT, yAaNeHe BO3MOXHO B 000/ MOMEHT BPEMEHN.
2. YpaneHve normyeckoe, Kak B Apyrux CyLHocTsx (ycTaHaBamBaeTcs akTyanbHoe del_date Bmecto NULL).

5.8.3. dkcnopT AaHHbIX NepcoHaAu3sauumn

CucTema ocyLecTBAsET BbIGOP MO0 co3gaHme npoduns MNMomoluHmKa (c Tunom 1 - "personalization data"), a 3atem (c
NMOMOLLbIO 3TOr0 NPOdUAA) - MOATOTOBKY M IKCMOPT BCEX AaHHbIX, HEOOXOANMbIX A8 MEPCOHaAN3aLUN YNMOB B
cucteme KTS.

{D ﬂ,aHHbIl\/’I MOMOLWHUK O6'beAVIHFIET warn chefgyroumx otaenbHbIX CLUEHapUEB (CLI,eHapVIVI npeacraBneHbl B
nopsagke mx 6}'IOKI/IpOBKI/| Ha BPEMA BbINOJIHEHNA JAaHHOIO I'IOMOLLI.HI/IKa)Z
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1. Mposepka OTP (tecToBble BekTOpa Ans nposepku OTP-katouen ans 3aBoaa)
2. Jkcnopt danna Fusemap koHburypaumm Ha BBX (koHdurypaumm OTP-6uT unnos naptum ans

3anuncKn Ha 3aBoje Yepes BBX)
3. IKCNOpT KOHPUrypaumm tnna naptmm Ha BBX (koHdurypauma Tuna Maptum / Homepa MNaptun ana

BBX)
4. Skcnopt OTP katoyen (OTP-kaoUM YMNOB NapTUM ANA 3anncK Ha 3aBoge vepes BBX)

Mepeiitn k CopeprkaHuto...

© OO0 "MuT", 2023-2024

JokymeHTaums "Cuctema reHepaunm kntoueli Keys Generation System (KGS). PykoBogacTtBo nosib3oBatens” sBasetcs
06beKTOM aBTOPCKOro npasa. BocnponseeaeHne BCero NpounsBeseHns nam ar0bor ero Yactu Bocnpelyaercs 6es
MMUCbMEHHOrO pa3peLleHuns npasoobnasatens
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