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1. AHHOTaUMA

[laHHbIN JOKYMEHT AIBASIETCS PYKOBOACTBOM MO UCNO/b30BaHM0 "CuUcteMbl reHepauun katodelt Keys Generation
System (KGS)" (ganee no tekcty - KGS nam Cucrema). PykoBOACTBO coaepXuT obLyme cBeseHnsa O NPOAYKTe,

cucTeMHble TpeboBaHMs, OCHOBHbIE FpyMnbl 3a4ay, pelaemblix CUCTEMOM, NpoLeaypbl paboTbl C NPOrpamMMOiA.

[lOKyMeHT npeAHasHaueH A5 Nosb3oBaTtesieit, ocyllecTBastoLnx paboTy B KGS. PykoBOACTBO OpMEHTUPOBAHO Ha
nosib3oBaTesien, obaagarownx NoAPobHbIMU 3HaHMAMK O cnucteMe KGS, nMeroLwmx npakTMyeckme HaBblku paboTsl €
koHconbro (KVM) un ¢ FTP-cepsepoM. Nonb3oBatenn Ao0aKHbI UMETb A4OCTYM B 3aKPbITOE MOMELLLEHME, B KOTOPOM

yCTaHOB/E€Ha CnUcTeMa.

B cBA3M C MOCTOAHHbBIM COBEPLUEHCTBOBAHNEM NPOAYKTA, MOFYT UMETb MECTO He3HauuTe bHble
HEeCOOTBETCTBMA ONncaHms 1 GakTMueckoro GyHKLMOHNPOBaHWS/BHELLHEro BUAa NHTepdelica y KOHeUYHOro
nosb3oBaTensa, HE B/IMAIOLLME HA OCHOBHON OYHKLOHA.
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2. TepMVHbI 1 COKpaLLeHWs

* TepMuHbI, ncnosbsyemsble B nHTepdeiice KGS, nogpobHO onncaHbl B OTAENbHOM AOKYMEHTE, AOCTYN K

KOTOPOMY OrpaHUYeH.

TepmuH
ADEC
ADEC knrounm

Batch

Black Box

CAS

CAS KomaHgpbl
(CAS Commands)

CoT kntoum (chain-

of-trust keys)

Derived Key

OnpeaeneHune
TexHonorns AONOJHUTENBHOIO LWKGPOBaHMNA TPaHCMOPTHOro notoka (TS).
Kntoun, KoTopble NCMOABb3YHOTCA B aAroputMe JOMOAHUTENbHOTO windposaHua TS.

Mauka — cny>xebHbIN TEPMUH, MCNONb3yeMbI AN IOKaAN3aLMN NaKeTHbIX onepaLmii B
cucteme. Bce onepaumm, KOTopble NPOU3BOASATCS C UMMAMU, BHYTPU CUCTEMbI BbIMOJHAOTCS B
pamkax Kakor-ambo nauku. Mavkm Ncnonb3yroTcs Npy OTKaTe OTYETOB O MPOrpaMMUPOBaHUN

4yMnoB Uan NpomnseoacTea STB ycTponcTB.

CepBep nepegauu kitouen Keys Transfer Server.

C Toukm 3peHusa cucteMbl KGS, 31o BHelwHuiA cepsep ¢ Tvnom 'Black Box'.
Cwuctema YcnosHoro Joctyna.

KomaHabl ana B, CAS, ncnonb3syrotcs npu co3gaHum Mactep Kntouei.

Cesazb Mexay CAS KomaHgamu n onvcaHnem Mactep Kntoua - "oaMH KO MHOTUM™: AN151 O4HOM
KOMaHZbl MOXET MCMOAb30BaTbCA HeCKobko Mactep Katouel (Hanpumep, € pasHbIM
processing_type: _ENC n _MAC), Ho oanH MacTtep Kntou He MOXXeT UCMnoab30BaThCs

O4AHOBPEMEHHO ANA HECKOJIbKUX KOMaHA.

Kntoum, ncnonbyemble B Lienoyke secure boot unna gna nognucy n wndposBaHmA NPOLLMBKN
WAN reHepaLmm Npoun3BoAHbIX Karouei. Gaktnueckn GyHKLMOHaNbHOe Ha3HadeHne CoT
KaKoYa aHanormyHo "Knroyam npoLmBkmn®, oTanyaeTcs Toabko cnocob reHepaumm. CoT-

K/IOUM TEHEPUPYIOTCA Ha NepBOM WM BTOPOM ypoBHe uepes KDF u aeastotca "derived key".

Mpon3BOAHbIV KAtOY, paccumTaHHbI no anroputMy RK KDF.
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GS GROUP

DRM-kntoun

ECSA

ECSA knroun

Fusemap
KoHburypauma
(Fusemap Config,
FMQ)

HWRK-kntoun

Initialization
Vector (Takxe
initVector, Partner
V)

JTAG-knto4

KGS-UG

PeBusnsa: 1.0

My6anyHbIA - LO

Kntoun, reHepupyemeblie ¢ nomoLbro Initialization Vector u BeibpanHoro OTP-katoua.
Vicnonb3ytotca naptHepom (CnepaCodT) Ana NPOLMBKM B UTPOBbIE MPUCTaBKK, C LEeNbto
3alUMTbl KOHTEHTA Ha 6a3e NPon3BeAeHHbIX YCTPOCTB/UmMnoB. Ha 6aze 3Tux gaHHbIX (DRM-

katouu, Partner IV, OTP-kntou) napTHep reHeprpyeT COBCTBEHHYHO NECTHULYY KJTHOYEN.

TexHonornsa AoNOJHUTENBHOIO LWKGPOBaHNA KOHTPOAbHBIX cnoB (CW) ana anroputma CSA no

NlecTHULLe KtoYen.
Kntoun, koTopbiMu wingpyrotca CW.

MoapobHoe onvcaHune obnactn OTP-namMaTy Ymna ¢ agpecamu, NOJASIMU U UX pa3Mepamy,

BkAroyas OTP-kntoum n KOHPUrypaumoHHble BUThI.

Kntoum (public + private), ucnonbsyemblie B 1eCTHULE KatoUen. [eHepurpyroTcs (BMecTe ¢
DBMK-kntouamu) nogeuctemort KMI_FW_DBMK (ytunutori DBMK Generator), npuyem Ha ToMm

dr3myeckoM cepBepe, Ha KOTOPOM BYAYT NCMONb30BATHCA.

O6partute BHUMaHue! 31ech 1 fanee NCMOb3YHTCA BHYTPEHHWE CUCTEMHbIE
0603HaueHns KoMNoHeHTOB (Hanpumep, KMI_FW_DBMK). CootBeTcTBrE MexXay
Ha3BaHWAMMN KOMMOHeHTOB (noacuctem KGS) n BHyTpeHHUMN 0603HaYeHAMU
npvBeAeHo B AoKyMeHTe "CucTema reHepauum kntodert Keys Generation System

(KGS). ObLuee onuncaHme", B pasgene "Apxutektypa”.

Public HWRK-kntou, creHepupoBaHHbI Ha BHelHeM cepBepe, UCNob3yeTcs Npu 3KCropTe

darina kKoHdWrypaumm Ha 3TOT cepaep.

BekTOp MHMUMaNM3aLmMK - CneunanbHO reHepUpPyemMblil MaccuB AaHHbIX (16 6ant = 32
cumBona, B hex-popmarte), BMecTe ¢ MHAekcoMm OTP-kntoua MCNOAb3YyeTcs A8 MOATOTOBKM

DRM-kntoueli. 3HaueHne BEKTOPA YHMKaNbHO U MOCTOAHHO B paMkax [MapTHep+Tun napTum.

YHVKanbHbIA KAKOY, NPUBA3aHHbIN K Ynny (device). MpeacraBnset cobon cBOe0HPa3zHbIN
napo/ib, KOTOPbIV UCMO/b3YeTCA ANS TECTUPOBAHMA YMNMa, T.e. YMMbl C AaHHBIM KJIHOUOM

MCNONb3YHOTCA TONIbKO ANA TECTUPOBaHUA.
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KDF (Key
Derivation

Function)

KOF (key
obfuscation

function)

KVM-
nepekoYaTesb
(keyboard video

mouse)
LE-Habop

LE-6n0k

OTP Kaprta
kntouen (Keymap,
Takke OTP

keymap)

OTP-knrou
OTP Root key

OVDF
(obfuscation value
derivation

function)

KGS-UG

PeBusnsa: 1.0

My6anyHein - LO

®yHKUMA (NTOPUTM), FTeHEpPUPYIOLLLAs KU,

KDF npumeHseTcs:

® s reHepaumm JTAG kntova gas SRISC (tonbko ans Tuna Yctponctea = 'Secure SoC

GS2).
npw obdyckaumm OTP-katouen.

ans reHepaummn CoT Karouen.

CneuwnanbHaa GyHKUMA (M aAropuTMm), KOTopas AeNCTBUTENbHO "3anyTbiBaeT" 3HaveHuna OTP-
kntouen n ncnonbyet pesynbtat OVDF Kak BXOAHOW NapameTp 418 HEKOTOPbIX 3aay

(Hanpumep, B KayecTBe katoYa obdyckauum u T.4.). MoxeT bbiTb HacTpoeHa ana Buaa MapTun.

YcTpolicTBO, NpesHa3HauYeHHoe A/ KOMMYTaL MU O4HOrO KOMMJIEKTa YCTPOMCTB BBOAA-

BbIBOJa MeXAy HECKOJIbKUMUN KOMMbHOTEPAMU.

Habop kitoueit, xpaHALWMXCA B CUCTEME M MPUBA3aHHbIX K 04HOMY 13 Bugos MapTuid.

Baok saHHbIX, cogepxkalymin katoum kakoro-amnbo LE-Habopa, 3awmdpoBaHHble OAHUM K3
o6wmx OTP kntouer unna u cogep>kanin nHdopmaumto o Buae Maptun, nuaekce OTP

Katoua n noanunck SHA-256 ans Bcero 6aoka.

KapTa kntouen — KNtoUeBOW 31€MEHT, XapaKTepU3yoLWwMin onpeaeneHHbld Tmn ynna. Kapta

KArouel BCerga rnpumedasaHa K KaKOMy-iII/I6O TUMNy 4mnos 1 He CyLecTByeT BHE ero KOHTeKCTa.

KapTa kntouel, no cyTu, saBaseTcs aHanoroM fuse map c Tem oTmMumem, 4to Habop 31eMeHTOB
B KapTe K/touei MoXeT HbITb NOAMHOXeCTBOM fuse map, NOCKONbKY COAEPXUT TOLKO Te

3N1I€MEHTBI, A1 KOTOPbIX BbIMOJHAETCA reHepaLma 1 CoXxpaHeHne Katouein B cucteme.
Kntou, nepcoHannsmpoBaHHbin B OTP-namate (One Time Programmable memory).
OTP-kntoY, KOTOPbIN NCMONBL3YETCA TONBKO Kak KOPHEBOW KJIHOY B IECTHULIE KNHOYUEN.

CneuwnanbHas GyHKUMSA (M anropuTM), pe3ynbTaToM KOTOPOW ABJSETC HEKOTOpOoe
CreHepupoBaHHOE 3HaYeHMe, KOTOPOE, B CBOKO OYepesb, MOXET BbITb MCMOJIb30BaHO B
KayectBe 6a3bl / ktoua ana obdyckaumm (“3anyTbiBaHua") 3HaueHnn OTP-kntouelr. Cama no
cebe PyHKLMA He BbINONHAET 06dycKaLumnto, OHa TONbKO reHepUpPYeT 3HaUeHne Ans

MCMNOAb30BaHMA B peanbHbix GyHKLMAX 06dpyckaumm (KOF).

MoxkeT 6bITb HacTpoeHa ans Buaa Maptun.
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Pairing

PGP kntou
rnosib3oBaTens

(User key)

RK KDF

Sign Server

STB (Set Top Box)

STB Mogenb (STB

model)

Workflow (WF)

B4 CAS (CASDB)

Buga Maptum

BHewHW cepBep

(External Server)

BcnomoratenbHbie
Kntoum (AUX keys)

Knacc yctporicts

(Device class)

KGS-UG

PeBusnsa: 1.0

My6anyHbIA - LO

Pexxum CAS, obecrneunBatonin paboTty cMapT-KapTbl TONbKO C OAHUM KOHKPETHbIM

NPUEMHNKOM.

PGP-kntoy, ncnonbsyemsiin cuctemoit KGS ana WwimdpoBaHUa faHHbIX Npw skcnopte Ha FTP-

cepBep nan gelndpoBaHns Npu NMMopTe.

PGP-kntou moxeT 6bITb creHepunpoBaH B cucteme KGS (reHepupytoTtcs private + public yactm
kntoya) cimbo nmnopTtuposaH ¢ FTP-cepBepa (MMNOPTUPYETCS 1 XPaHWUTCA TobKO public-

4acTb KKOYA).
MpumeHeHne KDF k OTP-root-karouy nepes NecTHULEN KHOUei.

CepBep, OCyLLECTBAAOLWMI WINdpPOBaHME N MOAMNNCL NePesaHHbIX HAa HEro NMPOLUNBOK AS

NPVEMHVKOB.
PecvBep uunbpoBoro TeneBmaeHus.

Mogenb pecusepa LMPPOBOro TeNeBUAEHNS, B KOTOPbIV YCTaHaBANBAETCA

NepCcoHaNN3NPOBaHHbIN Yun.

rlyHKT KOHCOAbHOro MeHto KGS ¢ waramn, O6eCI'Ie'~II/IBaI-OLLI,I/IMI/1 BblIMO/IHEHWE TOIO NN NHOTO

npouecca paboTbl C KOHPUTYPALMAMUN CYLLHOCTER UAN KAOYAMU YNMOB.

CyLLHOCTb, BOKPYT KOTOPOW FpYNnUpPYOTCA NapaMeTpbl AN NOAJAEPXKKMN reHepaLmy,
XpaHEeHMWS 1 3KCMOpTa KAOYer A5 CUCTEMbl YCIOBHOTO AOCTyNa 3aaHHOM BEPCUM.
"YcnoBHas 6a3a gaHHbix CAS", a8 KOTOPOWM rOTOBATCA U 3aTeM 3KCMOPTUPYHOTCA KAOUU U

napameTpbl.
Cm. Tun Maptun.

Jlroboii cepBep, Ha KOTOPbIV 3KCMIOPTUPYHOTCA KAtOUM U3 cuctemMbl KGS.
BcrniomoratesibHble (auxiliary) kntoum, ucnosbayemble B paboTe BHELUHWUX YCTPOWCTB U CUCTEM.

Mogenb 4nna, B KOTOPbIV NPOLIMBaOTCS creHeprpoBaHHble KGS katouun.
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GS GROUP

Knroum npowwmekm
(Firmware keys, fw

keys)

Macrtep Kitou
(Mactep-kntou
CAS, Master Key)

Howmep Maptum
(Part Number, PN)

Ob6dyckauus
(Obfuscation)

Onepartop
(Operator)

Onucanue
Fusemap
KOHOUrypauum
(Fusemap config
decription, FMCD)

MapTtHep (Partner)

KGS-UG
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My6anyHbIA - LO

Kntou ans 3awmtbl NPOLMBKY U obecnedeHmns 6esonacHom 3arpy3ku MO umna (Secure boot).

Hekotopsble kntoun otHocatca K OTP keys, HekoTopeble He 3anuceiBatotca B OTP.

Bce kntouw, KOTOPbl€ NCNOABb3YHOTCA ANA LLII/ICI)pOBaHI/IFI n paCLIJI/ICprBaHI/Iﬂ NpoLWwunBKK, a
TakXe 4nd co3gaHna 1 NpoBepKn NoANMCU NPOLUMBKW. Kntoun NPOLWNBKKM MOTYT Kak

nepcoHan3npoBaTbCAa B YUIM, TaK N HE NMEPCOHaIN3MPOBaTbCA.

OCHOBHbIe K/IHOUM 3aLLmMTbI CAY>KeOHbIX coobLyeHmi CAS.

Kntoumn pasgenstorca no pyHkumm obpaboTkm (WndposaHme, NOANNCH) U agpecaLmm
coobLeHns (MHAMBUAYaNbHbIE, FpynnoBble, obwme ana Buaa MNaptun, rnobanbHble (06wme)

ana sksemnnapa CAS).

CyLHOCTb, KOTOpas XxapakTepu3yeT 3aKa3bl YAMOB y NPOW3BOAWTENS (Unn-BeHAopa). Kak
npaBuao, B YMnax UCrNob3yeMoe MMs NapTuK, BbirpaBnpoBaHHOe Ha kopnyce. B KGS

CYLLLHOCTb KPOME UMEHW MMEET BHYTPEHHUIA naeHTUdmKaTop.

B KGS nms 3agaeTcs nosib30BaTeNEeM Y MOXET He COBMasaTh C MapPKMPOBKOM Ha Yune.

Heobs3aTenbHas onepawms, NPUMEHSIETCS, eCAM UMM HE UMEET 3alUULLEHHOM 06aacT NaMsATy

AN1A XpaHeHnA KArOYen.

OnepaTop BellaHus, A8 TPaHCAALUN NPOrpaMM KOTOPOro MpefHa3HaueH Npou3BeseHHbIN
npuvemHuk (STB Mogenb). MoxeT 6bITb MpUBA3aH K Ynny B npoliecce paboTbl No dakTty

06paboTkM oTUETOB O Npomn3soacTBe STB-ycTpolicTB.

CywHoctb B KGS ana xpaHeHusa onucaHua FMC.

Mpown3BoanTENb HEKMNX YCTPOMCTB Ha NpounsBeseHHbIX KGS unnax (B 4aHHbIN MOMEHT Nog,
YCTPOMCTBaMU MoApa3yMeBatOTCA UTPOBble MPUCTABKK), KOTOPbIE UCMO/b3YHT NECTHULY

KatoYel, ocHoBaHHyo Ha OTP-katouax, creHepupoBaHHbIx cuctemoin KGS.
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Monb3oBaTtenb
(User)

MomoLLHWK
(Wizard)

MocTaBLumk
(Vendor)

Mpownssogutens

(Manufacturer)

Mpodurab RK KDF
(RK KDF Profile)

Pecypc (Resource)

[Monb3oBatenb cnctembl KGS. XapaktepumsyeTca MMeHeM, CUCTEMHBIM UMEHEM U BHYTPEHHUM
naeHTndrkaTopoM. Vims nosb3oBaTtens UCNONb3YETCA TONbKO A/ OTOBpaXKeHUs B cucTeMe,
CUCTEMHOE UMS UCMONb3YETCA ANS CBA3KM C YUYETHOW 3anuncbio Ha Processing Server u

FTP-cepBepe.

[ns Kaxzoro nosb3oBaTens B CUCTEME MOTYT ObITb 3arpy>KeHbl OANH MW HECKOJIbKO
oTKpbIThIX (public) PGP-kntouel (User keys), KOTopble MCNOb3YHOTCS NPU BbIrpy3Ke AaHHbIX

n3 cuctembl Ha FTP-cepaep.

AzmuHuctpaTtop KGS 3agaeT BceM ocTasibHbIM MOJIb30BaTENSAM MpaBa AOCTyMNa Ha OTAe/bHble

onepauun (Workflows) B cucteme.
"MomMoLHMK" Ana BbIrPY3KM AaHHbIX 13 KGS.

MoMOLLHMK PaKTUYeCKM NpeacTaBAseT COOON creLnanbHy0 onepaunto (MyHKT MEHHO),
KoTOopas o6beauHseT B cebe oTaenbHble onepauum (MyHKTbl MEHIO), UCNOJ/b3yeMble ANs

SKCNopTa AaHHbIX (HaanMep, ANnA nepcoHananmsauunm l—II/‘II'IOB).

npOI/I3BOAI/ITe}1b 4Mnnos..

MpownzsoanTtens STB ¢ nepcoHann3MpoBaHHbIMM YMnaMn. XapakTepmnsyercs HaMeHOBaHMeM
W BHYTPEHHUM UAeHTUPUKaTopoM. MponsBoanTeNb MOXET UMETb OAHY UAK Bonee Moaenei

ycTpolricte (STB Mogenb).

CneuwnanbHas CyLHOCTb, CO3AaHHas ana xpaHeHusa napametpos npoduns RK KDF. Mog,

npodunsmm RK KDF noHnmaetcs umeHHo Hactpoika KDF ans OTP Root Key B KGS.

Pecypcbl (06beKTbI), ncnonb3yemslie B KGS.
Bce pecypchl genarca Ha ciefytowmne KaTeropum:

1. FTP-connection. MNapameTpbl coeanHeHnii ¢ FTP-cepsepom: FTP_URL, port, login,
password.

2. Workflow. [lobaBneHune HoBoI onepauuu (MyHKTa MeHto) B KOHcosb KGS.
Vcnonb3yetcs ans naeHtudukaumm npouecca (workflow) B cucreme, ynpasneHus
npaBaMu Ha WX BbINOJIHEHWE /151 OTAENbHbIX MOJIb3OBaTeNel N TOUEUHOW HACTPOIKM
KaXkZ0oro npoLiecca ¢ NOMOLLbH HAaCTPOEYHbIX MapaMeTpPOB.

3. Component. [ogcucrtema B pamkax KGS. Mcnonb3yeTtca kak KOHTENHep 417 XpaHeHWs
HaCTPOEYHbIX MAPaMeTPOB, YTOUHSAIOLLMX PAabOTy KOMMOHEHTOB (HaNpuUMep, PEXUM

OTNaAKM AN KaXA0ro U3 KOMMNOHEHTOB).
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TecToBble KUY HewwndpoBaHHble 3HaueHUs katouelt (OTP root-katoueit n Katouein npoLwmBekm),

(Test keys) TpebytoLwnxca Ana TeCTOBbIX MapTUIA YCTPONCTB (Mmecmossix Budoe Napmuti) v NpUeMHWNKOB.

Tun MNaptum (Part | CywHocTb, KOTOpas xapakTepusyeT Habop obwmx OTP-katouen B umnax o4HOM NapTum: y
Type, PT, PTTP) BCEX UMMOB ofHON PT ogMHakoBble 0bLme Karoun. B umnax ncnosab3yertcst ToNbko

naeHtndukatop Buga Maptmm, B KGS Takoke ncnonb3yeTca noab3oBaTeNbCckoe Nms

He nytatb ero ¢ Homepom [MapTun.

Tun YcTpoiictea Tun umna. Xapaktepusyet Knacc ycTpoucTB.
(Device type)

CokpalieHne Pacwundposka
ADEC ADditional EnCryption

AUX Auxiliary

BBX Black Box

CAS Conditional Access System
CoT Chain-of-Trust

Ccw Control Word

DRM Digital Rights Management
ECSA Enhanced CSA

FMC Fuse Map Config

FMCD Fuse Map Config Description
ID Identifier

\% Inintialization Vector

JTAG Joint Test Action Group

KDF Key Derivation Function

KOF Key Obfuscation Funcion
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Keyboard Video Mouse
Link Encryption

Master Key

One Time Programmable
Obfuscation Value Derivation Function
Pairing Key

Part Number

Part Type

Part Type

Root Key KDF

Set Top Box

Transport Stream

Workflow

My6anyHbIA - LO
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3. Obwme cBeaeHus

Cuctema reHepauun kntoderi Keys Generation System (KGS) npesHasHaueHa ans paboThl C KaroYamu,
npoLnBaemMbiM1 B OAHOKPATHO NporpamMmmupyemMyto o6aactb Ymna B npoLecce ero nepcoHanmsaumu. Mporpamma
npeAocTaBaseT UHPPACTPYKTYPY, HEOOXOAMMYHO pa3paboTumkaM CUCTEM, UCMOJb3YHOLLMX NEPCOHANM3NPOBAHHbIE
kntoun. MporpaMmma peanvsyet MexaHW3Mbl reHepaLmy, 6e30MacHOro XpaHeHWs 1 3KCMopTa Katouen ans

BO3MOXHOCTU AaNbHEWLLETO X NCMOb30BaHUA B NMPOLIECCE NEPCOHANMN3ALMM YMTOB Ha MPOU3BOACTBEHHON NHUN.
Tun 3BM: IBM PC-cosmecr. MK; OC: Debian.
A3bIk nporpammupoBanms: C++, Python 3

O6buwwe ceegeHuns o Keys Generation System, Takve kak HazHauyeHue, PyHKLMOHaNbHbIE BO3MOXHOCTH, apXMTEKTYpa,
CXema pa3BepTbiBaHUA, MPUHLMN paboTbl, onncaHbl B AokymMeHTe "Cuctema reHepaunn kntoder Keys Generation

System (KGS). Obuee onuncaHue".

3.1. TpeboBaHMA K BBOAUMbIM AaHHbIM

Ha BBOZ AaHHbIX Yepe3 workflow (KMI_CONSOLE) n coxpaHeHune BBegeHHON nHdopmMaumm B b, cywiectytoT

orpanuyeHus. KGS Bo3BpaLlaet owmnbky AMHO He NO3BO/SET BCTaBUTh JaHHbIE B C/IEAYHOLLMX CAyYasX:

npw otnpaske 50 n 6onee cumeonos kupuaanupl (UTF-8);
npv Beoge 100 n 6onee cumonos natnHuLel (UTF-8);

npv BBOAE CMMBOAOB kKupuanunubl (ANSI);

npw Beoge 100 1 6onee cuMBONOB NaTUHMLbI (ANSI).

HecmoTpsa Ha BO3MOXHOCTb, B MHTepdeince KGS HE PEKOMEHAYETCA ncnonb3oBath KMpUAAULY NPU HAUMEHOBaHUN
06BEKTOB U CyLHOCTEW, MOCKObKY 3TV HAMMEHOBaHMNA YaCTUYHO UCMOb3YHOTCA B OTHeTaX, MOCTynaroLwmx ot
NPOV3BOAMNTENEN YNMOB U NMPUEMHMKOB, KOTOPble MOTYT BbITb PacrnooXeHbl B Apyroi ctpaHe. Kpome Toro,
Knpuanmua 3aHMmaeT 601bLLINMA 06beM AaHHbIX B CUCTEME W, TaKMM 06pa3oM, CHUXKAET AOMYCTMMOe KONNYECTBO
CUMBOJIOB NpW BBOAE. ECnn BBECTM 3HaueHWe, 6obluee YeM NO3BoOJIeHO B b/], TO nosBuTca owmnbka, T.e. cuctema KGS

HEe MO3BONT OnepaTopy 3TOro caenatb.

BBoas vMeHa ¢painioB (0COBEHHO NPU IKCMOPTE-UMMOPTE AaHHbIX), CeAyeT yunTbiBaTb pernctp ¢aina: 8 OC

cemelicTBa Linux file_ name v File. Name 310 fBa pa3HbiX UMEHM.

Mepeiitn k CogeprxaHutio...
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3.2. HactpoeuHble napametpbl KGS

,D,J'IFI Ka>a0ro mn3 Pecypcos, HEe3aBMCMMO OT UX TUMA, B CUCTEME MOXET ObITb COXpPaHeHO NPOon3BOJIbHOE KONNYECTBO

HaCTpOeUYHbIX NapaMeTPOB TUMa CTPOKa Uian 4ncio.

I'IapameTp MO>eT OTCYyTCTBOBATb B CMpPaBOYHKMKE, B 3STOM Cay4ae CHUTaeTCA, YTo noBegeHne CMCTEMbI COOTBETCTBYET

CNlyyaro, KOrAa OH MPUCYTCTBYET CO 3HaYEHUEM, KOTOPOE YKa3aHO Kak 3HaYeHne Mo YMONYaHMIO.

Bce nogaep>xuBaemMble HaCTPOEYHbIE NMapaMeTpPbl AN4 TeKYLLEero HanoaHeHunA Cucrembl, a Takxke nx npejgHasHaveHne

npuBeseHbl B JOKYMeHTe "PykoBOACTBO agMUHUCTpaTopa” (AOCTyn npesocTaBaseTcsa no 3anpocy).
[na HacTpoiikn NnapameTpoB HeEOOXOANMO:

1. B KMI_CONSOLE nepeiignte B CepBuC 1 HacTpoiiku -> Konpurypaums -> NsameHeHue napameTpa v
BbIGepUTE COOTBETCTBYIOLWMI Tun pecypca.

2. Ha akpaHe oTobpa3znTcs Tabauua napaMeTpoB JaHHOrO pecypca.

3. BeeauTe naeHtndmKatTop napameTpa, KOTopbiii Hy>XHO OTPesaKTUPOBaTh.

4. BBeAI/ITe HOBOE€ 3HayeHne napamMeTpa, HaxMmuTe Enter.

Mepeiitn k CopeprkaHuto...
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4. Pabota c nporpammomu

4.1. OrpaHnyeHus

4.1.1. Pa3zpelueHHble CUMBOJIbl

1. NMpu pabote B KMI_CONSOLE, Bo BCex 3anpocax No/ib30BaTe/IbCKOro BBOZa (KpoMe co3gaHus
/PeAaKTMpPoBaHMUA CYLLLHOCTEN - eCTb HIOAHChI, KOTOPbIE OMUCaHbI HUXKE), paspelleHbl: a-z A-Z0-9- _., @
() []1 v npoben.

2. B Ha3BaHuAX cywHocTen / MeHax Gannos (Mpv BBOAE MNOAb30BaTENEM):

a. 3anpelueHbl caegyrowme cumBosbl: » @ * & + =/ ;:\
b. Henb3s co3gaBatb 06beKTbI, HAUMHAOLWMECS Ha . (HAUMHAOLMECS HA TOUKY), B OCTaJIbHbIX C1y4asx
CUMBOJ . (TOUKA) - pa3peLLeH.

3. Mpobenbl B MMeHax $anioB 3aMEHAOTCA Ha NOAYEPKMBAHMWSA C BbIBOLOM COObLLEHUSA BUAA:

File name 'some name#!%$' contains forbidden symbols. New name is 'some_name___'

4. Ecnv BBEAEH HEBEPHbBIN CUMBOJ, TO NMOJIb30BATE/IHO BbIBOAUTCS COOBLLEHME C OLUNBKON:
Input contains invalid symbols. Please provide input again

5. B Ha3BaHusx CyLLI,HOCTelZ N NMeHax q)a|7|n0|3 PeKoOMeHAyeTCA NCNOoAb30BaTb TOJ/IbKO 6onblUNE N MaNble

_"wnpedbnc "-".

6. Mpw akcnopTe-UMNopTe AaHHbIX caedyeT yunTbiBaTb pernctp daina: B8 OC cemelrictsa Linux file_name u

NaTUHCKMe BYKBbI, UMdpPbI, NOAYEPKMBaHME

File_Name 310 fBa pa3HbIX UMEHWN.
4.1.2. PGP-wundpoBaHne nmnoptupyemsix ¢aiinos

Mpw pabote ¢ WF Pabota ¢ kntouamu OTP/npowmsku -> Umnopt karouenn OTP (ycrapeBwume STB), Pabora ¢
kntouamu OTP/npowmnBku -> [lo6aBneHue 3HaueH ana katouei npowmnsku (MMnopT) 1 UHTerpauums

CTOPOHHMX cnctem -> LndposaHume SSL-ceptndpukaros cuctema KGS BbIMOAHAET NPUHYANTENBHYIO

paclundpoBky MMNopTMpyeMbix $pannos Bcemm private PGP-karouaMu Bcex nosib3oBaTesied, KOTopble 3aHeCeHb! B

6a3y gaHHbix KGS. MpuHyanTtenbHas paclumdpoBka BbIMOAHAETCS HE3aBUCMMO OT pacluMpeHns UMeHU darna. Ecan

nMnoptTupyemMbl daiin He 3awMdpPoBaH Nan TpebyeMbln KNHOY He HalldeH, TO cMcTema BblacT ownbky, a WF 6yaert

npepBaHo.

B ocTtanbHbIX cayyasx daiibl, KOTOpble NaaHMpyeTcs nMmnoptTuposaTtb B KGS, MoryT 6biTh kak wudposaHbl PGP-
K/NHOYOM, TaK M He WndpoBaHbl UM: CUCTEMa onpejenseT HeobxoAMMOCTb PaCcLIMGPOBKMN MO PACLLMPEHNIO UMEHN

dalina.
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4.2. 3anyck nporpamMmeil

Ynpaenenue cuctemori KGS ocywectsasetcs ¢ koHcoan (KVM), pacnosoXeHHOM B 3aKpbITOM KOMHaTe ¢

OrpaHNY€eHHbIM JOCTYMOM.
4.2.1. ABTOMaTUUeCKUI 3anycK
[Ons 3anycka NnporpaMMbl HEOBXOANMO:

1. OTKpbITb KOHCOAb (KVM).

2. MponTtn aBTOpM3aL MO, BBEAS UMS NOJIb30BATENS U NapOoJb, BblAaHHbIE aAMUHUCTPATOPOM CUCTEMbI.
Mocne 3anycka KMI_CONSOLE oTtkpoeTtca rnaBHoe MeHo NporpaMmmbl.
4.2.2. 3anycK KOHCOJIM BPYUYHYIO
Ecnmn He HacTpoeH aBToMaTnueckuin 3anyck KMI_CONSOLE, To as 3anycka nporpamMmmbl HEO6X0AMMO:

1. OTKpbITb KOHCOAb (KVM).
2. MponTn aBTOPM3aLMIO, BBEAA UMA MOAb30BATENA U NapOb, BblAaHHbIE aAMUHUCTPATOPOM CUCTEMBI.
3. BbINosHWTL KOMaHAy:

a. AnAa 3anycka KOHCO/IM Ha PYCCKOM A3bIKe:

pyt hon3 /opt/kni/consol e/ km _consol e. py --1ang=rus

b. ans 3anycka Ha aHMIMIACKOM A3bIKE:

pyt hon3 /opt/km /consol e/ km _consol e. py --|ang=eng

Mo yMONYaHWIO NCMONBL3YETCA aHTNMNCKUIA A3bIK. T.e. eCan He yKazaTb napameTp --land=<rus/eng>, 10 byaet

3anyuieHa KOHCO/1b Ha AHIINACKOM s3blIKe.
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4.3. [naBHOE MeHH

4
5

=]

TECTOEHX VCTPOHCTE

IMoMOMmHEME

[naBHOE MeHtO nporpamMmmMbl COAEPXKUT chelyrolme NyHKTbI:

1. YnpaBneHwe.

Onepauuu ynpasneHus (1obasneHve/pegaktmpoBarue/yaaneHmne OnepaTtopos, MpounssoanTtenen, STB
Mogaeneii 1 1.4.).

Pa6ora c knrouamu OTP/npowmeku.

Pa6ora c oTuetamu.

YnpaBneHve BHEWHNMU cepBepamMu.

I/IH'rerpau,ml CTOPOHHUX CUCTEM.

o vk W

CepBM1C U HACTPOMKMU.

,ﬂ,aHHbIVI NYHKT rNMaBHOro MeHH JO0J/1XKEH ObITb AOCTyNneH TONbKO NoJib30BaTeNdaM C npaBamMn agMMHUCTPaTopa.

~

Kntoun ansa TectoBbIX YCTPOMUCTB.

8. NMomMoLwWHMK.

BbI6Op NyHKTa MEHHO OCYLLLECTBASETCA HaXKaTUeM COOTBETCTBYHOLLEN Lindpbl 1 BBoAa (Enter). Beixog 13 gouyepHux
MeHto / pabouwnx npoueccos (workflows) B rnaBHoOe MeHO ocyLLecTBaAsieTcs BbiIbopoM nyHKTa Beixog (knasumwa 0
), BbIXOJ, 13 rNaBHOMO MeHH0 (3aBepLueHne paboTbl) NporpaMMbl - BbiI6opom nyHkTa Bbixoa v noaTBepxaeHVEM
onepauuu (knaeuwa "Y"). Bbixog 13 rnaBHOro MeHo NPUBOAUT K aBTOMAaTUUYECKOMY 3aBepLUeHNo paboThbl ¢

CUCTEMOW.
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MpepbiBaHMe (OTMeHa) onepaLm OCyLLECTBASETCA HaXaTeM KombuHauum knaesuw Ctrl+ C.

4.3.1. lepeBO MeHIO
MeHH0 CTPYKTYpVpPOBaHO CliesytoumM 06pasom:

1. ¥YnpaBneHwve

a. Bbixog,
b. Onepatopsl
i. Bbixog,
ii. MonyueHue cnucka cylHocTen OnepaTtopsl
iii. JobaBneHwne cywHoctn OnepaTop
iv. VIameHeHwue cywHoct Onepatop
v. YaaneHue cywHoctn OnepaTtop
¢. BHewHwne cepsepbl
i. Bbixog
ii. MonyuyeHwne cnuncka BHelwHUx cepBepoB
iii. lobaBneHve BHelwlHero cepsepa
iv. 3meHeHne BHeluHero cepsepa
v. YaaneHue BHelwwHero cepBepa

d. Mpoussoautenu

i. Bbixog,
ii. MonyueHue cnucka cylHocTen MNponssoantenn
iii. JobaBneHwue cywHocTtn MNpounssoauTenb
iv. VIaMeHeHwue cywHocTtn MNponssoauntens
v. YaaneHuve cywHocTn Nponssogutens

e. STB Mogenn

i. Bbixog,
ii. MonyueHue cnucka STB Mogenei
iii. [JobaBneHne STB Mogaenn
iv. M3ameHeHne STB Mogenn
v. YaaneHne STB Mogenn
vi. [JobaBneHuve cBa3n STB Mogenn n Tuna Maptum
vii. YpaneHuve ceasn STB Mogenn v Tuna Maptun

f. MocTaBLwnkK

i. Bbixoa

ii. MonyuyeHune cnucka cyliHocTen MocTaBLLNKN
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iii. [jobaBneHue cywHocTu MocTaBLymk
iv. VI3MmeHeHwue cywHocTn MNocTaBLumK
v. YaaneHue cywHocTtn lNMocTaBLimk

g. Knaccbl yctpoiicts

i. Bbixog,
ii. MonyuyeHwve cnncka Knaccos YcTpoincTs
iii. JobaBneHne Knacca Ycrporicts
iv. N3meHeHne Knacca YcTponcTs
v. Ypanenve Knacca YctpoiicTs

h. OTP KapTbl kntoyen

i. Bbixog
ii. MonyueHue cnucka Kapt Kntouen
iii. JobaBneHne dnemeHTta KapTbl Kntouer
iv. Vi3meHeHne Koga Knrouen ans dnemenTta Kapta Knrouen
v. Ypanernvie dnementa KapTbl Knrouer
vi. mnopt Kapt Kntouein 13 darina

i. Homepa B naptuu

i. Bbixog

ii. MonyueHue cnucka Homepos MapTui
iii. flobaBneHne Homepa Maptun

iv. N3meHeHne Homepa lMapTum

v. Ypanenve Homepa lMapTtum

vi. YcraHoeka Tuna MapTtum

vii. imnopt KoHdurypaumm Fusemap GS2
viii. dkcnopt KoHdurypauum Fusemap GS2

j. Maptun

i. Bbixog
ii. MonyueHue cnucka Tunos MapTuii
iii. flobaBneHne Tunos MapTtuii
iv. VIameHeHwne Tunos MapTtuii
v. Ypanernvie Tunos MapTtuii
vi. [lobaBneHwve cBA3n Black Box k Tuny Maptun
vii. YpaneHwue cBssu Black Box 1 Tuna Maptunm
viii. YcraHoeka OVDF n KOF ans Tuna MapTtum
k. MapTHepbI
i. Bbixog

ii. MonyyeHwe cnucka MapTHepoB
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iii. JobaBneHwne MapTHepa
iv. VI3meHeHwue MapTHepa
v. YaaneHwve lMapTHepa
[. Kntoum npolumsku
i. Bbixog
ii. MonyueHune cnucka Kntouen Mpowwmekn
iii. JlobaBneHne onncaHna Kntoueri MpoLumnsku
iv. VI3meHeHwue koga Knrouen MpolumBeku
v. Ypanerue Knrouen Mpolumekum
m. BcrnomoratesnbHble Habopbl KNtoYei
i. Bbixog,
ii. MonyuyeHve cnncka Habopoe O6wmx BcnomoratenbHbix Knrouei
iii. JobaBneHne Habopos O6wmx BcnomoratenbHbix Kntouer
iv. V13meHeHne Habopos O6wwunx BcnomoratenbHbix Kntovei
v. YpaneHve Habopos O6wwux BcnomoratenbHbix Kntouer
vi. KonuposaHue Habopos O6wwumx BcnomoratensHbix Kntouein
vii. TeHepauus VIHanBuayanbHbix BcnomoratesnbHbix Knrouei
viii. O6bHoBneHne Knroyelt B Habope Kntouel
ix. mnopt ADEC/ECSA kntouen B Habope Obwux BcnomoratenbHbix Knrouei
n. YnpaeneHune B/ CAS
i. Bbixog,
ii. O6bbekTbl b/, CAS
1. Bbixoa
2. MonyuyeHune cnncka cywHoctent b, CAS
3. Co3spaHwue cywHoctn b/l CAS
4. N3meHeHwe cywHoctn b/ CAS
5. Yaanenwve cywHoctn bl CAS
iii. CAS b/l Mactep Kntouu
1. Bbixog
MonyueHune cnucka onncaHuin Mactep Knroua
Co3pgaHue onncaHusa Mactep Karoua
VI3meHeHne onncanua Mactep Kntoua
Ypanenve onucanns Mactep Knroua
Co3garue ceasm Mactep Knroua ¢ KopHebim Kitouom

Ypanenve cazm Mactep Kntoua ¢ KopHebim Knrouom

® N o v~ w N

VimnopT cBazeit Mactep Kntoueli ¢ KopHeBbiMy Kntouamu 13 daina
9. M3meHeHue cBaseit Mactep Kntoyein

iv. CAS KomaHgbl
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1. Bbixoa

2. MonyuyeHune cnuncka komaHg CAS

3. [JobasneHne koMaHabl CAS

4. N3meHeHne koMaHabl CAS

5. YpaneHne komaHabl CAS

v. CAS6 Tunbl 06paboTku

Bbixog

MonyyeHue cnvcka TMNoB 06paboTku

[JobaBneHne Tmna obpaboTku

M wnh o=

M3meHeHwne Trna o6paboTkm
5. YpaneHve tmna obpaboTkm
0. YnpasneHue npoduiem RK KDF
i. Bbixog,
ii. MonyuyeHune cnncka npodpuneri RK KDF
iii. JobaeneHne npoduna RK KDF
iv. V13meHeHne npoduns RK KDF
v. YpaneHve npodunen RK KDF
vi. JobasneHune cessn npoodmas RK KDF Profile ¢ OTP Kntouamu
vii. Ypaneruve casu npoduna RK KDF Profile ¢ OTP Knrouamu
viii. dkcnopT npodunen RK KDF Profile B daiin
p. Kondwrypaumsa Fusemap
i. Bbixog
ii. MonyueHune cnucka Fusemap KoHPUrypauuin
iii. flobaBneHne Fusemap KoHUrypaLmm
iv. M3meHeHne Fusemap KoHpUrypaumm
v. YpaneHnve Fusemap koHburypauyum
vi. [lobaBneHwve cBA3n Fusemap KoHOUrypaumm K HOMepy B naptuu
vii. YaaneHuve ceasn Fusemap KoHOUrypaumm ¢ HoMepom B NapTum
viii. Skcnopt Fuseamp daiina KoHPUrypaLmm nonb3oBaTento

2. Paborta c kntouamm OTP/npoLumBekm

Bbixog

S

Co3paanune OTP katouen

Skcnopt OTP kntouel

JKCNopT UHAMBUAYaNbHbIX (JTAG) katouein

DKCNOPT yHUKanbHbIX kKatouen (OTP) ans oTaenbHOro yCcTponcTea
VimnopT kntoueli OTP (yctapesLuve STB)

[Mpoeepka OTP

> Q@ - o 2 n

[obaBneHne 3HaYeHWI ANs KAOYen NPOLIMBKN
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i. DKCMOPT KAroYern NpoLwwmnBkM Ha Sign Server
j. DKCMOPT KAtOUElr NPOLLUMBKM NMOCTABLUMUKY
k. Skcnopt danna Fusemap koHourypaumm Ha BBX

3. Paborta c otuetamu

a. Beixog

b. Vimnopt oTueTta 0 nporpaMmmnpoBaHmm

¢. Imnopt otueta o npoussoactee STB

d. OTmeHa nmnopTa

e. Co3faHne oTyeTa O COCTOAHUM

f. MHbopmaumsa o nponssosctee STB

g. MonyyeHwne crnuncka 3abN0KMPOBAHHbIX YCTPOUCTB ANs MapTUn
h. 2KcnopT TekyLLMX CTaTycoB YCTPOMCTB AN TUMa napTum

i. DKCMOPT UCTOPUK CTaTyCOB A5 BbIOPaHHbIX YCTPOUCTB

j. Co3paHue oTyeTa O COCTOAHMM B2

4. YnpaBneHve BHELLHVMW CepBepamm

Bbixog

S

Co3aaHue NeCTHULbI KNoYel ANs BHELLHero cepaepa
DKCNOPT NIECTHWLLbI KNHOUEN ANs BHELLHEro cepBepa
JKCnopT KoHdUrypaumm naptnm Ha BBX

SkcnopT BBX koHbUrypaumm nocraBLumky

-~ ® 2 n

DKCNopT KOHGUrypaLmmn Katouei NPoLLUMBKN Ha CEPBEP MOAMMUCK
g. WndpoBaHne AaHHbIX C MOMOLLbIO NeCTHULbI Katoyen TDE

5. VIHTerpaymsa CTOPOHHUX cnctem

a. Bbixog

b. WundposaHwne SSL-cepTndmrkaToB

c. Moarotoeka DRM kntouen

d. SkcnopT 06LKMx BCMOMOraTeNbHbIX KAtouein

€. DKCropT MHAMBUAYaNbHbIX BCMIOMOraTeNbHbIX KAtOYel
f. DkcnopT kntoyert Ha CAS B/

g. MoarotoBka DRM kntouelt U3 BHELLHEro crncka

h. 3kcnopt mactep katoyer Ha CAS DB

6. CepBWuC 1 HaCTPOKM

a. Bbixop

b. 3kcnoprt noros

¢. MonHoe pe3epBHOe KOMMpPOBaHMNe
d. Monb3oBaTtenun n paspeLleHns

i. Bbixog
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ii. MonyueHune cnucka nonb3oBaTenen
iii. [JobaBneHne KOHEUYHOro noJib3oBaTess

. [JobaBneHVe BHELIHEro Noib3oBaTens

V3meHeHWe vMeHW nonb3oBaTess
YaaneHune nonb3osatens

BbigaTb goctyn k Workflow
Orto3Batb goctyn k Workflow

Pazbnoknposatb Workflow ans nosb3osatens

e. PGP Kntoum NMonb3osatens

Vi.
Vii.
viii.
iX.
X.
Xi.

Xii.

Bbixog
MonyueHune cnucka katouei

MMnopT oTkpbIThIx PGP katoven

. Co3gaHve napbl PGP kntouei

JKcnopT oTKpbIThIX PGP kntouei
Yananexne PGP kntoua

MonyueHune cnucka rpynn PGP Knrouen
[ob6asnenwne rpynnbl PGP Kntouel

Ypanenue rpynnbl PGP katoyel

MonyueHwne cnucka ceazert rpynnel ¢ PGP Kntouom

Cosganue casm rpynnbl ¢ PGP Karouom

Ypanenve ceasn rpynnel ¢ PGP Kntouom

f. KoHdurypauus

i.
ii.
jii.
iv.
V.
Vi.

Vii.

Bbixos

Co3gaHve pecypca

VI3meHeHwne pecypca

YpaneHve pecypca

MonyyeHune cnvcka NapameTpoB
[JobaeneHne napametpa

VIameHeHre napameTpa

7. Knroum ans TeCToBbIX YCTPOWUCTB

a. Bbixog,

b. SKkcnopT TeCTOBbLIX KOPHEBbIX KAHOUEN

C. 3KCI'IOpT TECTOBbIX KAHOYEl NPOLWnNBKN

8. MNomoLHmK

a

. Bbixog

b. N3meHeHre npoduas nomMoLLHMKa

C. YpaneHue npoduis NOMOLLHMKA

d

. 3KCﬂOpT AaHHbIX NepCcoHanmsaynm

My6anyHbIA - LO
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Mepeiitn k CogepkaHuio...

4.4. MHorononb3oBaTenbCcknin pexkum n 61oknpoeka Workflows

B KMI_CONSOLE ncrnonb3yetcs MHOFOMOJ1b30BaTENbCKUA PEXMM: B KOHCOM MOTYT paboTaTb OAHOBPEMEHHO
HeCKoJIbKO NoJsib30oBaTesiei (MoAb30BaTeNN NOAKNHOYAKOTCA K KOHCOAN yaaneHHo, Hanpumep, no SSH). Ecav oanH
nosb3oBaTesb paboTaet B workflow, To ykasaHHbIn WF 6yaeT 3abnokupoBaH Aas Apyrvx noab3osateneid. o

OKOH4YaHWK paboTbl nosb3oBatens ¢ WF 61okvpoBka cHMMaeTcs.

Ecav npu nonbiTke BOWTU B MeHO YripaBaeHue (BoobLue) nnbo 3anyctuts nroboe apyroe workflow 2 n 6onee
HW3KOro ypOBHA (Hanpumep, BonTU B PaboTa ¢ katovamu OTP/NpoLumBKM 1 NONbITaTbCA 3aMyCTUTb NHO6OMN MyHKT

MeHH0, Kpome "Bbixog") nonb3oBaTento BblaeTca coobleHne Buaa:

Error: Workflow #<workflow_ id> is |ocked by user <username> at <date> <tinme>. Please, try later...

, TO 370 03HauaeT, uto Workflow B AaHHbIN MOMEHT MCMOABL3YETCA APYTMM NOJIb30BATENIEM.
PekomeHgaummn B cnyyae 610kmpoBkn WEF:

1. MogoxaaTb HeKOTOpoe BpeMa 1 MOBTOPUTL NOMbITKy gocTyna K WF. Bpema oxungaHna onpegenaercs
cy6beKkTMBHO: Nepuog ncnoaHeHns WF MOXeT CUIbHO pa3nnyaTbCs B 3aBUCUMOCTU OT UX TUMNa W BBEAEHHbIX
AaHHbIX (Hanpumep, KOANYeCTBa KIoUen B Ciyyae reHepauum).

2. Bo3moxHa cutyaums, koraga WF octaetcs 3a610KMpOBaHHbIM B TEUEHUE ANUTENBHOMO BpeMeHW. Bo3aMoxHble
NPUYMHbI:

a. WF elLe He 3aKOHUMIO BbINOAHEHWE onepauuy (HanpruMep, reHepaLma OrpoOMHOro KOM4YecTBa
Kntouen).
b. Mosb3oBaTesb NOC/E BLINMOJHEHMSA Onepaunn He Boiwen n3 workflow.
¢. Nonb3osatenb npepsan BbinosHeHne workflow, Haxas Ctri+Z.
3. MNocneaytoline fercTBUA NPENPUHMMALOTCA, €CAN NePBbIA CNocob He cpaboTan:

a. Ecnm ectb BOZAMOXHOCTB, CBA3ATbCA C NOJIb30OBaTENEM, 386J'IOKI/IpOBaBLIJI/IM WE, n pewnTb I'IpO6J'IEMy.

O BAXKHO! MpuHyanTensHaa pasbnokunposka workflow (cm. nprBeseHHble HixKe cnocobbl,
0cobeHHO ¢ nomoLbto nepesanycka KMI_FW_DAL) MoXeT MMeTb HeraTuBHbIE NMOCAEACTBUS.
Hanpumep, oAHUM 13 NOCNEACTBMIN MOXET bbiTb NosBaeHWe B b/l AaHHbIX, KOTOPbIe HUKaK

HE€JIb3A NCNOJIb30BaATh.

b. O6patnTtbcs K agmumHuctpatopy KGS. MocneaHui, ncnonssys WF “Paszbnokunposats Workflow ans

nosb3oBatens”, paz6baokmpyet WF.
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{D Ecan agmuHucTpatop KGS npepseT BbinosHeHne WF Paszbnokuposats Workflow ans
noab3oBatens, Haxas Ctrl+Z, To gaHHoe workflow 6yaeT 3abnoknposaHo ans BCEX

nonb3oBaTenel (B T.U. U 4ns camoro agMmuHuctpatopa KGS).

Paz6noknposatb WF "Pazbnokuposats Workflow ans nonbsoBatens” MOXHO, TO/IbKO

nepesanyctuns cay>xx6y KMI_FW_DAL.

c. Ecau He ypaetca pewntb npobaemy ¢ nomowbio WF "Paszbnokunposate Workflow ans nonb3osartens”,

aaMUHUCTpaTOp nepesanyckaeT cyxody KMI_FW_DAL.

{D Mepe3anyck KMI_FW_DAL BbinonHset Tonbko agMuHuctpatop KGS 1 Tonbko B KpaiHem

cnyvae.

Mepeiitn k CopeprkaHuto...
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5. OnncaHune workflows

® B obuiem Buae pabota ¢ workflow ocyliecteasietcs caegyrowm o6pasom:

1. Beibpatb workflow. Hanpumep, ecan Tpebyetcs BbinonHUTL “[lobaBneHune cywHoctn Onepatop
(pacnonoxeH B pasgene "YnpasneHue", nogpasaen "Onepatopbl” - cM. "[lepeBo MeH0"), TO
MepeiTn B YnpaBneHue -> Onepartopsl -> Jlo6aBneHune cyuwHoctn Oneparop.

2. Cneposatb nogckaskam workflow, otobpaskaeMbIM Ha 3KpaHe.

3. B cnyuae ycnelHoro BeINosHeHWs - HaxaTb Enter, 4ToObl BEpHYTLCA B I1aBHOE MEHIO.

5.1. YnpaBneHwne

ﬂ'ﬂﬂ BXOJa B MEHHKO yrnpaBJeHUNA HeO6XO,£I,I/IMO B rNMaBHOM MEHH Bbl6paTb anaBneHMe.

4
5

[a g}

o |

[JlepeBo MeHo ANs AaHHOTO pasjena:

1. Bbixog
2. Onepartopsl

3. BHelwwHue cepsepbl
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MNMpoussogutenn
STB Mogaenn
MocTaBLymKm

Knaccbl ycTpoiicTs

®© N o v s

OTP Kaptbl Kntoyeit
9. Homepa B naptum
10. MapTtun
11. MNapTHepsl
12. Kntoun npoumskm
13. BcnomoraTenbHble Habopbl kKatouen
14. Ynpasnenue b/, CAS
15. ¥YnpaeneHve npopunem RK KDF
16. KoHdurypauma Fusemap

C NOMOLLbIO aHHOTO MEHIO OCYLLLECTBAAETCA yNpaBaeHne 1 HacTporika faHHbix B b/l KGS (cBegeHuns 06 onepatopax,

Npon3BOAUTENAX, NAPTUAX KArOUen u TA)

Cnuncok BO3MOXHbIX onepau,vll7| npueegeH B Nojgpasaesax Huxe.

p

(D C nomolLLbto MeHo "YnpaBaeHue" ocyLecTBASETCA BBOJ, AaHHbIX B 6a3y gaHHbIX KGS, a Takxe ycTaHOBAeHME
3aBUCUMOCTEN MEXAY 3TUMM AaHHbIMWU. HacTpoika cucTeMbl € MOMOLLBHO "YNpaBaeHMe" OCyLLeCcTBASETCA B
MepBYy0 OYepesb: MPY OTCYTCTBMU OMNpPeAeseHHbIX 3aBUCMMOCTEN MEXAY AaHHbIMW OCHOBHble onepauun KGS
(HanpuMep, reHepaLms 1 3KCNOPT KAHOYUEn, reHepaLMa OTYETOB) He ByayT BbIMOAHATHCA UAU BbINMOJAHATLCSA C

OLLUNBKON.

5.1.1. Oneparopbi

JlepeBo MeHo 41 AaHHOTO passena:
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Bbixoz
MonyyeHune cnuncka cyliHocten Onepatopsl
[JobaBneHwne cywHoctn Onepatop

N3meHeHume cywHocT OnepaTtop

ik wen o

Ypanenve cywHoctn Onepartop

5.1.1.1. MonyueHune cnucka cywHocteli Onepartopbl
[MpocMOTp CcnrcKa CyLecTBYOLWNX onepaTopos.
5.1.1.2. lo6aBneHune cywHoctn OnepaTtop
[JobaBneHne HOBOro ornepaTopa B CUCTEMY.
5.1.1.3. 'ameHeHme cywHocTn Onepatop
VI3meHeHVe MMeHM CyLLecTBYHOLLEero onepartopa.
5.1.1.4. Ypanenue cywHoctn Onepatop

YpaneHve onepatopa u3 Cuctembl.
OrpaHunuyeHus:

* Ecan ANnAa JaHHOro onepartopa 6bin nponsseseH XoTa Obl OAVH NMPUEMHUK (I/I Obin o6pa60TaH

COOTBETCTBYHOLLMIA OTHET O MPOU3BOACTBE), YAaneHue cyHocTn OnepaTtop 6yAeT HEBO3MOXHO.
Ecnm ectb cywHocTb "B, CAS", npuBs3saHHas k BbiIbpaHHOMY onepaTopy, TO yAaneHune ornepaTtopa byaet

HEBO3MOXHO.

Mepeiitn k CogeprkaHuio...

5.1.2. BHewHue cepBepbl

BufepuTe O
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[JlepeBo MeHIo ANs AaHHOTO pasjena:

Bbixoz

MpocMoTp cnuncka BHelHNx cepBepoB

1

2

3. [JobaBneHne BHelwlHero cepeepa
4. N3meHeHne BHelwHero cepeepa
5

. YpaneHune BHeluHero cepsepa
5.1.2.1. MpocmoTp cnucka BHelmHnx cepBepoB
MpocmoTp cnmcka CyLLEeCTBYIOLLMX BHELLHUX CEPBEPOB C YKka3aHueM mx Tuna (Black Box, Sign Server, Generic).
5.1.2.2. JobaBneHune BHeluHero cepBepa
[JobasneHne HoBoro BHelHero cepsepa.
5.1.2.3. ameHeHue BHeluHero cepBepa
Vi3mMeHeHre nmMeHn cylecTtsytolero BHelHero cepsepa.
5.1.2.4. YpaneHne BHewHero cepBepa
Ypanernue BrewwHero cepsepa 13 Cucremsl.
OrpaHunueHus:

* yAaneHme HEBO3MOXXHO, eC/in ANnA BbI6paHHOFO BHewHero cepBepa 6bin nponseeleH XoTa Obl OAHOKpaTHbII;I

3KCMOPT KAtoYen, MMbo ecTb NpuBA3Ka Mexay BHewHWM cepBepom v Kakmm-1n60 Bugom MapTun.
Mepeiitn k CogeprkaHuio...

5.1.3. MpousBoagurtenn
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[JlepeBo MeHIo ANs AaHHOTO pasjena:

. Bbixoga

. I'Ionyqume Crnncka CyLLI,HOCTeI7I |_|pOVI3BOAVITeJ'IVI

1
2
3. [obasneHune cywHocTtn MNpounssoguTens
4. VIameHeHue cywHoctu NponssoaunTens
5

. YpaneHwue cywHoctn [Npoussoantens
5.1.3.1. NonyueHwne cnucka cywHocTen MNpounssoautenm
MpocmoTp cnmcka cyLecTBytoLWmMX B cucteme Mponssogutenei.
5.1.3.2. lobaBneHue cywHoctn MpounsBogutens

[JobasneHne HoBoro MpounzsoanTtens B Cnucremy.

5.1.3.3. MiameHeHue cywHocTtn Mpoussoantenn

M3meHeHne nmenun Bbl6paHHOFO I'Ip0|/|3Bop,v|Te/m.

5.1.3.4. YpaneHwue cywHoctm NMpounssogurens
Ypanenve MNpounssogutensa n3 Cucremsl.
OrpaHuuyeHus:

* yAaneHme HEBO3MOXXHO, eC/in ANnA Bbl6paHHOFO |_|pOI/I3BO,£I,I/ITeJ'IFI CyulecTByeT XOoTa Obl OAHa aKTnBHasA STB

Mogpenb.

Mepeinitn k CopeprkaHuto...
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5.1.4. STB Moaenu

4
5

[a)}

[lepeBo MeHo ANs AaHHOrO paszena:

Bbixoa

MonydyeHune cnvcka STB Mogenen
[JobasneHne STB Mogenun
V3meHeHune STB Mogenn
Ynanenne STB Mogaenn

[Job6asnenwne casn STB Mogenn n Tuna MapTum

No v s WD

Ypanenve cazu STB Mogenn n Tuna Maptun

[JlaHHOe MeHo no3BosifeT J06aBAATb / U3MEHATL / YAaNATb MOAENN MPUEMHUKOB LMdpPOBOro TenesnseHus (STB

Mogenen).

@ STB Mogenn foaKHbl 6bITb MPUBA3aHbI K KOHKpeTHOMY Nponssogutento (Manufacturer Id).

5.1.4.1. NonyueHwne cnucka STB Moaenen

MpocmoTp cnncka STB Mogeneli, npuBsa3aHHbIX K BblIOpaHHOMYy [pousBoautento.

5.1.4.2. Jo6aBneHue STB Moaenun
[Jlo6aBneHne HoBoI Mozenn npuemMHmka (STB Mogaenn) ans BbibpaHHoro MNMpounssoanTens.
OrpaHunuyeHus:

[ J

oaHa Mogenb (STB Mogenb) MoxeT 6bITb NpUBA3aHa TOAbKO K 0gHOMY [pounsBogutento.

5.1.4.3. NameHeHune STB Mogaenn
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MN3meHeHne nmenun STB Mogenw.

5.1.4.4. YpaneHne STB Mogaenn
YpaneHve mogenv npuemMHuka ns Cuctemsi.

Oco6eHHOCTU M OrpaHNUYEHU:

d YaaneHne HEBO3MOXHO, eCau Ans Bbl6p3HHOI7I Moaennm XoTd Obl O4HOKpPAaTHO 6bl1a npowuseejaeHa 3arpyska um

obpaboTka oTyeTa O NMPON3BOACTBE.
Ecan STB Mogenb 6bina npueazaHa k Buay MapTuu, To npu yaaneHnn Mogenmn npuemMHuKa 3ta cBasb

yfanaeTcs aBToMaTnyecku.
5.1.4.5. lobaBneHune cBsasn STB Mogenn 1 Tuna Maptun
Mpuesaska STB Mogenn k Bugy Maptun.
HeobxoanMeble ycnosus:

[MpounssoauTtens.
STB Mogaens.
Knacc yctpoticts.

MocTaBWuK, NpuBA3aHHbIN K Knaccy ycTpoicTs.

Bua MapTtum, npmuBasaHHbIN K Knaccy yCTpOWCTB.

(D OcobeHHocTM cBA3n "STB Mogenb" <-> "Bug MNapTumn": MHOrMe Ko MHOMMM, 6e3 orpaHuyeHunin. Hanpumep,
MOXHO NpUBA3aTb OAHY U Ty Xe mozenb STB (STB Mogenb) 6onee uem 2 pasa Kk pa3HbiM Bugam MapTuii
pa3HbIx KnaccoB yCTPONCTB, TakxKe MOXHO npuBs3aTh o4HY STB Mogenb K HeCKONbKMM pa3HbiM Bugam

MapTnii ogHOro 1 Toro >ke Knacca ycTpouncrs.

5.1.4.6. YpaneHnue cBa3u STB Mogenu n Tuna Maptun
OtBaska STB Mogenun ot Buga MapTtun.

HeobxoavMble ycnoBus:

® STB Mogens, npusasaHHas K Buay MNaptuun.

®  Knacc ycTpoitcTs.

® MocraBuyik, NprBA3aHHBIN k Knaccy ycTpoiicTs.

® Bug MapTuu, NnpuBsA3aHHbIN K Knaccy ycTponicTs.
OrpaHunuyeHus:
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® Ecnu ans BbIGpaHHOI Napkl "STB Mogenb” - "Bug MapTun® yxxe 3arpyxeHbl OTYeTbl O NPOU3BOACTBE

NPUEeMHNKOB, TO yAaJieHne CBA3N MeXay HUMN HEBO3MOXKHO.

Mepeiitn k CopeprkaHuto...

5.1.5. MNocraBwmkmn

A BIM K2

[lepeBo MeHto ANs AaHHOTO paszena:

Bbixoa

MosyyeHne cnmncka cyliHocTen MocTaBLLnKN

1

2

3. [obaBneHwne cywHocTv MNocTaBLUmK
4. N3meHeHWe cywHocT MNocTaBLmk
5

. YaaneHwe cywHoctu NocTaBLymk
5.1.5.1. MonyueHune cnncka cywHocten MNocraBmkn
MpocmoTp cnncka cywectsyrowmx MoctaBuwymkos (vendors).
5.1.5.2. lobaBneHne cywHocTh MocTaBLumnk

[JobasneHwne MNocTaBLymka.

5.1.5.3. ameHeHue cywHocTn MocTaBLmk

M3meHeHne nMmeHun CyLleCTBYHOLWEro nOCTaBLLI,I/IKa B Cucreme.

5.1.5.4. Ypanenwue cywHoctm MocraBlumk
Yaanenue lMoctaBwmka n3s Cuctemsl.

OrpaHuueHus:
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YaaneHvne HEBO3MOXHO, eC/in A1 BbIbpaHHOro MocTaBLuUmKa CyLLecTByeT XOTs 6bl O4MH akTyanbHbIA Knacc

YCTPOWCTB.

Mepeiitn kK CopepkaHuio...

5.1.6.

Jepes

1

2
3.
4
5

Knaccbl ycrpoiicT

0 MEHH0 A/1A AaHHOTo pasgena:

Bbixopg,

MonyueHune cnmcka Knaccos YcTponcTs
[JobaeneHne Knacca Yctponcts
N3meHeHune Knacca YcTponcts

. Ypanenvne Knacca YctpowcTs

[JaHHoe MeHto No3BosAeT 06aBAAThL / U3MeHATb / yaanAaTe Knaccbl yCTpONCTB.

0]

Knaccbl unnoB fomKHbI BbITh MPUBSA3aHbI K KOHKPETHOMY [TOCTaBLLMKY.

5.1.6.1.

MonyueHune cnncka Knaccos Yctpoiicts

MpocmoTp cnncka Knaccos yctponcts. OTobpaxkaeTcs CMCOK CyLLECTBYHOLLMX KAACCOB, UX TUM U COOTBETCTBYHOLLINX

UM nocTaBLUnKoB (rpada MNocmaswjux).

5.1.6.2.

[o6aBneHne Knacca Yctpoicts

[HobasneHne Knacca yctpowcts B Cuctemy. OanH Knacc ycTporcTB MOXET COOTBETCTBOBATb HECKOJIbKUM

[MocTaBLumKam.

5.1.6.3.

MN3meHeHue Knacca YcTpoiicts

MN3meHeHne nmerun Knacca ycTpoicrs.
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5.1.6.4. YpaneHue Knacca Ycrpoiicts
Ypanerue Knacca yctporicts 13 Cuctemol.
OrpaHunueHus:

®  YjpaneHue HEBO3MOXHO, eCN ANA BbIGPAHHOTO TMMa UMMOB ecTb akTyasbHas Kapta Katouei, Bug Maptum

nan Homep Maptum.
Mepeiitn k CogeprkaHuio...

5.1.7. OTP Kaptbi Kntouen

4
5

[lepeBo MeHo ANs AaHHOrO pasjena:

Bbixoa

MonyuyeHne cnucka Kapt Karouer

JobasneHne dnemeHTa KapTtel Kntoyein

3meHeHmne Koga Kntouen ans dnementa Kaptbl Kntouen

YpaneHve dnemeHta Kaptbl Karouen

o vk W=

Nmnopt KapT Knrouen ns darina

[JaHHoe MmeHto no3BosifeT co3gaBatb/yaanate/npocmatpusate OTP KapTbl katoyer, a Takxke pesakTMpoBaTh

Ha3BaHUA KJIOYen.

5.1.7.1. MonyueHune cnucka Kapt Kntouen
MpocmoTp cnncka Kapt Kntouei.

OcobeHHOCTU OTOBPaXKEHUS AaHHBbIX:
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5.1.7.2.

Monsa 'Mpowuska' v 'Xapakmepucmuku' 3aN0NHAKTCA TOAbKO Ana Knrouen npowmsku. B cryyae root key
CTaBUTCA Npoyepk "-".

Mone 'Xapakmepucmuku' 6yAeT 3an0HEHO TONBKO B TOM C/ly4ae, eC/n BbiNoHeHa npuBaska Kitoua
npowwmekm k OTP Kapte Kntouen.

lMpowiueka - dnar, onpeAensitoLL i, Hy>XHO ax 3alwmnTb Koy npowmeku anbo ero vactb B OTP (=Yes).

Xapakmepucmuku - NapameTpbl Karo4a NPOLUMBKY, Bbirpy>kaeMoro npwm akcrnopte B OTP.

[JlobaBneHvie InemenTta Kaptbl Kntouen

Job6aeneHne KapTbl Kntoueli B Cuctemy.

Heobxoaumeble ycnosus:

5.1.7.3.

Hannune xota 66l ogHoro MNocraslmka (cM. JobasneHue cyuHocTH MNocTaBLLyK).

Hannune Knacca yctpoiicTs, npuBasaHHoro k MocraBuuky (cm. JobaeneHune Knacca YcTponcTs).

N3meHeHue Koga Kntouenn ana dnementa Kaptbl Kntoueii

VIameHeHWe Ha3BaHus katoyeli B Kapte Kntouei.

5.1.7.4.

YpaneHue dnemeHTta Kaptbl Kntouei

Ypanerve kntouel 13 BoibpaHHon KapTbl Katouen.

OrpaHuueHus:

5.1.7.5.

M3mMeHeHwWe KapTbl KAKOUel CTaHeT HEBO3MOXHO NOC/e TOro, Kak byaeT npoBeAeHa NepBUYHan reHepaLus

Kntouen.

Wmnopt Kapt Kntouein ns daiina

Cuctema ocyuiectsaset umnopt danna c kaptor OTP-kntouen ¢ FTP-cepBepa, npoBepky dopmaTta v (B ciyyae

ycnexa) coxpaHeHue 3HauveHus B b/l ansa BbibpaHHOro Knacca yctpoicrs.

®aiin MMNopTUPYeTCA 13 Nanku in TeKyuiero noas3osatens Ha FTP-cepsepe.

OcobeHHOoCTU:

Mpn NOBTOPHOM MMMOPTE YXKe UMEIOLLMECS KIHOUM B KapTe ByAyT MPOUTHOPUPOBaHbI MO MHAEKCY C
COOTBETCTBYHOLLUM COOBLLEHNEM.
COOTBETCTBEHHO, MMMOPTUPOBATh KapTy KAOUe MOXHO U MO YacTaM (HanpvmMep, OCTaBUTb B daiiie TONIbKO

OTKOPPEKTUPOBaHHbIe CTPOKM, Bbl3BaBLLME OLWNOKY B NpeablayLunii pas).

Mepeiitn k CogepikaHuio...
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5.1.8. Homepa B napTum

Map T

¢

[lepeBo MeHIo ANs AaHHOTO pasaena:

Bbixoa

MonydyeHune cnucka Homepos MapTuii
[JobasneHne Homepa Maptun
Vi3meHeHve Homepa MapTun
YaaneHne Homepa lMaptun
YcraHoska Tuna MapTtum

Nmnopt KoHndurypauymm Fusemap GS2

© N o v bk~ WD =

Skcnopt Konourypauymm Fusemap GS2

[aHHoe MeHto no3BosiseT 406aBAATb / U3MeHATb / yaanate Homepa Maptuin (Part Numbers).

@ K Howmepy lMaptnm gosxeH 6biTb NpmBsasaH Bua Maptun. Camu xxe Homepa MNapTuin 40MKHbI BbiTb

NpPuBA3aHbl K KOHKPETHOMY Knaccy yCTpOl\/’ICTB.

5.1.8.1. MonyueHwne cnucka Homepos Maptuin

MpocmoTp cnncka Homepos MapTuid. B Tabanue npusoastcs Homepa Maptuin + 3HayeHuns Bugos Maptum (+
naeHTndmkaTop Buga naptmm (B AeCATUUHOM BUAE, B CKObKax)), NpuBsA3aHHble K gaHHOMYy Homepy Maptumn +
OnwucaHune koHoUrypaumm Fusemap, camHkoBaHHoOW ¢ Homepom Maptum, + npusHak SRISC/SCEMU KoHdurypauunm

Fusemap.

5.1.8.2. Jlo6aBneHne Homepa Maptun
[Job6aBneHne Homepa Maptun B Cucremy.

OcobeHHOCTU:
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i Homep Maptun gonxeH 6biTe NpueasaH K Buay Maptun. MNpu otcytctBum Buga MapTvm onepauma NpuBaskm

npoBoauTca no3sxe. NogpobHoe onncaHne npmeeseHo B YctaHoBka Tuna Maptun.
5.1.8.3. UsameHeHune Homepa Maptun
VI3meHeHne nmeHun cywHoctn Homep MapTtun.
5.1.8.4. YaaneHne Homepa Maptun
Ypanenve Homepa lMaptum 13 Cucrembl.

5.1.8.5. YcraHoBka Tvna Maptumn

MpwuBsaska Buga Maptimn k Homepy Maptun. OaHo 3HayeHne Buaa MapTnm MoxeT BbITb NPUBA3aHO K HECKOIBKUM

Homepam MapTuii.

5.1.8.6. Umnopt KoHdurypauum Fusemap GS2

Cuctema ocywecteaseT uMnopT KoHourypaumm Fusemap 13 BHELHUX MCTOYHUKOB, BBOZA 3HaueHus ovdf3-context u

NPVBA3KY 3TWX JaHHbIX K BbibpaHHoMy Homepy MapTtuw.

Ecnn B 6a3e gaHHbIx KGS yxxe nmetotcsa gaHHble no KoHdurypauumn Fusemap v ovdf3-context ans
BblbpaHHoro Homepa Maptum, To KGS ocyLecTBaseT nepesannch JaHHbIX (CTapble AaHHble 3aMEHATCA

VMMOPTHPYEMbIMY).

® KoHdurypauwmsa Fusemap Heobxoanma ans nepcoHanmsaumm ymnos. Mo cytm, KoHourypaums Fusemap 310
Habop 6uT, koTopbln 3anuceiBaeTcs B OTP BMecTe ¢ OTP root-kitouamum B npoLecce NepcoHanmnsaumnm un
BVSIET Ha yrpaBJeHne pasInNUHbIMU annapaTHbIMK 610KamMu 1 GYHKLMOHAAbHOCTLIO unna. MNpumepom
TaKUX BUT MOTYT BbITb MHAEKCHI MPOU3BOAHbIX K/OUYE OT KOPHEBOTO Katoua. HekoTopble 3HaueHns us

KoHdurypaumm Fusemap BavstoT Ha GopMUpOBaHME NPOU3BOAHbBIX Katouen B cLieHapusax ¢ KDF.
KoHdurypaunn Fusemap ans SRISC n gna SCEMU pa3nnyHbl, Tak Kak OT/M4YaeTcsa Cnncok

KOHUIYpaLMOHHBIX BUT, U NpeACTaBAstOT cOboi 2 pasHbIX daiina.

MmnopTtupyembini darin ¢ KoHdurypaunen Fusemap gonxkeH 6biTb NpeABapuTeNbHO NOArOTOBAEH NOJb30BaTENIEM B
cooTBeTcTBYIOWEM popmare, 3amdpposaH PGP-katouom (private yactb katoua AomkHa xpaHuTbcs B cncteme KGS) m

3arpy>eH Ha FTP-cepBep, B manky in noab3oBatens. [locse okoHYaHus paboTbl dann yaansetcs ¢ FTP-cepsepa.

5.1.8.7. Skcnopt KoHdurypauum Fusemap GS2

Cuctema ocyLecTeaseT 3KcnopT daiinos ¢ KoHourypaumein Fusemap un ovdf3-context, cooTBeTcTBYHOLLMNX

BbibpaHHOMYy Homepy Maptun. JaHHble skcnopTupytoTcs B BUAe danioB Ha FTP-cepsep B nanky out, Ans TeKyLLero
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(ocywiecTBAAOWErO OnepaLmio) Nosb3oBaTens AMbo Noib3oBaTeNs, MPUBA3aHHOIO K BbibpaHHoMy [MocTaBLymky. Mpwu

3KCNopTe AaHHble LLIVICI)pyPOTCFI PGP-katouom NnoaAb30BaTeNd, 417 KOTOPOro OCyLwecTBiAeTca 3KCnopT.

KoHnopurypaumsa Fusemap Heobxoguma 14 nepcoHann3aLmm Ynnos.

KoHdurypauwmro Fusemap Henb3si creHepupoBath B cucteme KGS: dainnbl ¢ Fusemap koHduUrypauuein
reHepupyrOTCA BHE CUCTEMbI U BNOCAEACTBUM MMnopTupyroTca (cm. Mimnopt KoHdurypauumm Fusemap GS2). T.
e. Npuv NepcoHann3aLmm YMnoB AaHHble MO Fusemap KOHPUrypaumnm y>ke nmeroTcs y 3akasumka. 3HaueHne
ovdf3-context npeacraBnset coboit hex string (8 cumBonoB) u ncnonbayetcs npu Hactpolike OVDF ans Buaa
Maptuun (cm. YctaHoBka OVDF 1 KOF pns Tuna MNapTtuu). B cBA3M € 3TM npegnonaraeTcs, YTo 3KCNopT

BbINONHAETCA TOJIbKO MO Mepe HeO6XOAI/IMOCTI/I (Hanpmmep, npwu notepe AaHHbIX).

Mepeiitn k CogeprxaHutio...

5.1.9. NapTnun

4
5

)]

-]

JlepeBo MeHo 411 AaHHOTO paszena:

Bbixog

MonyyeHune cnuncka Tunos MapTuii
[Job6asnenHve Tunos MapTtuii

3meHeHre Tunos MapTtui

Yaanenue Tunos MapTuii

[Job6asnenwne ceasu Black Box k Tuny Maptun

Ypanenuve ceszn Black Box 1 Tuna Maptun

© N o bk~ w D=

YcranHoska OVDF n KOF ana Tuna lMaptmn

[JaHHoe MeHIo No3BosifeT f06aBAATL / U3MeHATb / yaanaTe Tunbl MNMapTun (Takke obo3HayatoTca kak Bugpl Maptui).

r

43 /92



" Gs LABS KGS-UG
GS GROUR Pesu3us: 1.0 Myesmt - 0

O Bua Maptum gosxkeH 6bITb NprBsA3aH K Knaccy ycTponcTs. 115 BbINOJHEHNA OCHOBHbIX OMepaLuii Takxe

HeobxognMmo npueaA3aTb Bug Maptum kK Homepy Maptuw, Black Box.

5.1.9.1. NonyueHne cnncka Tunos MapTtuii
MpocmoTp cnncka Buaos MapTuii.

Coaepxunmoe Tabanubl ¢ NnapameTpamMu 3aBUCUT OT TOro, 6bla M BbibpaH (noab3oBaTtenem) uaun Het Knacc

YctpoicTea.

5.1.9.2. o6aBneHune Tunos MNaptuii
[Job6asnenve Buga Maptum B Cuctemy.
OcobeHHocTu:

®  (Craryc 'TecToBblii' A9 Buaa MapTum HaknabIBaeT OrpaHUUeHNs Ha paboTy C KOUaMm W yCTPOWCTBaMM (CM.

TecToBble KAKUM). [laHHbIN CTaTyC Tak>Ke HeJib3A U3MEHUTD.
5.1.9.3. ameHeHue Tunos MapTtuii
M3meHeHne nmenun Buga Maptum v (Npy BINOJHEHWW ONpeAeneHHbIx ycnoBuin) extended info.
5.1.9.4. Ypanenune Tunos MNaptuii
Ypanenve Buaa Maptun ns Cucremsl.
OrpaHuueHus:

®  Ecam k "ToctaBmKy - Knaccy ycTpoicTB" He NpuBs3aH HWU 0AuH Bug MapTuu, To onepauus npepBeTcs
coobuieHrem 06 owwmnbke.

® Ecwm AN paHHoro Buaa MapTtum 6bin creHepunpoBaH BeKTOp nHULManmsauum (cMm. MNMoarotoska DRM karouei)

nmbo K Hemy NpmBa3aH xoTa 6bl oanH LE-Habop katouen (cM. [obasneHne HabopoB 06LL X

BCMOMOraTeNbHbIX Katouel, ¢ Tunom “Link Encryption”), nm6o creHepupoBaHbl 06Lme root-katoum ans Buaa

Maptumn, AnMbo co3gaHo onmcaHme XOTb OAHOTO KAroYa npowmneky ana Buaa MapTtun, To onepaums Takxe

npepseTca cooblieHnem o6 owmnbke.

5.1.9.5. lobaBneHue cBa3m Black Box k Tuny Maptum

Mpueazska Black Box k Buay Maptuun. OgHo 3HaveHwme Black Box moxeT 6biTb NprBA3aHO K HECKO/bKMM Brgam

Maptui.

5.1.9.6. YaaneHune cBasu Black Box u Tuna Maptum
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Ortesska Black Box ot Buga MapTun.

5.1.9.7. YctaHoska OVDF n KOF ana Tuna MNaptun

Hactpoiika OVDF n KOF gnsa Buga MapTun.

Heobxoanmeble ycnosus:

Knacc yctpowcrs.

MocTaBLMK, NPUBA3aHHBIN K Knaccy ycTponcTB.

Bug MapTtuun, npmessaHHbIA K Knaccy ycTpoicTB.

KapTa Kntoueld, npussizaHHas k Knaccy ycTponcTB v cosepxkallas xoTa 6bl OAUH KHOY, MOMEUEHHbIW Kak

obfuscation data.

MocneaHee ycnoBre He BAUAET Ha NpoBeAeHMe NpoLeAypbl, HO ecan HacTpoeHa obdyckaLmsa 1

oTcyTcTBYtoT obfuscation data, To reHepauus OTP karouel 3aBepLIMTCA OLLUMOKOIA.

Mepeiitn kK CopeprkaHuio...

5.1.10.

MapTHepbl

BrbepuTe CrnepallMin OJIA BRINOJIHEHMWMA,

0
1
4

[lepeBo MeHo ANs AaHHOTO paszena:

1. Bbixog

2. MNonyueHwne cnucka MapTHepoB
3.
4
5

[obasneHue MNapTHepa

. N3meHeHwne MNapTtHepa

. YaaneHwe NMapTtHepa
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5.1.10.1. MonyuyeHne cnncka MapTHepoB

[MpocmoTp cnucka MapTHepPOB 1 UX NapaMeTpoB.
5.1.10.2. Ao6aBneHue MapTHepa

[ob6aBneHwne MNapTHepa B Cuctemy.

5.1.10.3. ameHeHwue MapTHepa

Vi3meHeHne nmeHu MNapTHepa.

5.1.10.4. YpaneHue MapTHepa

Ypanenwve MNaptHepa n3 Cucremol.
OrpaHuueHus:

®  Ecam ans BbIGpaHHOro MapTHepa CylLecTByeT BeKTOp UHMLManm3aLmu (initVector), To yaaneHve
HEeBO3MOXHO. BekTop nHMLManm3sauumn reHepupyetcs npu nogrotoske DRM-katoyeli (cm. Mogrotoska DRM
K/ItOUei). Y3HaTb O Ha/M4yMmn BEKTOPA MHULMANM3ALMN MOXKHO, MPOCMOTPEB CNUCOK MNMapTHepOoB.

®  Ecam k BbIGPaHHOMY MapTHepy NpuanHKoBaH Monb3oBaTenb, TO yAaneHe HEBO3MOXKHO.

Mepeiitn k CogeprxaHutio...

5.1.11. Knroun npowmskm

[lepeBo MeHo 41 AaHHOTO passena:

1. Bbixoza
2. MonyyeHne cnuncka Knroyen MpoLumeku
3. [obaeneHwne onucanmsa Kntouen Mpowmekm

4. N3meHeHune kopa Kntoueli MpoLumnsku
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5. YpaneHwve Kntouen MpoLumekn
5.1.11.1. MonyueHune cnuncka Knroueit Mpolumekn

MpocmoTp cnncka Knrouen MpoLumnBKY, COOTBETCTBYHOLLMX BBEAEHHBIM NapamMeTpam.

(D [ns oTobpaxkeHUs AaHHbIX MO KAOYaM HEOBXOAMMO YKa3biBaTb TOJIbKO Te napameTpsbl (Knacc ycTpoicTs
obs3atensHo, Bug Maptum n STB Mogenb onumoHanbHO), K KOTOPbIM Gblfia BbINMOJHEHA MPMBA3Ka ONUCaHU

katouelt (cMm. JobasneHne onvcaHuns Kntouei Mpownskm).

Takunm o6pazom, eciv Kntouwm Mpolumekn npmes3aHbl k Knacc yctpoicTs + Bug Maptum + STB Mogens, To
npwv Bbibope, Hanpumep, Tonbko "Knacc yctporcTs” anbo "Knacc ycrponcts + Bug Maptun” npouesypa

3aBepLUNTCS OLUMGKOMN.

5.1.11.2. lo6aBneHne onucanmsa Karoueii Mpolumskn

BbinosHseTcs cozgaHne onncaHnin Kntoyeri MpoLwmBKy, Npy 3TOM KKOUM MPOLLUMBKMA MOTYT ObITb OMNMcaHbl B NH0601
MOMEHT XXW3HEHHOTrO LiMKa Knacca ycTponcTe/naptum. Ecan npeanonaraeTcs, YTO HEKOTOPbIE KJIHOUM MPOLLMBKMY
MOTYT NEPCOHANN3UPOBATLCA, TO HEOOXOANMO KapThl TaKMX KIHOYEW NPOLWMBKK onuncaTb cHavana B OTP Kapte
K/tOUen yCTporcTBa 1 nocie Ao06aBUTb UX ONMCaHWE B KapTe KJIoUen NpoLnBKY, yKasas CCbliKy Ha onuncaHme B OTP
KapTe knrouen, BbI6paB K4 M3 CNUCKa CYLLECTBYHOLWMX KAKOUEW, MPUBA3AHHbIX K 3agaHHON naptun (Bugy MapTum).
Ecnn HeobxoaMMO onuncath Katouu, NpuBs3aHHble K STB MogensiM, To 40 onncaHus KapTbl He06x0AUMO A06aBUTL B

b, moaenn STB u cBszatb ux ¢ Bugom MNaptum.
5.1.11.3. UameHeHue koga Kntoueii Mpolumsku
Vi3meHeHne nmenHn Kntoua lMNpowunsku.

5.1.11.4. YpaneHue Knrouein MNpoLumeku

Ypanenue Kntoua MNpowwnsky 13 Cucremsl.
OrpaHunueHus:

o Mpn Hannuun ceasmn npoduna RK KDF ¢ fwky_id (naeHTndunkatopom Katoua MpoLlumnekm), B MOMEHT yaaneHuns
Kntoua lMpowmneku 3ta cBA3b nposepaeTca. Ecan cBA3b ecTb, TO yAaseHve 3anpeLeHo (B 3TOM ciiyyae
NnoJsib30BaTesto CHavana Hago yaannTb npoduab RK KDF, a 3atem moxxHO yganntb cam Katou MNpoLumskum).

®  YjnaneHue HEBO3MOXHO, eC/W KHOY MPOLIMBKM NPUBSA3aH K Buay MapTuy 1 ycTaHoBAEHa CCbinka Ha TabanLly

KMI_DEVICE_KEYMAPS, T.e. ecu Kntou BbIrpy>KaeTcs U nepcoHanmnpyetcs yepes Black Box.

Mepeiitn k CopeprkaHuto...
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5.1.12. BcnomoraTtenbHble Habopbl Katoueit

S BapHMaHTH:

[lepeBo MeHo /11 AaHHOTO paszena:

Bbixopa,

MonyyeHne cnucka Habopos O6wmx BcnomoratenbHbix Knroyen
[JobaeneHne Habopos O6wmx BcnomoratesnbHbix Katouer
N3meHeHre Habopos O6Lwmx BcnomoratenbHbix Kntouen
YpaneHve Habopos O6wwmx BcnomoratensHbix Knrouei
KonunposaHune Habopos Obwmx BcnomoratesbHbix Kiatouer
FeHepaumnsa NHanBmayanbHbix BcnomoratensHbix Knrouei

O6HoeneHne Knroueli B Habope Kntouel

© © N o A~ W N o=

Nmnopt ADEC/ECSA kntouert B Habope O6uwmnx BcnomoratensHbix Kntouew

[laHHoe MeHto no3BosiseT ynpasasate Habopamu BcnomoratensHbix Kntouen (Auxiliary (Aux) Keysets): npocmatpuBaTth
/ Bob6aBnATb / peaakTMpoBath / yaanate / konuposaTb Habopbl O6wumx BcnomoratenbHbix Kntoyert (Common
Auxiliary (Aux) Keysets), reHepupoBaTb VIHaMBKAYyanbHble BcnomoratenbHble Kntoun, o6HOBAATL KAoum B Habopayx, a

Takxxe nmnoptuposate ADEC/ECSA kntoum.

5.1.12.1. MonyueHwue cnucka Habopos O6wux BcnomoratenbHbix Kntouei

MpocmoTp cnncka akTyanbHbix Habopoe O6wwmx BcnomoratenbHbix Katouei.

@ Mone "Tun Naptumn™:

® Ecnm Habop He npussasaH K Buay MapTtum, To B ctonbue "Tun MapTun" aueiika octaeTcs NycToii (c

NpoOYepPKOM).
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® Ecnm Habop npuiBs3aH K Buay MapTuu, TO B cTonbLe ykasbiBaeTca nma Buga MapTtum 1 (B ckobkax)

ero naeHtTnoukaTop.
Mone "MIcTouHMK" - NCTOUHMK 3HauYeHns Habopa katouen:

Generated

Imported

Cloned - ans cnyuaes, ecam Habop CckIOHMpPOBaH 6e3 naMeHeHun (cM. KonvposaHue Habopos
O6bwmx BcnomoratenbHbix Kntouen).

Updated - a5 cnyyaeB 3aMeHbl OAHOMO WM HECKOJIbKMX 3HAUEHWUI K/IKOYEl B yKa3aHHOM Habope
(cm. O6HoBneHMe Kntouelt B Habope Kntouelt). Mpwu 3ToM B nose "Konua" otobpaxaetcs

naeHtndurkatop Habopa, C KOTOPOro NPonsBeAeHO OH6HOB/IEHNE CO CMEHOW K/IKOYEN.

Mone "Konua":

® 5 none yepes 3anATyo OTOBPaAXAKOTCA 3HAUEHUA BCEX UAEHTUGUKATOPOB (MO BO3paCTaHIO) AN
HabopOB, KOTOpPbIe ABAAOTCA KOMUAMU APYT APYra, T.e. Y KOTOPbIX OAMHAKOBbIE KUY, BKIOYas
NCcXoaHbIN Habop (cm. KonvposaHune Habopos O6bwmx BecnomoratenbHbix Katouei). Habopbl,
MOMeUYEHHbIe KaK yAaseHHble, He OTODpaXatoTcs.

[ ]

none 6yaert NycTbiM, eC/Iv KAtoUM Habopa CcreHeprpoBaHbl ClydaHbiM 0H6pasom (T.e. He

CKOMMpPOBaHbI C APYroro Habopa nam He HbIIM CKONUPOBaHbI B Apyroli Habop).

5.1.12.2. Ao6aBneHne Habopos O6wwunx BcnomoratenbHbix Kntouein

Co3paHune Habopa o6wmx BcnomoratenbHbix Kntouei.

5.1.12.3. ameHeHune Habopos O6wwmx BcnomoratenbHbix Knrouei
MepervMeHOBaHMWe NOAb30BaTENLCKOrO UMeHN Habopa katoyer. OctanbHble aTpnbyTbl Habopa He MeHATCS.

MeperMeHoBbLIBaTL HAbOP pa3peLlaeTcsa B H0OON MOMEHT, OAMHaKOBbIE MMeHa HAabopPOB B paMKax OAHOrO M TOro Xe

Buaa MNapTtun 3anpetleHsbl.

5.1.12.4. YpaneHne Habopos O6wux BcnomoratenbHbix Kntouei
YpaneHve Habopa BcnomoratenbHbix Kntouein.
OrpaHuuyeHus:

® Ecwmk Buay MapTtum He npuBA3aH HKX oanH Habop BcnomoratenbHbix Kntouein (KOTopbI MMeeT Tvn

OTAnYHbI 0T ADEC/ECSA), To onepaLms npepBeTcs cooblieHnemM 06 olwmnbke.

49/ 92



" Gs LABS KGS-UG
GS GROUR Pesu3us: 1.0 Myesmt - 0

®  Ecau BbIGpaHHbI Habop BcriomoratesibHbIx Katouel 6bin Cnosib3oBaH B 3KCnopTe (CM. IKCMopT 06LMX

BCMOMOTaTebHbIX K/AHOYEN), TO Onepauus Takxke npepBeTcs cooblieHnemM o6 owmnbke.
5.1.12.5. KonnpoBaHue Habopos O6wmnx BcnomorartenbHbix Kntouei
KonnpoBaHue HabopoB karouen mexay pasHbiMu Bugamu MapTui.
OrpaHunuyeHus:

g Pa3pelweHo konunpoBaTb Toabko Obwme BcnomoratenbHble Kntoun ¢ tunamm CK_IPKeys n CK_IPKeys_Secure.
®  3anpeleHo konMpoBaTk Habopsl katouelt ¢ Tunom CK_IPKeys_Secure B gpyrve Habopsl ¢ Tunom CK_IPKeys.

® 3anpeleHo konMpoBaTk Habopbl 13 Npoa. Buga MapTtuu B Habopsl test Buaa MapTtuu.
5.1.12.6. TeHepauusa NIHanBuayanbHbix BcnomoratenbHbix Kntouen

leHepaLms HOBbIX MHAMBUAYaNbHbIX BcnomoratenbHbix Kntouein (Pairing Keys, PK) 1mb6o o6HOBAEHME CyLLeCTBYHOLLMX

PK ¢ npvBs3kow K ycTponcream.

Cnuvcok nosb3oBaTtenen, KOTOpble MOTyT ObITb nonydvyatenamMmun gaHHbIX, onpeaendaeTca Kak TeKyLLI,VII7I noJib3oBaTesb +

BHELLUHWE NOJIb30BaTENN, NPUBS3aHHbIE K 060 BHELLHEN CYLLHOCTN KpoMme [TocTaBLymka.
5.1.12.7. O6HoBneHne Kntoueii B Habope Kntoueit

C nomouypbto gaHHoro workflow BbinosHAETCA 3aMeHa OAHOTO MM HECKObKNX 3HAYEHWI KOUEn B yKa3aHHOM

Habope.
OrpaHuyeHUs 1N JoNyLLeHUs:

¢ 3 npouecce co3gaetcs Konus Habopa v ero KarYer, Nocae Yero B 3TON KOMUW 3aMEHSAIOTCS YKa3aHHble
3HaUEeHUsA, NCXOAHBIN Habop, C KOTOPOro cAenaHa Konus, 3anomMuHaeTcsa B b/,

®  MpumeHnMO ToNbKO AN Katouelt Habopos ¢ Tunamin ADEC/ECSA.
5.1.12.8. Umnopt ADEC/ECSA kntoueit B Habope O6wwmx BcnomoratenbHbix Kntoueii

C nomouybto gaHHoro workflow ocyuiecteasetcs umnopt (¢ FTP) 3HaueHun karouve B Habop O6Lmx

BcnomoratenbHbix Katouen.
VimnopT ocyuwecteasetca ¢ FTP-cepBepa, U3 nanku in TekyLero (OCyLecTBAAOLWEro onepaLuto) Noab3oBaTtens.

Mepeittn k CogeprkaHuio...
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5.1.13. YnpaBnenue b/} CAS

R A A A AT A A AT ETEEETTEEERE
L L
* YnpaeneHwe BJ] CAS6 *
* *®

kkkkkkkkkkhkkhkithkhkkhkhhkkkkxk

BIJIEE‘[)HTE‘ onepauwid ONA BRMMNOJHEHWA, BO3MOXHbLE BApHAHTHI:

0 - Buixop

1 - 06bekTw BJ] CAS

2 CAS B MacTtep Knw4wu
3 CAS KomaHpgw

4 - CAS6 Tunel obpaboTkm

JlepeBo MeHo 411 AaHHOTO paszena:

1. Bbixog

2. ObbekTbl B, CAS

3. CAS b/l Mactep Kntoun
4. CAS KomaHzapl

5. CAS6 Tunbl o6paboTku

5.1.13.1. O6bekTbl B CAS

JlepeBo MeHo 41 AaHHOTO passena:

. Bbixog

. MonyueHune cnucka cywHocten b, CAS

1

2

3. Co3panwue cywHoctn b/l CAS
4. N3meHeHwne cywHoctn bl CAS
5

. Ypanenwue cywHoctn b/l CAS
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[aHHoe meHIo No3BosiAeT ynpasaaTb (MpocMaTpmBaTh/co3faBaTb/yaanate/pefaktnpoBats) cywHocTamm "B/ CAS".

5.1.13.1.1. MonyyeHune cnmcka cywHocten b CAS

MpocmoTp cnncka cywecteyrowmx bl CAS n onepatopoBs, K KOTOPbIM OHW MPUBA3aHbI.

5.1.13.1.2. Co3panue cywHoctu b} CAS

[Job6asnenwne cywHoctn b, CAS B Cuctemy. Mpun gobasnernnm cywHocts "B/l CAS" npus3biBaetca k Onepatopy.

5.1.13.1.3. UameHeHwne cywHoctn b/ CAS
M3meHeHne b/l CAS (nonb3oBaTeNbCKOro MMeH 6asbl).
OrpaHunuyeHus:

PepakTnpoBaHue npueasaHHoro Onepatopa HEBO3MOXHO.

Mpw owmnbouyHomMm Bbibope OnepaTopa, NOAb30BaTeNb AOMKEH ByaeT yaanuTb cywHocTb bl CAS v co3aatb
HOBY}O € NpaBWbHbIM OnepaTtopom. Takoe AeicTBUE pa3peLleHOo 40 MOMEHTa NEPBOro 3KCMopTa KtouYein
b/, CAS.

5.1.13.1.4. Ypanenwue cywHoctn b/, CAS
Yaanenune bl CAS n3 Cucremsl.
OrpaHunuyeHus:
®  Ecam ans B/l CAS 6binu YCMeLLHO BbIFPY>XXeHbl KoUK, TO ornepauus npepBeTcs cooblieHneM 06 ombke.

5.1.13.2. CAS B/l Mactep Knroun

EE S 4 5L L LR LT
* *
* MacTep KawuW *
* *

xR EIFEEET Tk hx*®

BofepuTe onepauvi AnA BHNONHEHMA, BO3MOXHbE BAapMaHThi:
- Buixop
MonydyeHWe cnMcka ONMCaHWA MacTep Knwua

W3meHeHne onncaHMA MacTtep Kinw4a

YaaneHwe onvcaHuA Mactep Knwya

Co3faHue cBA3M MacTep Knwya c KopHeBbM KnK4oM

YaaneHne cBA3n MacTep Knwda ¢ KopHeBwM Kan4om

WMnopT cBA3ed MacTep Knwdyeid c KopHeBbMM Knwyamu w3 daina
N3meHeHne ceA3ed MacTep Knwuei

0]
1
2 Co3gaHue onucaHMA MacTtep Kawda
3
4
5

[lepeBo MeHo 41 AaHHOTO passena:
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Bbixog

MonyyeHune cnvcka onncaHnin Mactep Knroua
CozpgaHue onuncaHusa Mactep Karoua

V3meHeHne onncanua Mactep Kiatoua

YananeHne onvcaHma Mactep Knroua

Cospanue csasn Mactep Knroua ¢ KopHeBbiM Kntouom
YnaneHwue caasn Mactep Kntoua ¢ KopHeBbiM Knrouom

VimnopT cBazeit Mactep Kntoueli ¢ KopHeBbiMu Kntouamu 13 dpaina

© ® N o v A w2

ViameHeHwne cBaAzen Mactep Kntouen

[aHHoe MeHIo No3BosIAET ynpaBasTb (Co3haBaTh/yAanaTb/NpocMaTpmuBath) onvcaHma Mactep Kntouen,
peAakTMpOoBaTh Ha3BaHWA KOUEN, a TakKe f06aBAATb U peaakTMpoBaTh cBs3n Mactep Kntouelr ¢ KopHeBbiMuy

Kntouamu (B OTP KapTte Knrouein).

5.1.13.2.1. MonyuyeHwne cnucka onvcanuii Mactep Knroua

MpocmoTp nHpopmaumm no Mactep Katouam m (onumoHanbHO) 3KCNopT daiinia, cogepykallero cnucok Mactep

Kntouelr n ux ceazeit ¢ OTP-kntouamm, Ha FTP-cepBep.

JKkcnopTupyeMblin daiin 3arpyxaetcs Ha FTP-cepBep B nanky out TekyLero (BbINMOAHAOLLErO ornepaLmio)
nosb3oBatens. Pann WnppoBaH OJHUM NAN HeCKONbKMMU PGP-kitouamMu nosb3oBatens, 415 KOTOPOro

OCyLLeCTB/IAETCA 3KCNOpPT.

5.1.13.2.2. Co3paHuve onuncaHunsa Mactep Kntoua

JobaBneHne Mactep Kntova.

Mpw co3paHunm onncaHua MacTtep Karoua ocyllecteaseTca ero npmssska k b/ CAS.
5.1.13.2.3. i3ameHeHwne onucaHma Mactep Kntoua

M3meHeHve Ha3BaHma Mactep Karoua.

5.1.13.2.4. Ypanenne onucanua Mactep Knroua
Ypanenve onucaHns Mactep Knroua.
OrpaHunuyeHus:

1. YaaneHue 3anpelieHo:
a. TONbKO ec/n yxke Bbln NPOMN3BeeH YCneLHbIA 3KCNopT katouen 6a3bl gaHHbIx CAS.
b. ecan npucytctyeT cBs3b ¢ OTP-katouamm (xoTa 66l 0gHUM). YTO6bI yaannTe onncaHne MK, cHauana

cnepyet yaanuTb BCe CBA3M (€CAUN JOMYCKAETCS OTUKOM, T.€. He Bblo 3KCnopTa).
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5.1.13.2.5. Co3paHue cBa3n Mactep Karoua ¢ KopHesbim Knrouom

Co3aaHue ceasm Mactep Kntoua ¢ KopHeBbiM Kntouom.

'[:D B cnyuae owmbouHoro cosganua ceasm "Mactep Karou - OTP Root Key", 0 MOMeHTa reHepaLmm 1 akcnopTa
kntouerr CAS6DB, nosb3oBatesib JosxkeH byaeT yaanntb cBsazb Mactep Kntoua ¢ OTP-kntouom n coszath eé

3aHOBO.

5.1.13.2.6. YpaneHwue csasn Mactep Kntoua ¢ KopHesbim Kntouom
Ypanenuve ceasun Mactep Kitoua ¢ KopHesbiM Kntouom.
OrpaHuuyeHus:
®  Yjanenue ceA3N 3anpeLLeHo, TONbKO ecn yxe 6bin NPon3BeaeH yCnewlHbIi 3KCnopT katoueii 6asbl CAS.
5.1.13.2.7. imnopT cBazent Mactep Kntoueir ¢ KopHeBbimu Kntouamu 13 daiina
Wmnoprt (c FTP) cBsizent Mactep Kntouenn ¢ OTP-katouamu.

®aiin umnopTtupyetca ¢ FTP, u3 nankw in Tekyuiero nosnb3osatens. imnoptupyemeli dann wmndposaH PGP (PGP-

KAHOU TEKyLLEero noJib3oBatens, xpaHawuiica B KGS, 6yAeT aBToMaTMyeckn MCNo/ib30BaThCs A1 paclundpoBKH).

5.1.13.2.8. ViameHeHwe cBszen Mactep Kntouei
Pe,ﬂ,aKTMpOBaHMe CBOWCTB CBA3MU oTAeNbHOIo Bbl6paHHOFO MaCTep KJIKO4a.

PesakTpoBaHue fOCTYMHO Kak A0 BbiNoHeHus skcrnopTa (WF 'SkcnopT mactep katoyen Ha CAS DB'), Tak n nocne

BbIrPY3KN MacTep Kato4en.

{D Vcnonb3yetcs ans ynpolyeHus paboTbl n ansa cHuxkenus aybnaein CAS DB ¢ Mactep katouamu B KGS,

noABUBLUNXCA N3-3a OLUI/I6OK, BHECEHHbIX NMPW CO34aHUNN MaCTep KJHOUEN 1 1X CBA3el C napTnamMun.

5.1.13.3. CAS KomaHgbi
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JlepeBo MeHo 41 AaHHOTO passena:

. Beixog

. MonyueHwne cnucka komaHg CAS

1
2
3. [ob6asneHne komaHabl CAS
4. N3meHeHne koMmaHabl CAS
5

. YaaneHne komaHapbl CAS

JaHHoe MeHIo no3BonseT ynpasBasaTh (co3gaBatb/yaanate/npocmatpmeats) CAS KomaHabl - komaHabl ana b, CAS,

KOTOpble MCNOob3yrTCA NpU co3gaHnm Mactep Kntouel.
5.1.13.3.1. MonyueHune cnncka komaHg CAS

MpocmoTp cnncka komaHg CAS. OTtobpaxkatoTcs Bce He yaanéHHble (del_date = null) komanabl ana B, CAS,

COPTUPOBKA BbINOJHEHA MO UAEHTUGUKATOPY KOMaHZ (MO BO3pacTaHuIo).
5.1.13.3.2. Jo6aeneHne komaHabl CAS

JobaeneHne komanabl CAS.

5.1.13.3.3. I3ameHeHune komaHabl CAS
MN3meHeHne nmenn komaHabl CAS.
OrpaHuueHus:

1. VIMs pa3pelleHo MeHATb B OO0 MOMEHT.
2. OcTanbHble CBOWMCTBA HE pPesaKTUPYeTCa: UCNOJb3YeTCs NoAX0s "YAannTb OLIMBOUHYHO - CO34aTh HOBYHO

npasuabHYH".
5.1.13.3.4. YpaneHne komaHabl CAS

YaaneHne komaHabl CAS n3 Cucremsl.
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OrpaHuueHus:

1. Yaanate 3anuce paspeLueHo 40 TOro MOMEHTa, NoKa He Bbirpy>eHa xoTb ogHa b/l CAS ¢ Mactep Kntouom,

CBfI3aHHbIM C BbIGpaHHOM KOMaHAOM (C BbIBpaHHbIM UAEHTUHUKATOPOM YAANFEMON KOMaHAbI).

5.1.13.4. CAS6 Tunbl 06paboTtkun

EEEEEEEETRETETETETEREAEREXEREEXX%
* =%
* CAS6 Twnel obpaboTkm *
* *

AEEEEREEAXAETATETETETRERAXRETERERR

BblﬁE‘PHTE‘ onepauyM AnA BeNONHEHWA, BO3MOXHbLIE BApPHMaHTHI:

- Buixop

- MonyyeHne cnucka Tunoe obpaboTku

- JlobaBnenHne Tuna obpaboTkm
M3meHeHWe Tuna obpaboTkw
YaaneHne tuna obpaboTku

[JlepeBo MeHo ANs AaHHOTO pasaena:

. Bbixoa

. I'Ionyqume Crnncka Tnrnos O6pa6OTKVI

1
2
3. fobaeneHune Trna obpaboTku
4. N3meHeHne T1na obpaboTkm
5

. YpaneHve Tuna obpabotku
5.1.13.4.1. NMonyyeHune cnucka TMnos ob6paboTkm

MpocmoTp chncka TMNOB onepauunin obpaboTku, ANs KOTOPbIX NpesHa3HaueHbl MacTep katoun. OTobpaxkaroTcs Bce
He yaanéHHble (del_date = null) onepaunn ans CAS6 DB, copTnpoBKa BbINosHEHa NO naeHTUdMKaTopy TMNa (no

BO3pacTaHWIo).

5.1.13.4.2. lobaBneHune Tnna obpaboTkm
JobaeneHne komaHabl CAS.
OrpaHunyeHums:

1. He MOTYT CyLLeCTBOBaATb 2 3anncuy, He yaaneHHble 1ornvyeckun, ¢ ognHakoBbIMU HaMMeHOBaHNAMU TUNa

onepaumu.
a. Ecav 3anucek yaaneHa, To ee HavMeHOBaHWE He YUNTbIBAETCS

2. OrpaHMueHme Ha AonyCcTMbleé CMMBOJIbl aHaJIOrTM4YHbl NPOYUNM WEF.
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5.1.13.4.3. ViameHeHwne Tnna obpaboTtkm
VI3MeHeHWe nMeHn (Ha3BaHwus) TMna obpaboTku.
OrpaHuueHus:

1. VIMs pa3pelLeHo MeHATb B OO0 MOMEHT.
2. OcTtanbHble CBOMCTBA HE pPesakTUPYyeTCs: UCNOJb3YeTCs NoAXos "yAannTb OLLUMOBOYHBIN - CO34aTh HOBbIN

npaBWbHbIN".

5.1.13.4.4. YpaneHve Tvna o6paboTku
Ypanenuve tmna obpabotkn 13 Cuctembl.
OrpaHuueHus:

1. YaanaTb 3anumcb paspeLleHo 40 TOr0 MOMEHTa, NoKa He Cco3aHa XOTb O4Ha 3anuch ¢ onuncaHmem Mactep

Kntoua, cBA3aHHbIM € BbIOpaHHbIM TMOM 06paboTku (C BbIGpaHHbIM NAEHTUGUKATOPOM YAaNSEMOrO TUNa).
Mepeiitn k CopeprkaHuto...

5.1.14. Ynpaenenue npodpunem RK KDF

BubepuTe

4
5

)]

|

[lepeBo MeHo 411 AaHHOTO passena:

Bbixog,

MonyueHune cnncka npoduneri RK KDF
[Job6asnenHne npoduns RK KDF
N3meHeHre npoduna RK KDF
Ypanernve npodunen RK KDF

o v kA W=

[Jobaenenne casm npoduns RK KDF Profile ¢ OTP Kntouamum
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7. Ypanenue cBasu npoouns RK KDF Profile ¢ OTP Kntouamm

8. Skcnopt npodunen RK KDF Profile B daiin

[laHHOe MeHt0 No3BoJIAET yNpaBaATh (CO3AaBaTh/peAakTMpoBaTh/yaanaTe/npocmaTpmeats 1 T.n.) npoduasmm RK KDF.

5.1.14.1. NonyueHue cnucka npodpunen RK KDF

MpocMoTp cnncka cywecteytowmx npodpunert RK KDF n nx napameTpos.

5.1.14.2. Jo6aBneHue npodpumna RK KDF

[Job6asnenne npoduns RK KDF B Cucremy.

5.1.14.3. N3ameHeHne npoduna RK KDF

N3meHeHme nmeHun n apyrmx napametpos npoduns RK KDF. Ecav Bbi6paHHbI npoduab He npuBasaH kK OTP
karouy (cM. WF 'lobaBneHmne ceasun npoduns RK KDF Profile ¢ OTP Katouamu'), To AONOAHUTENBHO MOXHO U3MEHUTb

TUN CEKPETHOCTM NPoduaa 1 NPOM3BOAHOIO KtO4a (secrecy).
OrpaHuyeHusa u AonyLeHns:

PaspelueHo pesakTvpoBaTb Bce napameTpbl (kpome napametpa CekpemHocms) B NF0H6OV MOMEHT BPEMEHM.
Mapametp CekpemHocme y BbIOpaHHOro NpPoduasa AoMyckaeTcs peAakTMpoBaTh 40 MOMEHTa CO3/aHus CBA3M
(MMHKOBKM) 3TOro Npoduas ¢ Ntobbim 13 OTP-katouen.

LLIabnoHbI He NCMONB3YHOTCS, NMONb30BaTEb BBOAUT AaHHbIE BPYYHYIO.
5.1.14.4. YpaneHue npoduneinn RK KDF
Ypanenve npodpuna RK KDF n3 Cucremsi.

OrpaHuyeHus N JonyLLeHUs:

®  Ppaspeleno yaanats npodunb, ceazaHHbI ¢ OTP-katoUOM (KackagHoe yaaneHue).

O HO: ec nMeeTcs CBA3b XOTb C OAHUM KtouoMm Mpowwneku (1.e. ecam npoduab RK KDF n OTP katou
MCnosb30BaNnCh ANs reHepauuu 3HaveHns Knroua Mpowwskm (derived key)), To kackagHoe
yAaneHne npopuas BMecTe CO CBA3bIO 3anpeLleHo.

HO: ecin OTP-kntou cBsizaH ¢ Mactep Kntouom n npodunem RK KDF, To kackagHoe yganeHuve

npoduns BMecTe CO CBA3bIO 3amnpeLLeHo.

Takmm obpasom, npoduab RK KDF Henb3s yaanutb, ecam ectb cBa3b ¢ Knrouom MNpolumekm

nan Mactep Karouom.

5.1.14.5. Jo6aBneHune cBa3n npodunsa RK KDF Profile c OTP Kntouamum
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Job6asneHwne cBsA3un npoduns RK KDF Profile k OTP-kntouy ¢ BbIBpaHHbIM UHAEKCOM.

OrpaHuyeHus 1N JonyLLeHUs:

g Mpw BbIbope kntouer n3 OTP-kapTbl orpaHuyeHnsa Ha Tvn katoya (is_block, is_scemu, is_otp_key) He

HaK/ablBatOTCS.
[nunHa BbibpaHHoro OTP-ktoua AosixkHa 6bITb 6osbLe nan pasHa 16 6ainT (1286uT).
Mpw BIBOpE Npoduaen 13 cnncka oTobpaxkaroTcs BCe He yAaneHHble NPodUInN HE3aBUCMMO OT

CYLLECTBYHOLLMX Y HUX CBsi3en ¢ gpyrumn OTP-karouyamu.
5.1.14.6. YpaneHue cBasu npoopuna RK KDF Profile c OTP Kntouamun
Ypanerue ceasu mexay npodumnem RK KDF n OTP-kntouoM ¢ BbIBpaHHbIM UHAEKCOM.
OrpaHMuYeHus 1 AoNYLLEeHUS:

®  Ecan umeeTca cBA3b XOTb € OAHUM Kitouom Mpowwneku (1.e. ecin npoduab RK KDF n OTP katou
NCNONb30BaNCh ANa reHepaumm 3HaveHna Kntoua Mpowwnekm (derived key)), To yaanate nx cessb (unlink)

3anpeLLeHo, KackagHoe yaaneHne npoduia BMecTe CO CBA3bIO TakXKe 3arnpeLuaeTcs.
5.1.14.7. 3kcnopt npoduneii RK KDF Profile B ¢paiin

Skcnopt Bcex RK KDF npodunen, npmBsasaHHbIX K BbibpaHHOMY Knaccy yCcTponcTB, 1 Ux napameTpoB B dpais. B dann
3aHOCATCA BCe HeydaneHHble Npoduan 1 nx ceasm ¢ OTP-katoyamMu (Npu X Haan4ymm), Npu 3TOM MOXKET

CyLwectBoBaTb HECKONbKO cBA3en oAHOro npoqwmﬂ ¢ OTP-kntouamu B pamMkax Knacca yCTpOIZCTB.

JKcnopTMpyeMblin dainn 3arpyxaetcs Ha FTP-cepBep B nanky out TekyLero (BbINMOAHSIOLLErO OornepaLmto)

nosb3oBatens. Pain WndpoBaH OAHUM WM HecKonbkMK PGP-kitouamu.

Mepeiitn k CopeprkaHuto...
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5.1.15. Konpwurypauma Fusemap

4
5

)]

|

[lepeBo MeHo ANs AaHHOTO paszena:

Bbixoa
. MonyuyeHune cnncka Fusemap KoHUrypawmin
. JobaBneHune Fusemap KoHpUrypaLmm

. N3ameHeHne Fusemap koHbuMrypaumm

. JobaBneHne cBa3n Fusemap KoOHPUrypauum K HoMepy B NapTnm

1.

2

3

4

5. Ypanenve Fusemap koHurypaumm

6

7. Ypanenwue ceasu Fusemap koHdurypaumm ¢ HOMEpPOM B NapTuu
8

. kcnopt Fuseamp daina KoHGUrypauum nosb3oBaTento

[aHHoe MeHIo No3BoAsET yNpaBaATh (CO3aaBaTh/peaakTnpoBath/yaanate/npocmaTpusaTthb 1 T.0.) Fusemap

KoHbUrypauymm.

5.1.15.1. MonyuyeHne cnmcka Fusemap KoHpUrypaumim

MpocMoTp chmcka CyLEeCTBYHOLLMX (HeyAaNeHHbIX) OnnMcaHnii Fusemap KoHdUrypauni 1 nx napameTpos.
5.1.15.2. flobaBneHune Fusemap koHUrypauum

[obaBneHne (Mmnopt danna ¢ FTP) Fusemap koHdurypauum.

OrpaHuuyeHuna u gonyLeHUs:

1. Imnopt ocywectBaseTca n3 katanoros FTP (../in) ana TekyLiero (OCyLecTBAAOLWErO OnepaLuio)

nonb3oBaTens.
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2. mnopTupyembin dann wndpyetcs B pgp, KGS ero aBToMatnyeckn paclumdpoBbIBaEeT, ANS Yero TekyLuemy
nonb3oBatento B KGS gonxeH 6biTb co3saH npusaTtHbIn PGP.
3. NImnopTtrpyeMblin Gainn MoxeT 6biTb pazmepoM 4o 4Mb. B npoTuBHOM ciiydae, npu Bbirpy3ke ¢dalina

60/bLLero pasMepa NPOUCXOANUT oLwnbKa.

5.1.15.3. 'ameHeHune Fusemap koHburypauumn
Vi3meHeHne nmeHun onncanmsa Fusemap koHourypaumm (Fusemap Config Description).
OrpaHnuyeHus 1 gonyLeHuns:

1. [donyckaeTca pegakTnpoBaTb T0Abko uma FMCD.
5.1.15.4. YpaneHune Fusemap koH$purypaumm
Ypanenune Fusemap koHpurypauum ns Cnuctemsi.
5.1.15.5. JlobaBneHue cBa3n Fusemap KoHUrypaLmm k Homepy B napTun
MpwuBs3ka Fusemap koHdurypaumm k Homepy Maptun.
5.1.15.6. YaaneHune cBa3n Fusemap koH$urypauum ¢ Homepom B napTum
Ypanerve casu mexay Fusemap koHdurypaunein n Homepom Maptun.
5.1.15.7. 3kcnopt Fusemap daiina koHpurypaumm noab3oBaresnto

JKkcnopT darina ¢ Fusemap KoHbUrypaLmen, COOTBETCTBYOLWEN BbibpaHHOMY Homepy MapTtun. JaHHble
akcnopTupyroTca B BUAe darina Ha FTP-cepBep B nanky out ansa TekyLiero (OCyLLeCTBAAIOLLErO onepaLuto)

nonb3oBaTtensd.

®ainn pacwmnoposbiBaetcs TDE, 3awmdposbiBaeTcs PGP-katouamu n 3arpy>aetca Ha FTP B manky out TekyLero

nonb3oBaTens.

Fusemap koHduWrypauuto Henb3s creHepupoBath B cucteme KGS: daiinbl ¢ Fusemap koHburypaumen

reHepupyroTCA BHE CUCTEMbI U BMOCAEACTBUN nMIopTupytoTca (cMm. "JobaBneHne Fusemap koHpurypaumn®).

Mepeiitn k CopeprkaHuto...
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5.2. Pabora ¢ kntouammn OTP/npoLwmekm

BufiepuTe oON 0 ONA EBHOOJAHEHWMA, BO3 HE EapWaHETH:

4
5

)]

|

TS B3]

JlepeBo MeHo 41 AaHHOTO passena:

Bbixog,

CozgaHue OTP katouel

Skcnopt OTP knroyen

JKCNopT UHAMBUAYanbHbIX (JTAG) katouein

DKCNOPT YHUKaNbHbIX Katouen (OTP) ana oTaenbHOro yctponcraa
Vmnopt kntouenn OTP (yctapeslune STB)

Mposepka OTP

[JobaBneHne 3HaUeHWI 411 KNOYEN NPOLLIMBKM

DKCNopT K/toYen NpoLmBKK Ha Sign Server

DKCMOPT KtOYen MPOLUMBKM MOCTaBLLMKY

= o 0 o N ok W=

_

JkcrnopT darna Fusemap koHdurypaumm Ha BBX

5.2.1. Cozpanune OTP knrouei

Cucrema reHepupyet OTP katoum ans naptmm umnos (devices) 3aaHHOro NocCTaBLLMKa.
OrpaHunyeHus:

¢ MakcrmanbHOe KOAMYecTBO K.I'II-OHGVI, KOTOpble MOTYT ObITb creHepumpoBaHbl An4 TeCTOBOro BVI,CI,a/TI/II'Ia

MapTun, - 5000 wr.

Mepeiitn k CogepkaHuio...
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5.2.2. dkcnopt OTP kntoueit

{D nOBTOprIIZ 3KCnopT KJHOUYEn HEBO3MOXKEH (KpOMe cnyyasn, e BbIrpy>KakoTCa Ynnbl TECTOBOIo BM,a,a/Tmna

MapTnu). Mpw nonbiTke NOBTOPEHUA AaHHOW onepauun ByaeT BblgaHo cooblieHre 06 oLmbke.

Cuctema ocywecteaset akcnopt BCEX katouen KAXAOIO yctpoictBa (Unna) Ans 3aaHHOMo AManasoHa Ymnos.
Kntoumn akcnopTmpytotca B Buge dpannos Ha FTP-cepBep B nanky out nonb3osatens. CNMCOK Noab30oBaTeNen, Kotopble
MOTYT 6bITb NOMyYaTENSMM AaHHBIX, ONPEAENSETCsA KaK TeKYLLMI NOb30BaTe/b + BHELLHWE NONb30BaTeNu,

npuesa3saHHble K NocTaBwmky nam Black Box, kotopble 6yayT BbibpaHbl B npoLiecce paboTbl.

Skcnoptupyembin pann (¢ OTP karouamu) WNdpoBaH OAHUM UAN HECKOAbKMMU PGP-katouamm (Karoum BelbuparoTcs

npuv akcnoprTe).
Mepeiitn k CopeprkaHuto...
5.2.3. 3kcnopt uHamnBuayanbHbix (JTAG) katouein

Cuctema ocywecteaset akcnopt OAHOIO YHUKAJ/IBHOIO katova (Ha Bbibop) ambo ana OAHOTO ycrporictea, imbo
ana HECKOJIBKNX ycTpoicTB 13 yKa3aHHOro cnucka/avanasoHa. Karoum skcnoptrpyrotes B pabouyro nanky

TekyLero (ocyLecTBAAOLLLEro onepawmio) noab3osatens Ha FTP-cepsep.

3KCMOPT NpeAHa3HauveH Ans YCTPOUCTB (YMMOB), KOTOPbIe BMOCIEACTBUN ByAyT MCMO/Ib30BaTLCS B TECTUPOBaHWM (T.€.

He ByAyT NCNOAb30BaTLCA B MPOMBILAEHHOW 3KCryaTaLmm).

SkcnopTupyembli dainn (c JTAG kntoyom) WndpoBaH OAHUM UM HECKONbKMMU PGP-katouamm.
Mepeiitn k CogepikaHuio...

5.2.4. dkcnopt yHMKanbHbix Karoueii (OTP) ana otaenbHoro ycrpoicrBa

Cuctema ocyuwecteaset akcnopt BCEX nnamemayanbHbix OTP-karouen (1Mb6o npom3BoaHbIX Katouel (oT
NHAMBUAYaNbHBIX)) Inbo ans OLHOTIO ycrpoiictea, ambo aas HECKOJSIBKNX ycTpoicTB 13 yKa3aHHOrO crncka

/AananasoHa. Knroum skcnopTupyroTea A1 TekyLlero (ocyLecTBAAOLLLEro onepawmio) noab3osatensa Ha FTP-cepsep.
OcobeHHocTL:

i Mpown3BoAHbIe KNHOUM MOTYT BbITb CreHepMpPOBaHbI Kak Nno TecToBoMy, Tak 1 no npog. RK KDF npogunsam.

Ecnv pns BoibpaHHoro B OTP-kapTe k/itoya ykasaHa HeobxoanmocTb 06dyckaumm u ana Buga Maptum,
KOTOPOW MPUHAANEXMT umn, HasHadeHa GyHkunsa OVDF/KOF, To HecMoTps Ha 3To, 06¢yckaLms

NUIFHOPUPYETCA U BbIFPY>KAETCA YMCTOE 3HAUEHME KitoYa.

63/92



" Gs LABS KGS-UG
Gs aGRous PeBun3us: 1.0 Myl - 0

3KCMOPT NpeAHa3HauveH As YMMOB, KOTOPbIe BNOCAEACTBMN ByAYyT NCMO/b30BaTbCS B TECTUPOBAHUM (T.€. He ByayT

MCMOb30BaThCA B MPOMBbILLAEHHON 3KCMyaTaLuum).

KcnopTUpyeMble JaHHbIe (Zip-apXxvB) WWMPOBaH OAHUM MW HeCKonbkMU PGP-kitouamu.
Mepeiitn k CogeprkaHuio...

5.2.5. Umnoprt kntoueir OTP (ycrapesiumve STB)

CncTema OCyLLECTBAAET UMMOPT paHee CreHePUPOBAHHBIX KIHOYEN U3 BHELLHUX NCTOYHWUKOB.

ViMnopTtupyembili ¢paiin B COOTBETCTBYHOLLEM dOopMaTe AOAXKEH ObiTb MOAFOTOBAEH U 3arpy>KeH B Nanky (n
nosb3oBaTens (TeKyLero nosib3oBatens AMbo noab3oBaTens, NpuBsAsaHHoro K MocTaBlwmky) Ha FTP-cepeepe. ®ain

B0KeH 6bITb 3alwmdpoBaH PGP-katouoMm, NprBs3aHHbIM K (BblIOMpaeMoMy nosb3oBaTesnem) Buay MNapTum.

Mepeiitn k CopeprkaHuto...

5.2.6. Npoeepka OTP

C FTP-cepBepa nmnoptmpyetca dann C gaHHbIMUW, 610KM AaHHbIX BHYTpWU daina wudpytotcsa (nbo
pacwmdpoBbiBatoTCA) ¢ MoMoLyblo OTP-katoUa € 3afiaHHbIM MHAEKCOM W MO 3aAiaHHOMY anropuTMy, Nocie Yero
dbopmMupyeTca HOBbIN dalin, cogepKalLmii pe3yibTaTbl MPOBEAEHHON onepalmm, 1 akcnopTupyetcsa Ha FTP-cepsep.
®opmMaT BbIXOAHOTO darina NOJHOCTLHO COOTBETCTBYET GopMaTy BXOAHOMO daia, HO JOMONHUTENLHO COAEPXUT

pe3y/ibTaTbl BbINOAHEHHON oMnepauuy LWndpoBaHus / paclumdpoBaHus.

MmnopTtupyembiit dainn (apxme) konupyetcs ¢ FTP-cepBepa Ha Processing Server, B manky TeKyLLero noJib30BaTes
(T.e. nosb30BaTENS, MOA KOTOPbIM B KOHCOJ/IM BbIMOJHAGTCA JaHHaa onepaums). ITOT dpaii ABAAeTCA BPEMEHHBIM U
yAanseTcs nocae Toro, kak cogep>kalimecs B Gpanne gaHHole 6yayT o6paboTaHbl. IKCcnopTUpyeMblii dainn (apxms)
nepeHocuntca (He konupyetca) Ha FTP-cepsep, HO y>e B nanky Noab3oBaTens, A58 KOTOPOro oCyLecTBAAETCA
akcnopT (N1M60 TeKywiero nosib3oBatens, MMHo NpmBsA3aHHOro K BbibpaHHoMy MocTaBuky); davn wndposaH

OAHUM NN Heckonbknmm PGP-katouamu.

JKCnopTMpyeMbln Gain B AafbHENLLEM aHaAU3npyeTcs (MPOBOAUTCA BaanAaLMsa YMNOB): CPaBHUBAIOTCA Pe3y/bTaThbl
wndpoBaHma KaroUom 13 KGS 1 3TUM Xe KAHUYOoM, NPOLWNTbIM HenocpeacTBeHHO B umn. Mpu 3tom OTP katou He
3KCNopPTUPYeTCA B UNCTOM Buge. Ecan gaHHble coBnazaroT, TO Baangaums YMnoB NporAeHa ycnewHo (T.e. B uumn
NPOLWNTLI HYy>KHble AaHHble). Kak npaBuao, npoleaypa Ucnoib3yeTcs Aas Banugaumm orpaHUYeHHONM napTmm
TECTOBbIX K/IHOUEN: ec/iv NPoBepKa NPoMAeHa YCMeLHO, TO OCYLLEeCTBASETCA IKCMOPT, NePCOHaM3aLMsa U NPOLINBKa

OCHOBHOW napTmm 4nnos.

Mepeiitn k CopeprkaHuto...
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5.2.7. llo6aBneHWne 3HAUEHWI ANA KAIOUENA NPOLUNBKU

CncTeMa OCyLLLeCTBASET reHepaL Mo Kitoya NPOLLMBKM (TeHepauua Cy4anHoro 3HaueHus (ceHepayus) nmbo
reHepaLmsa NPoOn3BOAHOIO KatoYa (HacnedosaHue) Ha ocHoBe OTP-katoua) AM60 MMMOPT Parina C KAHUYOM U3

BHEWHUNX NCTOYHNKOB.

B cnyyae nmnopta paiin B cooTBETCTBYIOWEM PopMaTe JosKeH ObiTb NOArOTOBAEH U 3arpy>eH Ha FTP-cepeep, B
nanky {n nonb3oBaTens (TEKyLLero noab3oBatess IMH60 Nosb30BaTeNs, MPUBA3aHHOIO K [NocTaBLuky). Pain fonxeH
6bITb 3aLWIMbPOBaH OAHUM WM HECKOAbKMMU PGP-Kkitouamm (private yactb XoTs 6bl 04HOro 13 3Tux PGP-kitouel

(K1roY BbIBUpPAETCs NoJb30BaTENEM) AOMKHA XpaHUTbCsA B cucteme KGS).
B cnyuyae reHepaumm Npon3BOAHOIO 3HaYeHusa (HacredosaHue) CyLEeCTBYHOT CeAYHOLLME OFPaHUYEeHUS:

1. Ecam BbIOpaHHbI Kntou Mpowwnekm cesizaH ¢ OTP-kapTol, To Bbibop cnocoba "HacsredosaHue" oTCyTCTBYET.

2. TeHepaLma Npon3BOAHbIX 3HaveHnn ana Kntoya MNpoLwmBky AOCTyNHa TONbKO ANA CAeAYHOLMX TUMOB
npwveazkun Knrouew Mpowumeku: Knacc yctporicts + Tun Maptun, Knacc ycrponcts + Tun Maptun + STB
Mopens.

3. Kntou Mpowwmekm n OTP katou (key index B KapTte Kntouein) npuHagnexar ogHomy v Tomy e Knaccy
YCTPOWCTB, B KauecTBe 3HaueHus ansa OTP-katoua ncnonbsyetcs 3HayeHue 13 toro Tuna Maptum, K KOTOPOMy
npueasaH Karou MNMpowunekm.

4. Knrou MpoLwmBky, AN KOTOPOro HY>XHO reHeprMpoBaTh NPON3BOAHOE 3HaUEeHMe:

a. He akcnopTupyetcsa Ha BBX 1 He nuweTtca B OTP;
b. He moxeT nmeTb TMN anropuTtMa crypto algo = 'kdf-aes-128' (GS2);

'‘RSA".

d. reHepauus NPoM3BOAHOrO KAKOUYa BO3MOXHa TONbKO AN katouveit aes-128 v binary data go 128 6uT.

C. He MOXeT MMeTb TUM anroputma crypto algo

Mepeiitn k CogeprxaHutio...

5.2.8. dkcnopTt kAtoueit NpowMBKY Ha Sign Server

CucTema ocyLecTBASET IKCMOPT KAKOUEW MPOLIMBKN A4 3aZaHHOro cepeepa noanuck (B KGS obo3Hauvaertcs kak
BHELUHWI cepBep ¢ TMNoM 'Sign Server'). Knroun akcnoptupytotcs Ha FTP-cepBep, A1 TekyLlero (OCyLLecTBAAOLLLErO
onepawmto) Nosib3oBaTesa MM60 Noab3oBaTens, NprBa3aHHOro K Sign Server (ko BHelwHemy cepBepy ¢ Tvnom 'Sign

Server'). kcnopTupyembii dann WndpPoBaH OA4HUM UAN HECKObKMMK PGP-katouamu.
3KCnopTMpyeMble KO4YM B JajbHeWLLeM UCMOb3YHOTCA Ha cepBepe AN NPOLUVMBKM U MOAMUCK AaHHbIX.

Mepeiitn k CopeprkaHuto...
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5.2.9. 3kcnopT KatoUeli NPOLNBKN NOCTaBLLUKY
CncreMa OCyLLLeCTBASET IKCMOPT KAtOUENn NpoLLmnBKIM MocTaBLymKy.

Kntoum akcnopTupytotcs Ha FTP-cepBep, Ans TeKyLLEro (OCyLLECTBASAIOLLErO OnepaLuio) noab3oBatens AMbo

noJsib3oBaTtend, NPUBA3aHHOIO K Bbl6paHHOMy rlOCTaBLLI,VIKy.

Kaxxabli BbIGBpaHHbIN KAHOY NPOLLMBKM IKCMOPTUPYETCA B OTAENbHbIV dalin. Dalinbl C KAroUYamMu apXMBUPYHOTCA B Zip-

apxmB. ApXuB LWNHPYeTCH OAHUM UAN HECKOAbKUMU PGP-karouamu.
Mepeiitn k CogeprkaHuio...
5.2.10. 9kcnopr ¢aiina Fusemap koH}purypaumm Ha BBX

Cuctema ocyuecteaseT akcnopt dpanna ¢ fusemap config (FMC), cooTBeTcTBYHOWMI BbIOpaHHOMY Homepy MapTum
(PN), ans Bbi6paHHoro Black Box (BBX).

Mpw akcnopte darn ¢ FMC 3awmdpoBbIBaeTCA NeCTHULLEN Katoueln ans BbibpaHHoro BBX. ®ain gononHutensHo

wndpyeTcs ofgHUM Anb6o Heckonbknmu PGP-katouamm.

JKcnopT ocywecTeaseTcs Ha FTP-cepBep, B nanky out noab3oBatens. CnMCok nosb3oBaTenel, KoTopble MOTyT HbITb
noayyaTensiMm JaHHbIX, ONpPesensieTcs Kak TeKyLLUA NoNb30BaTe b IM60 BHELLHWE MO/Ib30BaTENN, MPUBS3aHHbIE K

BbIbpaHHOMY lMocTaBLymky nam Black Box (BHewwHemy cepsepy ¢ Tunom 'Black Box').

Fusemap Config HeobxoaMM A5 MEPCOHANN3aLIMM YMMOB.

Fusemap Config Henb3a creHepupoBatsk B cucteme KGS: dpainbl ¢ fusemap config reHepupytotcs BHe

CUCTEMbI U BMOCAEACTBUM UMMOPTMpPYtoTca (cM. "[lobaBneHne Fusemap koHurypaumm”).

Mepeiitn k CopeprkaHuto...
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5.3. PaboTta c otyeTamu

4

e

Wocn

[lepeBo MeHto ANs AaHHOTO paszena:

Bbixoa

VimnopT oTueTa 0 NnporpaMmMrpoBaHNM

VimnopTt oTueta o npomnssoactee STB

OTmeHa nmnopTa

Co3pgaHuve oTyeTa O COCTOAHUM

NHudopmauma o npomnssogcrse STB

Mony4yeHne cnucka 3abA0KMPOBaHHbIX YCTPOUCTB AJ1A NapTum
DKCNOPT TEKYLLUMX CTaTyCOB YCTPOMCTB A5 TUMNa NapTum

DKCNOPT NCTOPUN CTaTyCOB A1 BblOPaHHbIX YCTPOWCTB

© v ® N o Uk w2

—_

Co3paHne oTyeTa 0 COCTOAHUM B2
5.3.1. UmnopT oTueTa 0 NporpaMmmMmnpoBaHuUN

OTueT 0 NPOrpaMMMpPOBaHUN KaKOW-IM60 NapTMX YMMOB NpejHa3HaueH Ans drKcaumnm B CUCTEME Pe3y/ibTaToB

(ycnex / Heycnex) NPOLMBKNA YNMNOB.

Otuet AODKEH ObITb npeasapuTenbHO NOAroToBaA€H BHEWHUM AN TEKYLLUM (Ocyl.l.l,eCTBnﬂI-OLLl,l/lM I/IMI'IOpT)

nosb3oBaTesnieM 1 3arpy>keH Ha FTP-cepBep, B nanky in nonb3oBatens. B npouecce pabotbl Ppain c oTyeToMm
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nepemetlaetca cuctemon ¢ FTP-cepBepa Ha Processing Server, npoBoanTcs ero Baavgaums n obpabotka,
pe3ynbTaToOM KOTOPOW ABAseTCs OBHOB/IEHME CTaTyCOB NPOrpaMMmMPOBaHNS YMMOB, HOMEpPA KOTOPbIX yKa3aHbl B

oT4yeTe.

Cnincok nosib3oBatenei, KOTopble MOryT BbITb OTNPaBUTENEM JaHHbIX, ONpeAenfeTca Kak TeKyLnii Nofb3oBaTenb +
BHeLLHWe Noab3oBaTenn, NpueasaHHble K MocTasLmky uan Black Box (BHewwHwuit cepsep ¢ Tvnom ‘Black Box'),

KoTopble ByayT BbibpaHbl B npoLecce paboTol.

Mepeiitn k CogeprkaHuio...
5.3.2. Umnoprt otuera o npounssoacTee STB

Otyer c pesyabTaTamu NpounsBoacTBa STB yCTPONCTB, cogep>KaLlmx NepcoHaim3vpoBaHHble YnMbl, NpeAHa3HaueH
ana dmkcaumm B cucteMe dakra (ycrnex / Heycnex) Npomn3BOACTBa, a TakKe CBA3eN MeXay NPOu3BeAeHHbIM YAMOM U
A4PYTMMUM CYLLHOCTAMU cucTeMbl (onepaTtop, Mogenb STB, ee cepuidHbIi HOMep — BCA 3Ta MHPOPMaLINA COAEPXNUTCA B

oTyerte).

Mpwn 3arpy3ke oTueTa, cogep>kallero 2 ngeHtndunkatopa umnos - ocHoBHoro SoC u conpoueccopa CoPro,
npw coxpaHeHun B b/l AaHHbIX BbIMOAHAOTCA OMnepaLmmn 3anncuy Ans ABYX YMMNOB B OAHOW TpaH3aKLmK.
Takvnm obpasom, nHGopmaLma o cTaTyce n3 oTveta AMHO 06HOBASETCA OAHOBPEMEHHO ANS ABYX UMMOB,

6O OTKaTbIBAETCSA A0 MPesblAyLLEero COCTOSHUS.

OTyueT fosKeH 6bITb NPeABapUTENbHO NOAFOTOB/IEH TEKYLLMM UV BHELLHUM MOAb30BaTeNEM U 3arpy>KeH Ha FTP-
cepBep, B nanky in nosib3osatens. B npouecce pabotbl danin c otyeToM nepemeltaetca cuctemon ¢ FTP-cepsepa Ha
Processing Server, npoBoAnNTCA ero BaauaaLumsa n obpaboTka, pe3ybTaToM KOTOPOU SBASETCA OOHOBAEHWE CTaTyCOB
YMNoB, HOMepa KOTOPbIX yKa3aHbl B OTUETE, U COXPaHEHME B CUCTEME MHDOPMALIMM O TOM, B KaKyto MOAeb
npuemMHuKa 6bin YCTaHOBAEH AaHHbIN ymn. Kpome Toro, coxpaHseTcs MHbopmaLumsa 06 onepaTtope, 415 KOTOPOro bl

npov3BeAeH AaHHbIV NPUEMHMK W ero CepUHbIA HOMep.

OtueT 0 npounsBoacTBe STB A0/KEH reHepMPOBaTLCA A5 KaXKA0M Npon3BoacTBEHHOM napTum (batch) n

npegoctaBaatbca B OO0 "TMLUT" go Toro, kak STB 6yayT oTrpy>keHbl onepaTopam.

KaxablA OTUeT AO/IKEH COAep>KaTb AaHHbIe TOJbKO MO OAHOV KOHKpeTHoW Mogenn STB. Ecav Mpouzsoantens
BbinyckaeT 6oblue Mmogenein STB ¢ CAS, TO AOKHBI ObITh NPeAOCTaB/IeHbl OTAE/bHbIE OTYETLI MO KaXXA0M MOZAeNM
STB.

Mepeiitn k CogeprkaHutio...
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5.3.3. OTmeHa umnopra

OTMeHa pe3ynbTaToB MMMNOpPTa OTYETa O MPOrPaMMMPOBaHMM YMMOB UAK OT4YeTa O npomssoacTee STB (cm. VimnopT
oT4yeTa O nporpammMmpoBaHun, ViMnopT otyeta o npomnssoactee STB). VMicnonb3yeTcs, ecan 3arpy>KeHHbI oTYeT

(OTHeT O nNporpaMMmnpoBaHnn, OTHET O NPON3BOACTBE STB) COAEPXNT HEBEPHbIE AaHHbIE.
Mepeiitn k CopeprkaHuto...
5.3.4. CozpaHue oTueTta O COCTOSHUM

leHepaLus 1 NPOCMOTP oT4eTa € MHbOPMaLMEN O COCTOSHUN 6a3bl JaHHbIX (KOMUECTBO KAKOUEW, UX CTaTyC U T.M.)

A1 3a,aHHOTO BHYTPEHHEro HomMepa NapTuu U 411 3a,aHHOrO Anana3oHa YCTPOWCTB.

Mepeiitn k CogeprkaHuio...

5.3.5. Unpopmauusa o npoussoacrTese STB

MpocmoTp nHPopmMaLmm o npomsseseHHoM STB, 3arpyxeHHol B KGS 13 oTueTa 0 Npon3BoACTBe.

Mownck nHGopMaL MK BbINMOAHAETCA MO NHO6OMY 13 BBEAEHHbIX naeHTUdUKaTopos: CepuitHbii Homep STB, CAS STB ID

(ans Main SoC) n CoProlD (gns CAS Co-Processor).
Mepeiitn k CopeprkaHuto...
5.3.6. MonyueHue cnucka 3a6/10KNPOBaHHbIX YCTPOACTB ANA MapTUU

CucTema ocyLecTBASET 3KCMOPT B dalin Crmncka HOMepoB YCTPONCTB (45 BbibpaHHoro Buaa Maptuu), koTopble
3aHeceHbl B YepHbIA cnucok KGS, a Takke ux TekyLmx ctaTycoB. B uepHbin cnvcok KGS BHOCATCA yCTponcTBa, ANs
KOTOpPBIX BbIFPY>Kanuncb nHanBuayanbHbli (JTAG) katou (cM. SKcnopT nHamBMAyanbHbix (JTAG) katoueld) ambo
YHWKabHbIE KAOUN ANS OTAENBHOIO YCTPOMCTBA (CM. DKCNOPT YHUKabHbIX katouel (OTP) ana oTaenbHOro

YCTPOWCTBA).

Cnepyet yuntbiBaTh, UTO B darin skcnoptupyrotcs Tonbko blacklisted devices. Ecan ans BeibpaHHoro Buga
MapTnn B CTaTUCTUKE HET HW OAHOTO YCTPOWCTBA, 3aHECEHHOTO B YEPHbIM CNNCOK, TO Gainn He

3KCMOPTMPYETCS.

[JaHHble skcnopTupytoTcsa B Buae Gaina Ha FTP-cepBep, B nanky out TekyLero (OCyLLeCTBASAIOLLErO OnepaLuto)

noab3oBaTens.
JKcnopTrpyemMblin Gann WndpoBaH OAHUM UAN HecKonbkMU PGP-kntouamm.

Mepeiitn k CogeprxaHutio...
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5.3.7. 9kcnopT TeKyLMX CTaTyCOB YCTPOWUCTB AJ1A TMNa NapTum

CucTema ocyLwecTBAsSET 3KCNOPT B Gaiin Cnmncka Bcex YCTPOMCTB Ans BbibpaHHoro Buaa Maptum (Tuna MapTtun)

BMecTe C NoApobHOM MHbopMaLmMen 06 X TekyLLMX cTaTycax 1 npusHakax (commit, backup, blacklist).

' Cne,u,yeT Yy4unTbIBaTb, YTO €CAUN ANA Bbl6paHHOFO Bl/l,qa napTI/Il/I B CTaTUCTUKE HET HU OAHOIO yCTpOI7ICTBa, TO

dann He 3KCNoPTMPYeTCS.

[JaHHble akcnopTupytoTca B Buae danna Ha FTP-cepBep B nanky out TekyLero (oCyLwecTBASIOLWErO onepaLmo)

noJsib3oBaTeis.
JKCNopTMpyeMbIA dainn WindpoBaH OAHUM UAN HECKONbKMMU PGP-katouamm.
Mepeiitn k CogeprkaHuio...

5.3.8. 9kcnopT ncropum cratycoB ANA BbI6paHHbIX YCTPOMNCTB

CncTeMa ocyLLLeCcTBASET IKCMOPT B Gaitn Bce MHPopMaLMm U3 Tabaunubl UCTOPUN A BbIBPAHHOTO YCTPOMCTBA.
[JonyckaeTtca BbI6OP HECKO/IbKMX YCTPOWUCTB M3 OAHOM NapTUM 3@ OAMH pa3 (KOANYECTBO YCTPOWCTB B Galsie He

OFpaHN4YeHo).

JaHHble 3kcnopTupytoTca B Buae paiina Ha FTP-cepsep, B Nanky out TeKyLero (OCyLLecTBAAIOLLEro onepaLwmio)

nonb3oBaTens.
DKCNOPTMPYEMBIA dai yrNakoBbIBAETCS B Zip-apXMB, KOTOPbIV WNPPYETCA OAHUM UAN HECKOAbKMMU PGP-kntouamm.
Mepeinitn k CopeprkaHuto...

5.3.9. Co3paHune oTueTa 0 COCTOAHUU B2

leHepaLms 1 NPOCMOTP OTYeTa € MHGOPMaLMel O COCTOAHMM Basbl AaHHbIX (KOMYECTBO KAKOUEN, UX CTATyC U T.M.)

4019 3alaHHOTO BHYTPEHHEro Homepa napTun. B otinume ot gpyroro otyeta (cM. Co3saHne oTyeTa O COCTOSHMM)

JaHHbIA OTYET COAEPXXUT TOUHbIN ANANa30H YCTPOWMCTB, HAaXOAALLNXCA B pa3Hbix cTatycax (Generated / Exported /

Released).

O B oTuete oTobparkaeTcs MHPopmaLms:

® 1160 TONBKO AN YCTPOWCTB, BXOAALLMX B 3a/jaBaeMblil nana3oH HoMep hepeozo ycmpolicmea ...
Homep nocsiedHe20 ycmpoticmea. 10 yMOYaHWNIo 3TOT AMana3oH MOXET CogepXaTb Bce
yCTpolicTBa A4 BbibpaHHbIx Knacca yctpolicte 1 Buga Maptun.

nmbo (ecnm BbibpaHa STB Mogesnb) 419 BCex YyCTPOMCTB, OTHOCALLMXCA K BblbpaHHON STB Mogenw.
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[loNoNHUTEILHO B OTYETEe MOXKET HbITh OTOBpaXkeHa nHbopMaLus Mo cooTBeTCTBYOLW MM Homepam MapTuid. J

" MHdopMauusa no KoaMUecTsy ycTpoiicte ¢ Tunom blacklisted, backed up, committed He oTobpaxaeTcs.

Mepeiitn k CogeprkaHutio...

5.4. YnpaBneHune BHELWHNUMU cepBepamu

BHCIHIIM CEepECparid

4

= DONMME KR E cep NoOnMCH
B0 JIECTHIMIIN I

[a )}

[lepeBo MeHo /11 AaHHOTO paszena:

Bbixopa,

Co3gaHvie NecTHULbI KAYen N8 BHELLHEro cepeepa
OKCMOPT NIeCTHULBI KNHOYeRn 41 BHELLHEero cepeepa
SKCnopT KoHpUrypaumm naptum Ha BBX

Skcnopt BBX koHbUrypaumm nocrasLumky

DKCMOPT KOHPUIypaLm Karouei NPoLnBKN Ha CepBep NOAMNMUCK

No s WD

LLindpoBaHmMe AaHHbIX C MOMOLLbIO NeCTHULbI Katodved TDE
5.4.1. Co3zpaHue necTHULbI K/IlOUEid ANA BHELLHEro cepBepa

CucTema reHepupyeT NeCTHULY Katouel Ans BbibpaHHOro BHellHero cepBepa (Tvnbl BHeLWHUX cepBepos: 'Black Box!,

‘Sign Server").
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JNlecTHuua kntoyen ans 3agaHHoro Black Box / Sign Server MoxeT ObITb CreHepupoBaHa TOJIbKO OAWH pa3 (MOBTOpPHas
reHepaLma NecTHULbI Katouen ana ogHoro u Toro xe Black Box / Sign Server He gonyckaetcs). Habop kntouen,
cornacHo nectHuue karoden ans Black Box / Sign Server, reHepupyetcs n coxpaHsetcs B 6a3se gaHHbix KGS ¢

npwmBs3kon k aToMy Black Box / Sign Server. Kntoumn xpaHaTtca B 3awumdpoBaHHOM BUAE.

B cnyuyae BO3HUKHOBEHWs t06bIX OWINOOK B NMPOLIECCE reHepaLum NPON3BOANTCSA OTKaT 6a3bl AaHHbIX B COCTOSIHME,

COOTBETCTBYHOLLEE Havany pa6OTbI.

Mepeiitn k CogepikaHuio...
5.4.2. kcnopT necTHULbI KAlOUe ANA BHELLHEro cepBepa

CucTema ocyLecTBASIET 3KCMOPT NECTHULbI KAtOUel A5 BbIOpaHHOrO BHELIHEro cepaepa (TUMbl BHELLIHMX CEPBEPOB:
‘Black Box', 'Sign Server', 'Generic'). [laHHble 3kcnopTupytoTcs B Buae dannos Ha FTP-cepsep, B nanky out Ans

TekyLero (OCyLLeCTBASAIOLWErO OnepaL/mio) Noib3oBaTtesis IM60 04HOro U3 BHelHMX Nosib3oBaTenen.

Cnncok I'IOJ'Ib30BaTeJ'IeI7I, KOTOpble MOTyT ObITb nojsydatenamMmun AaHHbIX, ONpeaenaeTca Kak TeKyLLI,I/II?I nosb3oBaTte/lb

60O BHELLIHWE NOAb30BaTeNN, MPUBA3aHHbIe KO BHellHeMy cepBepy, KoTopble ByayT BbiGpaHbl B npoLecce paboThbl.

Ans BbinonHeHMA onepaunm skcnopTa B cuctemy KGS c FTP-cepBepa 3arpy>caetcs public HWRK-kntou,
CreHepupoBaHHbIN Ha BHellHem cepBepe. 3TUM KAHUOM WNPPYHOTCA AaHHble B 3KCMOPTUPYeMbix Gannax. Mpu

OTCYTCTBMU KJIFOYa Ha FTP 3KCNOPT NeCTHULbI K/HOUYEel HEBO3MOXKEH.

Ha FTP-cepBep akcnoptupytotcs [BA daina - dainn c BBMK n painn suaa <ExternalServerName>_keysladder.dat,

COAep>KaLMA TECTHULY KAHOUEN.

JKcnopTrpyeMble Gaiibl WINGPOBaHbI OAHUM UMW HECKOAbKUMUN PGP-karouamun. BuHapHbin dann ¢ BBMK (oTHoCUTCs
K NecTHuLEe Kntoyer) gonoaHutenbHo wupyetca HWRK-kntouom BbibpaHHoro BHewHero cepeepa. C FTP-cepBepa

dalnbl 3abMpaeT yNoAHOMOYEHHBIN Nosib3oBaTeNb CUCTEMbI, UMEIOLLMIA AOCTYN K COOTBETCTBYHOLLIEMY BHellHemy

cepsepy.
JKCnopTMpyeMble JaHHble NCMOAb3YOTCA Ha BHelHem cepBepe ana pacumdpoBku katouel, noctynatowmx mn3s KGS.
JlecTHMUa kNtoYel Npu WTaTHOM paboTe 3KCMOPTUPYETCS TONIbKO OAUH pas.

Mepeiitn k CopeprkaHuto...

5.4.3. 3kcnopTt KoHpurypaumm naptum Ha BBX

CucTema ocyLwecTBAsSET 3KCNOPT KOHPUrypauum (kntova) ans BbibpaHHoro Black Box (BHelwHero cepsepa ¢ TMNOM
‘Black Box'). laHHble akcnopTupytoTca B Buge darna Ha FTP-cepsep, B nanky out AN TeKyLLero (OCyLLecTBAAOLLLErO

onepawuo) Noab3oBaTens AMbo 0f4HOro U3 BHeLWHMX noab3oBaTenen.
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Cnncok I'IOJ'Ib3083Te.I16I7I, KOTOpble MOTyT ObITb nojsydyatenamMmun AaHHbIX, ONpeaenaeTca Kak TeKyLLI,I/II‘/’I noJib30oBaTeNlb

Nnbo BHeLLHME nosib3oBaTenu, npmeasaHHble K Black Box, koTopble 6yayT BbibpaHbl B npouecce paboThi.
Ha FTP-cepBep akcnopTupyeTcs daiin, cogepalinii KoHourypaumto Buga MNapTum.

JKcnopTMpyeMblin Gann WndpoBaH OAHUM UM Heckonbkummn PGP-kntouamu. C FTP-cepBepa dalinbl 3abupaet

YMOJAHOMOUEHHbIN Nosb3oBaTenb CUCTEMBI, UMEOLWMA f0CTyN K cepBepy Black Box.

JKCNopTMpyeEMbIe JaHHble NCNOAL3YOTCA Ha cepBepe Black Box ana nocneaytoleli paclundpoBKkm KaroUen,
noctynatowwmx n3 KGS (cm. Skcnopt OTP kntouein), npuyem dann KoHGUrypaumm sKCnopTupyeTcs Ans Kaxaoro Buga

Maptun / Homepa Maptun, ncnonssyemoro B Black Box.
Mepeiitn k CopeprkaHuto...
5.4.4. dkcnopt BBX KkoHpUrypaumum nocraBuiuky

CucTtema ocyLwecTBAsSET 3KCNOPT KOHPUrypaLuum ansa BoibpaHHoro MNocTaBLimka. Ikcnoptupyembl dann (dann

KOHOUIypaLum) WMGpoBaH OAHUM WAN HeckoabkuMK PGP-katouamu. Pain akcnoptupyetcs Ha FTP-cepsep.

Cnncok I'IOﬂb3OBaTeﬂeI;1, KOTOpble MOryT ObITb nojsydatenamMmun gaHHbIX, onpeaenaeTca Kak TEKyU.LMIz noJib3oBaTeNb

nnbo BHeLHWE Noab30BaTeNn, NprBA3aHHble K MNocTaBLuky, koTopble 6yayT BbibpaHbl B npouecce paboTbl.

JKkcnopTupyeMbln Gainn B ganbHelwem ncnonbsyetca MO MNocTaBlumka npy obpalteHnn nocnegHero K APl B Black

Box. Taknm obpa3om, ocyLLecTBASeTCa MHTerpaLums gaHHoro Black Box B 0bLwmii npor3BoaCTBEHHbIN NpoLecc.

' daiin koHGUrypaLmm ans MocTaslimka oTANYaeTcs oT daiina koHdurypaumm ans Black Box dopmatom daiina

N CoAepP>XMbIM.

Mepeiitn k CopeprkaHuto...
5.4.5. 3kcnopT KoHpUrypaLumm Karouel NpoLnBKN Ha cepBep NOANMUCH

CucTema ocyLwecTBAsSET 3KCNOPT KOHPUrypaLum ansa BoibpaHHOro cepeepa noanucu (BHelwHero cepeepa ¢ TMNOM
'Sign Server'). laHHble 3KcnopTupytoTCs B BUAE dalina Ha FTP-cepBep, B nanky out Ans TekyLlero (OCyLLeCTBASIOLLENO

onepaumio) noab3oBaTens IMbo oA4HOro U3 BHeLWHMX noab3oBaTenen.

Cnuncok nosib3oBaTese, KOTopble MOTYT HbITb NOAyYaTENAMMN JAHHBIX, ONPeenseTcs Kak TeKyLUiA Nnob3oBaTesb
60O BHELLHWe Nosb30BaTeNn, NpuBaA3aHHble K Sign Server (ko BHewwHemy cepBepy ¢ Tvnom 'Sign Server'), koTopble

6yAyT BbIbpaHbl B npoLiecce paboTbl.

JKcnopTrpyemMblin Gann WndpoBaH OAHUM UM HeckonbkMmn PGP-kntouamu. C FTP-cepBepa dalin 3abupaet

yI'IOJ'IHOMOl—IeHHbII‘/JI noJib3oBaTeslb CI/ICTeMbI, VIMeI-OLLI,I/II‘/’I A4OCTyn K cepBepy noanncun.
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KcnopTpyemble faHHbIe UCMONb3YIOTCA Ha cepBepe MOAMUCY A5 WNPPOBaHWS 1 pacliMPPOBaHUA NPOLLUMBKK, a
TakXKe AN CO34aHNA 1 NPOBEPKU MOAMUCH NPOLUMBKK, Npuyem daiil KOHPUrypaLMM SKCNOPTUPYETCA ANA KaXAOro

Buaa Maptum / Homepa MNaptum (napTmum 4MnoB), NCNOAb3yeMOro Ha cepBepe NoAnncK.
Mepeiitn k CopeprkaHuto...
5.4.6. LindpoBaHme AaHHbIX C MOMOLLbIO IecTHULbI Katoueli TDE

CucTema ocyLLecTBASET 3arpy3Ky NPOU3BOJIbHBIX AaHHbIX ¢ cepBepa FTP, wndpyert 3Tm fgaHHbIe N0 NeCTHULE Katouei
BblOpaHHOro BHelHero cepeepa v BbirpyxaeTt nx obpatHo Ha FTP cepsep 6e3 coxpaHeHus B KGS. Cepsep,
NeCTHULEN KOTOPOro ByayT 3alUmLLaThCs AaHHbIE, AOMXKeEH ObITb NpeABapuUTenbHO co3gaH B KGS B cTaHAapTHbIX
workflow ana paboTbl ¢ BHEWHMMM cepBepamu, Takxke y cepBepa J0/XKHa OblTb CreHePUPOBaHa ECTHULLA KIHOYEN
TDE.

OrpaHuuyeHus:

lapaHTMpyeTca obpaboTka u wndpposaHue (nectHuuen TDE) dparinos pasmepom go 100 M6.

b Mpu wndposaHum darin paccmatpmpaetcs B KGS kak bBrHapHble faHHble, U COAEP>XKMMOE HUKaKM 06pa3om
He popmaTmpyeTcsa 1 He aHanmsnpyetca. [lonoaHnTebHbIE AaHHbIE NPW BbIrPy3Ke He cO34aroTcs, T.e. cepsep,
KOTOPbIV MCMOb3YyeT 3aluyuLieHHble ¢ noMoLbio TDE gaHHbIe, fokeH npesycMaTprBaTh CKPUMNTLI UMMOPTA
JaHHbIX B 6a3y 1 ncnosb3oBaHWe nx 6e3 NPUBA3KN K KakM-nbo cywHoctam (DRM katouam, Bugy Maptun,
root-kato4am 1 T.M.).

[

Cnncok ﬂOﬂb3OBaTeﬂeI\/‘1, KOTOpble MOTyT ObITb nosydatenamMmun gaHHbIX, onpeaenaeTca Kak TeKyLlJ|I/II\/’I
Nno/ab30BaTe b MO0 BHELLHMWE MOJIb30BaTENN, npuBA3aHHbIE KO BHeLIJHeMy cepBepy, KOTopble 6yﬂ,yT

BbIGpaHbl B MpoLecce paboThl.

JaHHble 3arpy>atoTca 1 akcnopTupytoTcs B Buge dalinos. MNpy GopMmnpoBaHMM MMEHM 3KCMOpTUPYemMoro daina K
nMeHu ncxogHoro daiina gobasnsetcs .tde.gpg - <source_file name>.tde.gpg. Hanpvmep, eciv

<source_file_name> nmnoptupyemoro daiina - "wv_key.dat", To uma askcnoptupyemoro ¢paiina: "wv_key.dat.tde.gpg"”.

SKkcnopTMpyeMbl Gainn WndpoBaH O4HUM UK Heckonbkumn PGP-knrouamu. C FTP-cepBepa daitn 3abupaet

YMOJIHOMOUYEHHbIV NoJib3oBaTeNb CUCTEMBI, UMEROLLMIA 4OCTYN K COOTBETCTBYOLWEMY BHelwHemy cepepy.

Mepeinitn Kk CopeprkaHuto...
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5.5. IHTerpaumsa cTOpOHHUX CUCTEM

CHCTEM

HE BapMaHTH .

CASeDEB

[ Y =4

=]

JlepeBo MeHo 41 AaHHOTO passena:

Bbixopg,

WndposaHue SSL-cepTudunkatos

Moparotoeka DRM knrouen

DKCNopT 06LLMX BCMOMOraTe/lbHbIX KAtoYel

DKCNOPT UHAMBUAYANbHbIX BCMOMOraTe/IbHbIX KAHoYen
SkcnopT karoyer Ha CAS b/,

Moparotoska DRM k/touen 13 BHELIHEro cnmucka

© N o bk~ w D=

JkcnopT macTep karoyer Ha CAS DB
5.5.1. LndpoBaHue SSL-cepTudpunkaros

C FTP-cepBepa umnoptupyetcsa ¢aiin (apxmB) ¢ SSL-cepTudmkatamm n 3akpbiTbiMu katovamu (Personal Keys), apxus
pacnakoBbIBaeTca, Kaxablid $arin ¢ PersonalKey (3aKpbIThili KAHOY) BHYTPY pacnakoBaHHOTO apxuBa LNPpyeTcs,
nocne yero GopMmpyeTcs HOBbIV apxmB (.zip) U akCcnopTupyeTcs Ha FTP-cepBep. SKCMOPTUPYEMbIV apXMUB COAEPXKUT
daninbl, cogepxalume SSL-ceptndukatel (Bcerga) u PersonalKeys (onumoHanbHO, B 3aBMCMMOCTH OT Tvna SSL

ceptudukara).

KGS He koHBepTMpyeT dopmaThl GaiiioB ¢ katodamu 1 ceptudumkatamu. KGS avib lWndpyeT karoum (A0CTyn K cxeme

WndpOoBaHMs CTPOro OrpaHUyUeH, MPesoCTaBASETCS MO 3amnpocy), CoAep>KaLlmecs B UMMNOPTMPYyeMbIX daiinax.

VmnopTtupyembiii darin (apxue) konupyetca ¢ FTP-cepBepa Ha Processing Server, B nanky TekyLlero nojb3oBatens (T.

€. NoJib3oBaTtesid, NoA KOTOPbIM B KOHCOM BbINMOJIHAETCA LLIVICI)pOBaHI/Ie). JToT ¢a|7|n ABNAETCA BPEMEHHbBIM U
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yfanaeTcs nocie Toro, Kak cogepkaiinecs B darnne gaHHble byayt obpaboTtaHbl. MiMnopTupyemblin dainn foakeH

6bITb WNPOBAH OAHUM WA HECKONbKUMK PGP-knrouamu.

" O6patute BHMMaHue! CicTema KGS aBToMaTVUecky NonbiTaeTca paclumdposaTb MMMNOPTPYEMbI daiin

BCeMU nMerowmmuncs private PGP-katouamu. Ecam darin He 3awmdpoBaH nam TpebyeMblii KoY He HalifeH,

TO CuCTemMa BblaacTt OLIJVI6Ky.

JKcnopTMpyeMblin Gainn nepeHocuTcs (He konunpyetcs) Ha FTP-cepBep, HO y>ke B nanky out BHeLWHero rno/b30BaTens,

A/19 KOTOPOrO OCYLLLeCTBASETCA IKCNOPT; dalin WdpoBaH OAHUM UK HECKOAbKMMUK PGP-katouamu.

Mepeiitn Kk CopeprkaHuto...
5.5.2. MoaroroBka DRM knrouen

3kcnopT danna ¢ koHpurypaumer n daina ¢ DRM-kntouamu, 3awmdpoBaHHbiMmM OTP-kA0UOM C BbIBpaHHbIM

NHAEKCOM. IKCMOPT MOXKET OCYLLLECTBAATLCA AN HecKoNbKnx OTP-katouen ¢ BbIBpaHHbIMU MHAEKCAMMU.
Mpwn 3ToM DRM KkAtoUM MOXHO reHeprnpoBaTh B O4HOM M3 CIEAYIOLLNX PEXMMOB:

1. Ans BCex YCTPOWCTB, OTHOCALLMXCA K BbIbBpaHHOW Mogenn npuemHuka (STB Mogenb) n naptum (Bug Maptun).

2. ANA yCTPOMCTB M3 HEMpPepPbIBHOTO Anana3oHa (device ranges).

3. ans cnucka yctporicts (hardwares list) - nonb3oBaTenb KonupyeT B KOHCOb cnUCok ID ans reHepauuu. MNpu
3ToM B KGS A0MKHbI CyLLecTBOBaTb YCTPOMCTBA C BBeAeHHbIMM ID 1 BCe 3TW yCTPOKCTBa AOMKHBI OTHOCUTHCA

K ogHOMYy Buay MapTtun, kotopsblin Toxe cyecteyeT B KGS.

JkcnopTrpyemMble dannbl (Gann KoHPUrypauum n daiin ¢ Kaovammn) ynakoBbIBatOTCA B Zip-apXMUB, apxvB LWMdpPOBaH
OAHVM MW HeckonbkuMKM PGP-kntouammn. Apxums akcnoptupyetcs Ha FTP-cepBep, B nanky out BbibpaHHOro
nonb3oBaTens, AN KOTOPOro OCYLeCcTBAAETCA IKCNOPT (MO0 TeKyLLero Nonb3oBaTtens, AMb0 BHELLUHero

nosib3oBaTess, NPUBA3aHHOIO K BbiIbpaHHOMY [apTHepy).
Mepeiitn k CopeprkaHuto...
5.5.3. dkcnopt 06X BcnomMmoraTtesibHbIX Karoueit

DKCNOpPTUPYOTCA 0b6LLMe BCMOMOraTe/ibHble KNKOUM. DKCNOPTUPYETCs Lienmkom Habop (keyset) co Bcemm

3Ha4yeHnAMn, No OTAENbHOCTUN 3HAaYEHNA U3 Ha6opa He BbIrPYy>KakoTCA.

ObpaboTka KAroUen Npu BbIrpy3Ke, KOJNUYECTBO 3KCMOPTUPYEMbIX GaliioB, Nx 06beaUHEHNE/HET B apxmB, GopmMaThb!
balizIoB 1 KX fanbHelllee UCNOIb30BaHUE ONpPeAensieTcsl BbIOpaHHbIM TUMOM BCMOMOraTe/IbHbIX KJAHOUE.
ChopmunpoBaHHbIi darin/apxme wndpyertca BoibpaHHbIM PGP katouom/kntouamm n akcnoptupyetcs Ha FTP-cepsep,

B nanky out TeKyu,ero noJib3oBaTens.
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Mepeiitn k CopeprkaHuto...

5.5.4. dkcnopT MHAMBUAYaNbHbIX BCNOMOraTe/ibHbIX Kjtouei

DKCNOPT UHAMBUAYaNbHbIX BcnomoratenbHbix Kntouel (Pairing Keys). Kntoum ncnonbsytotcs B cMapT-kapTax.
Cnocobbl BBOga MAeHTMOMKATOPOB UMMOB, AN KOTOPbIX 3KCMOPTUPYHOTCA BCNOMOTraTe/ibHble KAHUK:

1. Device range in console. MNonb3oBaTenem 3agatoTca NepBblii HOMep unna (device start number) + KoAN4ecTBO
umnos (count of devices).

2. Hardwares list in console. Nonb3oBaTtenb BBOAUT B KOHCOJb TEKCT C naeHTUGMKaTopamu. Cnmcok
NAEHTMOUKATOPOB YCTPONCTB BBOAMTCSA MYTEM MX KOMUPOBaHWs 13 bydpepa obMeHa uav BBOAA C KAaBmaTypbl
n ABOMHOro HaxaTus Enter (T.e. BBOAa NyCTOWN CTPOKM) AN 3aBepLUEHNSA BBOZa.

3. External file in manufacturing report format. Cnncok naeHTMdrnKaTopoB ycTponcTs byaeT nonyueH KGS nocne

0b6paboTkn mnopTpyemoro daina.

Bbl6paHHbII7l crnocob nMeeT CBON 0COBEHHOCTU 1 orpaHmnyeHunA (AOI’IO}'IHI/ITE}'IbHO HakKnajblBaeMble Tpe6OBaHVIFI K

HaCTpOWiKe, BBOAY U 06paboTke AaHHbIX, UMNOPTUPYEMBIM W IKCMOPTUPYEMbIM darinam).

ApPXMB C 3KCMOPTUPYEMBIMW JaHHbIMM (C KAtOHaMK) 3kcnopTupyetcs Ha FTP-cepsep, B nanky out BbibpaHHOro
nosb3oBaTens (TeKyL M NoNb30BaTeNb UV BHELLHUA NOb30BaTENb, NPUBSA3aHHbIN K 000 BHELLHEN CYLLHOCTH

Kpowme [1ocTaBLLUuKa). DKCNOPTUPYEMBbIA apXvB WNGPOBAH OAHUM UK HECKOAbKUMU PGP-karouamm.

Mepeiitn k CogeprkaHuio...

5.5.5. 9kcnoprt karoueit Ha CAS B/j,

JKCNopT WindpoBaHHbIX Karouen ans 6a3bl CAS. SkcnopTrpyemble faHHble UCNOb3YHOTCS Ans paboTbl ¢ B/, CAS.
Cnocobbl BBOAA UAEHTMHUKATOPOB YMMNOB, A5 KOTOPbIX 3KCMOPTUPYHOTCA KNHOUW:

1. Device range in console. NMonb3oBaTtenem 3a4at0Tca NepBbIi HOMepP umnna (device start number) + KONMYECTBO
umnos (count of devices).

2. Hardwares list in console. Monb3oBaTenb BBOAUT B KOHCO/b TEKCT C naeHTUdMKaTopamm. Cnmncok
NAEHTMOUKATOPOB YCTPOMCTB BBOAMTCSA MYTEM X KOMUPOBaHWs 13 bydepa obMeHa v BBOAA C KAaBmaTypbl
1 ABOMHOrO HaxaTus Enter (T.e. BBOAa NyCTON CTPOKM) A1 3aBepLUEHNS BBOAA.

3. External file in manufacturing report format. Cnucok naeHTMdrKaTopoB ycTpoicTe byaeT noaydveH KGS nocne

0b6paboTkn nmnopTpyemoro daina.

Bbl6paHHbII‘/’l crnocob nMeeT CBON OCOBEHHOCTU 1 orpaHnyeHunAd (AOI'IOJ'IHI/ITe}'IbHO HakKnajblBaeMble Tpe6OBaHVIFI K

HacTpoike, BBOAY 1 06paboTke AaHHbIX, UMMOPTUPYEMBIM U 3KCMOPTUPYEMbIM baiinam).
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ObpaboTka Katouel Npu BbIrpy3Kke, KOANYECTBO SKCMOPTUPYEMBIX Painnos, opmaTel GainioB 1 UX AasbHelllee
1Cnosib30BaHWe 3aBUCAT OT BbIbpaHHOro nosb3oBatesieM Tuna Ycrpoictea. CHOpMUPOBaHHbIV apxuB LUNdpyeTcs

BblO6paHHbIMK PGP kntouamu n skcnopTtupyetca Ha FTP-cepsep, B nanky out TeKyuliero nosib3oBaTens.

Mepeiitn k CopeprkaHuto...

5.5.6. MoarotoBka DRM kntoueit n3 BHelWHEro cnmckKa

MoarotoBka W 3KCMOPT AaHHbIX, HEOBXOAMMbIX AN paboTbl ¢ DRM katouamum (3kcnopT daina ¢ KoHPurypawmen u
darina c DRM-kntouamu, 3awmdpoBaHHbiMu OTP-kntoUoM ¢ BbIGpaHHbIM MHAEKCOM). DKCMOPT MOXET
OCYLLLeCTBAATLCA ANA Heckonbkux OTP-knrouelt ¢ BbibpaHHbIMK UHAeKcaMu. DRM katoum reHepupytoTca Ans cnucka

YCTPONCTB, KOTOpbIN nmnopTtupyetca B KGS 13 BHelwHero nctoyHuka (t.e. ¢ FTP-cepsepa).
ViMnopTupyemble JaHHble U X OCOBEHHOCTU:

1. ®alin co CNMCKOM YCTPOMCTB, A/ KOTOPbIX ByAeT ocyLlecTBAaTbCsA reHepauns DRM katoueit, gonkeH 6biTb
npeABapuUTENbHO NOArOTOB/EH TEKYLLIUM MO/1b30BaTe/IEM U 3arpy>keH Ha FTP-cepBep B nanky in Tekyuiero
nonb3oBaTens.

2. OcobeHHoCTU:

a. Nims ¢parina moxxeT 6bITb HOOBLIM.
b. ImnopTupyemblin Gainn MoOXeT cogep>kaTb JaHHble Kak MO OAHOMY, Tak U Mo AByM Buaam MapTui
(aBTOMaTMuecku onpegensetcs B workflow Ha ocHoBaHWMM aHanu3a CTpok BxoAHoro daiina).

¢. ImnopTtnpyemebiii dpaiin He wndpyetcs PGP karouamu.
JKCNopTMpyeMble AaHHble U UX 0COBEHHOCTY:

1. Ons kaxpaoro nHaekca <idx> OTP-kato4ya B CNUCKe, 3alaHHOM MO/Ib30BaTENIEM:

a. ®ann c koHdUrypaumen.

b. ®aiin ¢ wndpoBaHHbIMM 3HaUYeHUAMY DRM katoyenn. Cnocob wudpoBaHms KNKYen 1, Kak
cnepcteme, popmat darna 3aBUCAT OT BbibpaHHOro Tvna wudposaHus (Light Encryption / TDE
Encryption).

2. Ecnm BbibpaHo wudposaHue TDE Encryption, TO JONOAHUTENBHO 3KCNOPTUPYeTCA dais, He 3aBUCALLUN OT
WNHAEKCOB U COAEP KALLMI XL NIECTHULbI KAOYEN.

3. MpuvBeaeHHble Boille daliabl yNakoBbIBAOTCA B Zip-apxvB, apxmB WNdpyeTcs BblOpaHHbIMKU PGP-kaouamu n
BbIrpy><aetca Ha FTP.

4. Ecnv B daline co CNUCKOM YCTPOMCTB Bbino ABa Buaa MapTum (MOXeT 6biTb OAHO MAK ABa 3HAYEHUS - ANS
HostCPU n CAS Co-Processor), To npu akcnopTe 6yaeT co3faBaThCs ABa apXuBa (415 Kaxaoro u3 Bugos

MapTunin). COOTBETCTBEHHO, KaX /bl apXUB COAEPXKNT TONIBKO Gaiabl Ans ogHOro Buaa Maptum (#1 unn #2).
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5. Ecnv B npouecce 06paboTkm nmnoptpyemoro darina co CmMckoM YMnos npomnsownm owmnbkm n DRM-
KNHOUM AN KaKMX-TO YCTPOMCTB U3 CrMCKa He MOTYT ObITb CreHepupoBaHbl (Hanpumep, Buabl MapTtuii He
CoBMagatoT ¢ obHapy>KeHHbIMK B NepBor cTpoke), To WF dpopmupyet daiin ¢ owumbkamm, B KOTOPOM 415t
KaXkZ,oro yCTPOMCTBa onmncaHa npuymnHa owmnbku. Gaiin ¢ olwmbkaMm 3KCNOPTUPYETCS OTAENBHO (He
BKJItOYaEeTCA B apxmB(bl)), wWndpyeTcs BbibpaHHbIMK PGP-katovamu. Vima daiina - <input_filename>_errors.
txt, rae <input_filename> - nms nmnoptupyemoro daina (b6e3 pacwmpeHus), ckavaHHoro ¢ FTP.

6. Bce daiinbl akcnoptupytoTcs Ha FTP-cepBep B Nanky TeKyLlLero roJjib3oBaTess.
Mepeiitn k CogeprkaHuio...
5.5.7. 9kcnopt macrtep katoueir Ha CAS DB

3KkcnopT wndpposaHHbIx Mactep Kntouet ans b, CAS. kcnopTupyemblie AaHHble CMOAL3YHOTCA AnA paboTsl ¢ b/l

CAS.

CdhopmmnpoBaHHbIe AaHHble YNaKOBbIBAKOTCA B apXxMB. ApXMB C JaHHbIMUK 3KcnopTupyeTca Ha FTP-cepsep, B nanky out

TeKyuero (OCyLecTBASAIOLLEro onepawmo) nonb3osatens. Apxme wndpyertca GPG.

Mepeiitn k CogeprxaHutio...

5.6. CepBMC 1 HaCTPOUKM

CepEMC M HAaCTROMEM

BufiepuTe oOonepaitl

i BrixoJm

[ g Y =Y

[lepeBo MeHo ANs AaHHOrO paszena:

1. Bbixog
2. DKCMopT JI0roB

3. MosHoe pe3epBHOE KOMMPOBaHMe
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4. MNonb3oBaTenn 1 paspeLueHms
5. PGP kntoum
6. KoHdurypaums

C NOMOLLbHO AaHHOTO MEHHO OCYLLLECTBAAETCA HACTPOMKa CUCTeMbl (HacTporKa Nosib3oBaTenen 1 nNpae JOCTyna,
ynpasneHve PGP-karouamu, HaCcTpoika napaMeTpoB KOHCOAN), @ TakXKe BbIMOAHEHWE CTYXXEOHbIX AeACTBUN (3KCNOPT
Noros, pe3epBHoe HekanmposaHue Bcel b/). J,aHHbIN MYHKT r1aBHOrO MEHIO A0J/DKEH 6bIThb AOCTYNEH TOJIbKO

noJib3oBaTesiaM C NnpaBaMn agMWUHUCTPaTOpa.
CnncoK BO3MOXHBIX OMepaLunii MpUBEAEH B Nogpa3zaenax HuXe.
5.6.1. 3kcnopt noros

kcnopT event logs n debug logs. Log-dainbl konupyrotcs Ha FTP-cepeep, B nanky TekyLlero noab3oBatens 6e3

Kakoro-ambo wudposBaHus.

Event logs copepXuT XXypHan 6usHec-ornepaumin B CUCTEME, MEHSAIOLLMX ee COCTOsHNe (AobaB/ieHne HOBOTO

MocTaBLnKa, 3KCnopT KJtoYen, CO3/,aHMe HOBOro No/b30BaTens).

Debug logs saBaseTcs XXypHanom OTAaLKM U MpeaHa3HayeH A8 UCMOob30BaHWs NPU MycKo-Hanagke cucTembl AMbo

npun aHannse OoLwKnboK.

Mepeiitn kK CogeprkaHuio...
5.6.2. NonHoe pesepBHOE KONMpPOBaHUe

Pe3sepBHOe konnpoBaHue Bcen bA. MpumeHseTcs nocae BbINOJHEHUS 3HaUNTENBHOFO 06beMa paboT, koraa

6eKaI'II/IpOBaHVIe nocne Ka)K,CI,OI;I onepauyunn HEBbITOAHO U Hey,CI,O6HO.

®aiin c apxmBoMm ByaeT BbIrpy>keH Ha FTP-cepBep B nanky creuunanbHOro Nosb3oBatens, npesHa3HauYeHHoro ans
BbIMNOAHEHNA 3TnX onepaumii. CGopMmnpoBaHHbIv apxmB byaeT 3awmdpoBaH BblbpaHHbIMKU PGP-katouamu.
Monb3oBaTesb cO34aeTcs aBTOMaTUUECKN MPU YCTaHOBKE CUCTEMBI (CKPUMT HaYyabHOrO HaMoJHEHNSs), ero
NAEHTMOUKATOP NPOMUCHIBAETCA B HACTPOEYHbIX MapaMeTpax NMojCUCTEMbI U UCMOb3yeTcs aBToMaTuyeckun. Mims

CO34aBaeMoro rnosb3oBaTens No ymonyaHuto — backup.
B npouecce BbinonHeHns workflow nonb3oBatens Bbibupaet TMn 6ekana. BoaMoxHbI cregytolime TUMbI:

1. MonHoe pe3epeHoe KonupoeaHue. [NonHbIN Hekan (darinosblin Hekan). Vicnonbayetcs GpyHKLUMS
pg_start_backup, co3patoas KOHTPOAbHYH TOuky Postgres.
Nmsa panna c bekanom - YYYYMMDD-HH24MI-<BackupName>.tar.bz2.
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O6patute BHMMaHue! Bce workflows (WFs), npeasiaratowyme BbINosHWTL 6ekan B npoLiecce paboTsl
(6onbwmHcTBO WFS, MeHstowwmx b/l), B cnyyae cornacus nosib3oBatens BMecto MNosHoro pesepsHoro
konupoBaHus (full backup) BbinoNHAT Pe3epBHOE KONMpoBaHue cxeMbl (scheme backup). TonHbIR

6ekan (full backup) mo>xxHo BbINoAHUTL Toibko B WF Cepeuc u Hacmpoliku -> Mo/sHoe pe3epeHoe

KonupoeaHue.

2. Pe3epeHoe konupoeaHue cxemobl. SQL-6ekan. bekannpoBaHe BbINONHAETCS Ha YPOBHe co3gaHuns sql-
CKPWMTa, C MOMOLLbIO BXOAALLEN B KOMMAEKT Postgres ytuantbl pg_dumpall.

Vms dainna c 6ekanom - YYYYMMDD-HH24MI-<BackupName>.tar.gz.

® PesepBHOe KonmpoBaHue cxeMbl (Scheme backup) BbinonHseTcs MeaneHHee, a Gpann bekana byaet 6osbLue,
yeM Npwu BbINoHeHUM [MoaHOro pesepBHOro konuposaHus (Full backup). Tem He MeHee, B OTAMUME OT

MosHo20 pe3epeHo20 KONUPOBAHUS, PeepaHoe konupoeaHue cxeMbl He NPUBA3aHO XecTko K Bepcun OC u

CYB/, PostgreSQL.
B cBA3n € 3TMM pexomeHdyemcs:

1. Bo Bcex CTaHAAPTHbIX Cy4dasx NPUMeHsATb [1o/Hoe pesepsHoe KonuposaHue.
2. PesepsHoe konuposaHue cxeMsl MPUMEHSTb MPW NMOPTUPOBAHUKN CUCTEMBI (HampuUMep, Npwu

noptuposaHum ¢ OC CentOS Ha OC Debian).

Mepeiitn kK CopepkaHuio...

5.6.3. Nonb3oBaTtenun n paspelneHuns

4
5

[a)]

o |

,D,GDEBO MEHIO 4714 AaHHOIO pa3jena:
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Bbixoz

MonyyeHne cnmncka noab3oBaTenen
[lobaBseHne KOHEYHOro MoJIb30BaTENS
[obaBneHne BHelLIHero nosib3oBaTess
I3MeHeHVe nMeHW noab3oBaTens
YpaneHve nonb3oBaTtens

Bbigatb soctyn k Workflow

Orto3Batb goctyn k Workflow

© © N o v~ W N o=

Pazbnokupoatbe Workflow gns nonb3oBatens

LI,aHHoe MEHHKO MO3BOJIAET CO3AaBaTb/yAaJ’IﬂTb I'IOJ'IbBOBaTeJ'IEI‘/’L MEHSTb MMEHA MOJIb30BaTe/IEN U MEHATb UM npaBa

JocTyna.

@ Mocne co3gaHma HOBOrO NoJib3oBaTens HeobxoanMMo 0bpaTnTbea K aamuHucTpatopy KGS, kotopbin OBA3AH:

1. Ans KoHeuHoro nosb3oBaTtens: co3aatb nonb3oBatens Ha FTP-cepeepe n Processing Server, BblgaTb
eMy npaBa, Co34aTb ANPEKTOPMM NMOAb30BaTENA Ha 3TUX CEpBepax.
2. [nsa BHewHero nosb3oBaTtensa: co3aaTb noab3oBatens Ha FTP-cepsepe, BbigaTh emMy npasa, co34aTb

AnpekTopun nosb3oBatens Ha FTP-cepsepe.

B NPOTNBHOM CJly4ae BbIMNOJHEHUNE OI'IepaLI,I/II\/II ANA JaHHOTO Nonb30BaTeNAa NpuUBELET K owunbke.

5.6.3.1. MonyueHune cnucka nosnb3oBartenem

MpocmoTp cnmcka CyLecTBYHOLLMX NoAb3oBaTenel U ux Tmn (rpada Tun MNose3osamens).

2 =1

5.6.3.2. lobaBseHe KOHEYHOTO MoJib30BaTe s

JobaeneHne koHeuHoro nonb3osatens (Terminal User).
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KoHeuHble nonb3osatenn - onepatopbl Cuctembl, Metrolme dusmyeckmii goctyn Kk KGS. MNMpumepom Takmx
noJsb3oBaTener MoryT 6biTb COTPYAHMKM, OCYLLLECTBAAIOLLIME HACTPOWKY CUCTeMbI /UK FreHepaLmio 1 3KCnopT

KJtOUen.
5.6.3.3. lo6aBneHe BHeLLHero noJjib3oBaTesns
[obaBneHne BHellHero noab3oBatens (External User).

BHelwHWe nonb3oBatenn - I'IOTpe6VITeJ'II/I CucTeMmbl, OHN He UMEerOT q)I/IBIAHeCKOFO A0CTyNna K KGS, HO nmetoT 40CTyn K

FTP-cepBepy a/18 nosy4yeHus aaHHbIX U3 CUCTEMbI AW 3arpy3kn Tyaa AaHHbIX 48 06paboTkm CucTemon.
BHelLHWe nosib3oBaTeNIM NPU CO34aHNM NPUBA3bIBAKOTCA K OAHOMW U3 CyLLHOCTEW:

[MocTaBLnK;
Onepatop;
[Mpownssoautens;

BHewwHW cepBep;

MapTHep.

5.6.3.4. 3meHeHue nmMeHU nosb3oBaTens

VI3ameHeHMe nmeHu nonb3oBatens. [og 3TUM MMeHeHM Nosb3oBaTenb 3HaunTca B Cucrteme.
5.6.3.5. YaaneHne nonb3oBarens

YaaneHve nonb3oBaTensa n3 CUCTEMBI.

OrpaHunuyeHus:

® B cnyyae ecam MoctaBlumk / Onepatop / MNMpownssoanTens / BHewHni cepep / MapTHep, ¢ KOTOPbIM CBfi3aH

yAanseMbli NONb30BaTe b, ABNAETCA aKTUBHBIM, TO OnepaLus yaaneHus byaeT npepsaHa.
5.6.3.6. Boigatb goctyn k Workflow
Bblgaya BbibpaHHOMY NOAb30BaTENtO NMPaB JOCTyMNa K O4HOMY Wau HeckobkuM workflow.
5.6.3.7. Oto3Batb goctyn kK Workflow

YaaneHve ans BbIopaHHOro Noab30oBaTesis NpaBs JOCTyNa K O4HOMY UK HEeCKoabknuM workflow.

5.6.3.8. Paz6nokumpoBatb Workflow ans nonb3oBarens

(D B KMI_CONSOLE ncnonb3yetcsi MHOFOMO/1b30BaTENbCKUA PEXMM: B KOHCOAM MOTYT paboTtaTb OAHOBPEMEHHO

HecKkobKO Nnosab3oBaTener (MoAb30BaTENN MOAKAOUAKOTCA K KOHCOM YAaneHHo, Hanpumep, no SSH). Ecau
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OAMH noab3oBaTesb paboTtaeT B workflow, To ykazaHHoe WF 6yaeT 3a6/10KMPOBaHO ANs ApYrx
nonb3osaTtenel. [1o okoHYaHUM paboTbl nosb3osaTtens ¢ WF 61okupoBka cHumMaeTcst. Cum.

MHorononb3oBaTenbCkunii pexmnm n 6aokmnposka Workflows.

[JanHoe workflow ncnosbsyetcs ans npuHyauTensHon pasbaoknposku workflow.

OcobeHHOoCTU:

® Ecan nonb3oBaTenb NepedyMan U He XoueT CHUMaTh 610KMPOBKY ¢ workflow, To Ans BbIXOAa OH AO/KeH
HaxkaTb Ctrl+C.

®  Ecaum nonb3oBaTtens npepseT BbinonHeHne WF "PazénoknpoBats Workflow ana nonb3oBatensa”, Haxas
Ctrl+Z, o panHoe workflow 6ynet 3abnokmposaHo ans BCEX nonb3oBatenei (B 7.4. U A5 Camoro
agmuHuctpatopa KGS).

® pas6nokuposats WF "Paz6nokuposats Workflow ans nonbzosatens” MoxHO, TO/IbKO Nepe3anycTus

cnyx6y KMI_FW_DAL.
Mepeiitn k CopeprkaHuto...

5.6.4. PGP Knrouu Nonb3oBaTtens

FREERITRR R RRRE
* *
* PGP Knwumn *
* *

hhkkdithrdhithh

BeibepuTe onepauWw ANA BbIMOJHEHWA, BO3MOXHbHE BApPWMaHThI:
0 - Boixog

- Mony4yeHWe CNUCKa KAKN4Yewr

- MMnopT OTKpbITeX PGP knn4en

- Co3faHve naps PGP knwyen
3KCNOPT OTKPuTwX PGP kKnnyen
Ypanenwe PGP knw4ya
NonyyeHwe cnucka rpynn PGP Knwyeil
Jo6aBneHne rpynnel PGP Knw4yei
Ypanedwe rpynne PGP Knwyer
MonyyeHne cnvcka cBA3ed rpynnel ¢ PGP Knwyom
Co3zgaHne cBA3W rpynnel ¢ PGP Kawyom
YpanedHwe cBA3Wn rpynnel ¢ PGP Knw4dom

1
2
3
4
5
6
7
8
9

[
= 3

[lepeBo MeHto ANs AaHHOTO paszena:

1. Bbixog

2. lMonyyeHune cnvcka katoyen

3. VIMnopT oTkpbITbiX PGP katouel
4

. Co3paHue napbl PGP knrouen
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OKcnopT oTKPbITbIX PGP karoyel
Ypanenune PGP knroua

MonyyeHune cnucka rpynn PGP Knroyewn

© N o u

[Job6asnenwne rpynnbl PGP Kntouel

9. Yaanenwue rpynnel PGP kntouel
10. MonyyeHue cnvcka ceszert rpynnbl ¢ PGP Katouom
11. Co3zpgaHue cBasm rpynnsl ¢ PGP Katouom

12. YpaneHne cBasm rpynnel ¢ PGP Kntouom

[JaHHoe MeHto no3BosifeT ynpaeaatb PGP-knrouamm nonb3oBateneit (mpocmMoTtp, uMnopT ¢ FTP, reHepaums,

3KCMOPTUPOBaHKWeE, yaaneHue).
Kntoun ncnonbsyrotca ans wndpoBaHmMa AaHHbIX NPW 3KCHopTe.
5.6.4.1. MonyueHne cnmcka Nob30BaTeIbCKUX KtOUen

MpocmoTp cnncka PGP-katouel (public + private) (karouen, npuBsAsaHHbIX K BbibpaHHoMY Buay MapTtum, anbo Bcex

PGP kntouein) n nx aTpmbyToB (HazBaHWe 1 TUM KArOYa).

Ecnn PGP-kntou HegenctButeneH (expire_time > current_time), To Takon katoy B Tabanue He oTobpaxkaeTcs.
5.6.4.2. imnopT oTKpbITbIX PGP katouei

WmnopT ¢ FTP daina ¢ public PGP-kntouom, ¢ moMoLLbo KOTOPOro 6yAeT OCyLLeCcTBAATLCS WNDPOBaAHME AaHHbIX.
OcobeHHocTY:

® ms knoua (Key Name), nog kotopbiM public PGP-kntou 6yaet o603HauaThCs B CUCTEME, CUMTBIBAETCS U3
danna. Mpu MUrpaLmmn NMa KU, Y>Ke XpaHUBLLEroca Ha MOMEHT MUrpaLun B cucteme, byaet

chopMMpoBaHO ciegyrolmMM obpazom: <umMs pgp> ( <umsa s KGS go murpauum> ).

5.6.4.3. Co3gaHue napbl PGP kitoueit

leHepaumsa napbl PGP-katoua (public+private) B cucteme KGS. B npouecce reHepaumm npesoctaBaseTcs Bolibop:
KNHOU C NPMBA3KON K Bugy MapTum (a1 cneumanbHOM CTOPOHHER CMCTEMBI, C MOAMMUCHIO) AW 6e3 NpuBsAskK (6e3

noAmnmucK).
OrpaHuueHus:

®  OrpaHuueHnii Ha KoaMuecTBo Ktouelt 6e3 npussA3kK K Buay MapTum - Her.

®  Kntou, npreasaHHbIi K Buay MapTum, MOXeET 6biTb TONLKO OAVH.

MpuBaTHbIN KtOU, creHepupoBaHHbIv B KGS, ncnonb3yetca ans paclumdpoBKn pa3ivyHbIX AaHHbIX, UMIOPTUPYEMBbIX

B KGS Ha 06paboTky (SSL-ceptudukathbl, kntoum npowwmekm (AES/RSA knroum), UMNopT OTUETOB U T.4.). 3almTa
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(dbopmupoBaHMe NogNUCK B KOMMEHTapUN) NyH6ANYHOTO Karoua He TpebyeTcs, Tak Kak K4 NPOLUMBKY B
HaCTOALLMI MOMEHT JOCTYMHbI B OTKPbITOM Buae 1 lwndpoBaHune B PGP HeobxoarMo Tonbko ans 6esonacHoro

nmnopTa katoven yepes FTP-cepBep.

5.6.4.4. 3kcnopT oTKpbITbIX PGP katouei

3kcnopT public-uactn PGP-kntoua Ha FTP-cepBep. B npoLecce akcnopTa npeaocTaBasercs BbIOOpP, KAaKOW KoY

3KCMOPTMPOBAThL: KJIKOY C NPUBA3KON K Buay MapTum nan 6e3 npmsasku.

B B, KGS ocywiectBaserca nomck PGP-kntoua, NnpuBA3aHHOIO K yKasaHHbIM MapameTpam; KoY AoaKeH ObiTb
napHbIM (T.e. cyLecTByrOT public 1 private katoum, cBA3aHHblE MeXay COBOM) U aKTyaNbHbIM (T.e. HE UCTEK CPOK
NCNOAb30BaHUA expire date, Bkarouas obe yactu). 3 nonydeHHol napbl public-uacte PGP-karoua akcnoptupyeTcs

Ha FTP-cepBep B manky out TeKyuero nosib3oatess 6e3 AoNOAHUTENbHOrO WNdpPOBaHKUA.

Ecnvn 6611 BeIBpaH 3KCNopT KAto4a ¢ NnpuBsaskon K Buay Maptun, To B ganbHenwem public PGP-kntou skcnopTtupyetca

B CreLmanbHy0 CTOPOHHIOK CUCTEMY, TAe UCMOAb3YeTCa AN LWnppoBaHnsa dannos, umnoptupyemblx B KGS.

Ecan 6b1n BIOpaH akcnopT Ktouva 6e3 npusasku K Bugy MapTtum, To B fanbHerwem public PGP-katoy
3KCNOPTUPYETCA BOBHE ANs WndposaHus darnos, umnopTtrpyemblx B KGS (Hanpumep, SSL-cepTudurkatos, oTYETOB O

nporpaMmmMmmnpoBaHunn 1 TA)

® O6paTtute BHUMaHue: PGP-kitoun, JOCTyMNHbIe AN 3KCnopTa, creHepupoBaHbl B KGS (cm. Co3gaHune napbl
PGP kntoueir). Kak cneacteue, private-yacTb 3kcnopTmpoBaHHOro PGP-katoya XxpaHUTCA TOIbKO B CUCTEME
KGS (1.e. saHHble, wWndpoBaHHbIE TONBKO 3KCMNOPTUPOBaHHbIM PGP-kAtOUOM, MOXHO paclumdpoBaTh TONbLKO

B cucteme KGS).

5.6.4.5. YpaneHue PGP knroua
YaaneHne PGP kntoua n3 Cnucremel.
OcobeHHoCTH:

® Ecany BLIBPaHHOrO KAtoua ecTb cBsizaHHas public uau private yacTb, To 6y/AeT BbiBeAEHO NpeayrnpexaeH/e.

Mpw noaTBEPXAEHMM Onepaunn byayT yaaneHbl obe (public+private) yactn PGP-katoua.
5.6.4.6. MonyueHue cnucka rpynn PGP Kntouei
MpocmoTp cnncka rpynn PGP katoueit (Tonbko rpynmn).
5.6.4.7. lobaeneHue rpynnbl PGP Kntoueit

Co3zaaHue rpynnbl PGP kntouei.
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5.6.4.8. YpaneHnue rpynnbl PGP kntoueit
Ypanerue rpynnbl PGP kntouel.
OrpaHunuyeHus:
1. Ecam k rpynne npuBA3aHbl KAKOUK, TO yaaneHne 3anpeLeHo.
5.6.4.9. MonyueHune cnuncka ceasei rpynnel ¢ PGP Karouom

MpocmoTp cnncka PGP-katouel, BxoasaLmx B BbIBpaHHYHO rpynny, 1 ux (Knroyel) napameTpos.

5.6.4.10. Co3aaHue cBasu rpynnbl ¢ PGP Katouom

Job6asnenHne PGP katoua B rpynny.

5.6.4.11. YpaneHue cBasu rpynnbl ¢ PGP Katouom
Ypanenue PGP kntoua n3 rpynnbl.

Mepeiitn k CogeprkaHuio...

5.6.5. Konpurypauua

© BapPHMaHTEI:

e napaMeTrpa

[JlepeBo MeHo ANs AaHHOTO pasjena:

Bbixoz

Co3pgaHue pecypca
ViameHeHue pecypca
YpaneHve pecypca

MosnyyeHwve cnvcka napaMeTpoB

o vk W o=

[JobaBneHne napametpa
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7. VIameHeHne napameTpa

My6anyHbIA - LO

[laHHOe MeHI0 No3BOoIAET (HaCTUYHO) HacTpamBaTb UHTepdenc: 406aBAATL/YAaNATb/PeAaKTMPOBATb NCTOYHNKM

JaHHbIX (resources) v Ux napameTpsbl.
5.6.5.1. Co3paHune pecypca
JlobaBneHne NCToUHMKa AaHHbIX (pecypca):

®  Workflow.

® TP connection.

5.6.5.2. U3meHeHne pecypca

(D HacroaTtenbHO He pekomMmeHayeTca USMEeHATb MCTOYHUKU AaHHbIX (pecypca), C TeM YTOObI B Aa}'IbHeI‘/IILIJeM He

BO3HMKa OLWKMOKa Npy OBHOBAEHUN KOHCOIN.

VI3MeHeHMe MMeHN NCTOYHMKA AaHHbIX (pecypca).

5.6.5.3. Ypanenue pecypca

YpaneHne nctouHuka gaHHblx (pecypca).

5.6.5.4. NMonyyeHne cnucka napameTpos

[MpocmoTp cnucka napamMeTpoB AAs pecypca YKasaHHOro Tmna.
5.6.5.5. lobaBneHne napameTpa

[lob6aBneHne HOBOro NapameTpa A1 pecypca ykasaHHOro Tmna.

OcobeHocTu:

®  Ims napametpa (parameter code) He MOXeT 6biTb 3MEHEHO BMOC/EACTBUN.

5.6.5.6. IameHeHne napametpa
V3meHeHve napameTpa (TN AaHHbIX, 3Ha4YeHWe) A1a pecypca yKa3aHHOro tmna.

Mepeiitn k CopeprkaHuto...
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5.7. Kntoum ans 1ecToBbIX YyCTPOUCTB

TEeCTOEBRX

JlepeBo MeHo 411 AaHHOTO paszena:

1. Bbixog
2. DKCMOPT TECTOBbIX KOPHEBLIX K/AOYEN

3. DKCMOpPT TeCTOBbIX KAKOUEN NMPOLLVBKY

5.7.1. 9kcnopT TecToBbIX KOPHEBbIX K/lOUein

IKCNopT HelwmndpoBaHHbIX 3HaueHnn BCEX OTP-katouelr, onvcaHHbix B OTP kapTe kitouent, NM60 Npon3BoaHbIX (OT

3TWX) KAOYEW, TPEOYIOLLMXCA ANA TEeCTOBbIX NaPTUA YCTPONCTB U NPUEMHUKOB.
OcobeHHoCTK:

®  PaspeleHo 3KCNOPTMPOBATH TO/ILKO TECTOBbIE NPOU3BOZHBIE KHOUM, T.e. CHOPMMPOBaHHbIE TONKO MO
TectoBoMy RK KDF npodwuato.

® B OTP-kapTe He BCe KUK MOTYT UMeTb cBA3aHHble RK KDF npoduau. B 3ToM cryuae Kitou He BbIrpy>KaeTcs.
MakcumanbHOe KOIMYeCTBO YCTPOMCTB (UMNoB) Ans TectoBoro Buaa Maptum - 5000 wr.

Kntoum akcnopTmpytotca B Buge dpannos Ha FTP-cepBep B nanky out Ans TekyLlero (oCyLweCcTBASIOLLErO onepaLmo)

nosib3oBaTesa AMbo OAHOro 13 BHeLHnx noJsib3oBaTesIeNn.

Cnncok nonbaoBaTeneﬁ, KOTOpble MOTyT ObITb nojsydatenamMmun gaHHbIX, onpeaenaeTca Kak TeKyU.l,I/II7I nonb3oBaTte/lb

60 BHELLHWE NoNb30BaTENV, NPVBA3aHHble K [ToCTaBLMKY, CBA3aHHOMY C BbIGpaHHbIM Knaccom ycTponcTs.
IKCMOPTUPYIOTCA CliegytoLme JaHHble:

1. ecan RK KDF He ncnonb3yetcs (He npuBa3aH/He BbibpaH):
a. JkcrnopTmpytotcs daiia ¢ Karoyamun n (B ciydae obdyckauum) dann ¢ 06¢dycumpoBaHHbIMA

3HAaYEHUAMW KJIHOYUEN.
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b. Skcnoptupyembint darn (¢ OTP knrovamm) WMdPOBaH OJHUM UAN HECKONbKMMU PGP-katouamu.
c. Ecamy BoibpaHHoro Buaa MapTtum HazHaueHbl dyHkLumn OVDF/KOF n B kapTe karouei nmetoTcs

KNHOUM, KOTOpble HEOBXOANMO 06dYCKMpPOBaTh, TO BO BTOPOW dalil BbIrpy>KaroTcs

06dycKMpoBaHHbIe 3HaUeHMA Ktouel (HO HelnppoBaHHbIe NeCTHULLaMW).
2. ecau BbIbpaHo "ncnonb3osaTb KDF":
a. 1 pann:

i. [lns kaxgoro katoya, Ans kotoporo BbibpaH npoduas RK KDF, npumeHseTcs BbibpaHHbIN
anroputm RK KDF k OTP-katouy, noc/ie Yero Npou3BOAHBIA KAHOU 3aMMCbIBAETCS B MEPBLIN
dann. T.e. daiin cofep>XnT NPON3BOAHBIE KIHOUM.

ii. Mpw BbIrpy3ke Npon3BoAHbIX kKntoyen obdyckaums (KOF/OVDK) k Bbirpy>xaeMomy
NPOV3BOAHOMY KJKOUY HE NPUMEHAETCA.

iii. Ecnm HaraeHbl kntoum, K KoTopbiM He npueasaH npoduab RK KDF, HO npu 3ToM BbIGpaHo
"ncnonb3oBatb KDF", TO Ans 3TUX KArOUEN 3HaYeHMe He BbIrpy>kaetcs (B daline katouen
CTaBATCA TOYUKM C 3anATON nogpsag ;).
b. 2 pann:

i. Bropoit dann (RK KDF config) - koHdUr ¢ onncaHuem s kaxgoro OTP-kitoua, HoMepa U
nmenn npoduns RK KDF, ncnonbsoBaHHbIX Npu 3KcnopTe.

ii. B dann koHpUra gobasnstotcs Tonbko cTpokn ans Tex RK KDF npoduner, kotopble Hbiam
BbI6paHbl Mosb30BaTeNeM Npu BbinoaHeHUn workflow.

c. Oba daiina (c k1to4aMun 1 KOHPUrom) L06aBAAKOTCA B Zip-apXmB, KOTOPbIV Wndpyetcs PGP-

KAroYamMu 1 akcnopTupyetca Ha FTP.
Mepeiitn k CopeprkaHuto...
5.7.2. kcnopT TeCcTOBbIX K/IHOUeil MPOLINBKN

JKcnopT HelwmndpoBaHHbIX 3HauYeHnn BCEX Kntouen Mpowmeky, Tpebytowmxca 419 TeCToBbIX NapTWin YCTPOWCTB U

NPUEeMHNKOB.

Kntoum npoLwmBKM 3KCNOPTUPYHOTCA B BUge dainos Ha FTP-cepBep B nanky out Ans TekyLuero (OCyLLeCTBAAOLLIErO

onepau,mo) nosib3oBaTena AMbo OAHOro 13 BHeLWHnx noJsib3oBaTesIeNn.

Cnvcok nosib3oBatesier, KOTopble MOTYT ObITb NOMyYaTENAMM AaHHbIX, ONPEeAENAeTCs Kak TeKyL M Nob30BaTe b

6O BHELLHWE MOb30BaTENV, NMPVBA3aHHbIe K [TOCTaBLMKY, CBA3aHHOMY C BbIGpaHHbIM Knaccom ycTponcTs.

SKCNOPTMpPYEMbI apXMB LUIMPPOBaH OAHUM MW HecKoabknMu PGP-Kkitouammn nonb3oBaTens, AN KOTOPOro

OCYLLLECTBASETCSA IKCMOPT.
OcobeHHOCTH:

®  BLirpyxaloTca CUMMETPUUHBIE KKOUM 1 NPUBaTHBIE KAtouM RSA (BKOUaroLLMe Takke NyBAMUHYIO YacTb).
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®  O6dyckaums K KIHOUYaM NPOLUMBKYM NPU BbIFPY3Ke He NPUMEHSAETCS.

Mepeiitn k CogeprxaHuto...

5.8. NMomowHmnK

HEEEEEETEETEXREX
*® &
* MNomowHWK *
*® &

HREEIEREETRRERTRL

BeilbepuTe onepauww ANA BbINONHEHWA, BO3MOXHbLIE BapWaHThi:
@ - Beixog
1 - W3MeHeHWe nNpodMNA NOMOWHHKA
2 - YpaneHwe npo¢una NOMOWHWKA
3 JKCNOPT AAHHBX NepCcoHanu3aluu

[lepeBo MeHo /18 AaHHOTO pa3zena:

1. Bbixog
2. N3ameHeHne npodumna nomMoLHMKa
3. YpaneHve npoduraa NOMOLLHWKA

4. 3KCI'IOpT AaHHbIX NepCcoHanmsayunm

,ﬂ,aHHOG MeHHO NMo3BOoIAeT pa6OTaTb C HOMOLLI'HI/IKaMI/I (I'IepeMMeHOBbIBaTb/yAaﬂﬂTb/CO3AaBaTb M 3KCNopTMnpoBaTb

AAHHbIE U T.M.).

5.8.1. UsmeHeHne npo¢dunaa NOMOLHMKA
MepermeHoBaHne npoduasa NomMoLyHrKa.
5.8.2. YpaneHune npodpunna nomoLHnKa
Ypanenve npoduasa NomoLHmka.
JonyuieHns n orpaHnuyeHus:

1. CA3n npodunert NMOMOLHNKOB OTCYTCTBYIOT, yAaNeHne BO3MOXHO B 060K MOMEHT BPEMEHW.

2. YpaneHve normyeckoe, Kak B Apyrux CyLHocTsx (ycTaHaBamBaeTcs aktyanbHoe del_date Bmecto NULL).
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5.8.3. 3KcnopT AaHHbIX NepcoHann3sauun

CucTtema ocyLecTBAsET BbIGOp NM60 co3gaHme npoduns MNMomoluHmka (c Tunom 1 - "personalization data"), a 3atem (c
MOMOLLbIO 3TOrO NPOPUAA) - MOATOTOBKY M 3KCMOPT BCEX AaHHbIX, HEOOXOANMbIX A8 NEPCOHaAN3aLUN YAMOB B

cucteme KTS.

'[:D [laHHbIN MOMOLLHVK O6BbEANHSAET LWarn CeAyroWwmnx OTAeNbHbIX CLieHapueB (CLieHapuy NpesCcTaB/eHbl B

nopsagke mx 6J'IOKI/IpOBKI/I Ha BPEMA BbINOJIHEHNA JAaHHOIO I'IOMOLLI|HVIKa)Z

1. Mpoeepka OTP (tectoBble BekTOpa Ans nposepkn OTP-katouen ans 3aBoaa)
2. dkcnopt darna Fusemap koHburypaumm Ha BBX (koHdurypaumm OTP-6uT umnos naptum gns

3anuncun Ha 3aBoge Yepes BBX)
3. OkcnopT KoHduUrypauum naptum Ha BBX (koHdurypauma Tuna MapTtumn / Homepa MNaptum gaa BBX)

4. Skcnopt OTP katoyen (OTP-kaoUM YMNOB NapTUM ANA 3anncK Ha 3aBoge vepes BBX)

© OO0 "MnuT*, 2023-2025

JokymeHTauums "Cuctema reHepaumm karouern Keys Generation System (KGS). PykoBoacTBo nosb3oBatens” asasetcs
06beKTOM aBTOPCKOro npasa. BocnpownssegeHne Bcero npounsseseHna nav atobor ero yactn Bocnpelyaertcsa 6e3

NMNCbMEHHOIO paspeLwleHnsa npaBoo6nap,aTenﬂ
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